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1 Introduction 
Single-cell RNA-sequencing (scRNA-seq) has transformed our ability to identify and characterize cell 
types with high granularity, thereby opening new frontiers in both biomedical research and precision 
medicine applications. Several machine learning (ML) algorithms dedicated to scRNA-seq data 
classification demonstrated good accuracy [1], although concerns regarding their vulnerability to 
adversarial attacks, well-targeted yet subtle input modifications that can corrupt classification, remain 
largely underexplored on black-box models [2,3]. Such weaknesses endanger biomedical research and 
clinical decision-support scenarios where undetectable gene expression modifications could lead to faulty 
conclusions. To bridge this gap, we developed adverSCarial, an R package that evaluates a 
transcriptomic classifier response to a range of subtle, medium and high perturbations in gene expression 
throughout multiple adversarial attack modes. In addition to revealing points of failure, these targeted 
modifications often expose the inner decision-making processes of the classifiers, hence contributing to 
explainable artificial intelligence (XAI) methods. 
 
2 Materials and Methods 
Classifiers. We evaluated five scRNA-seq classification tools: scType (marker-based) [4], CHETAH 
(hierarchical clustering) [5], scAnnotatR (support vector machine (SVM)) [6], scRF (random forests (RF)) 
and scMLP (multilayer perceptron (MLP) neural networks). 
Datasets. Each classifier was trained on half of four hallmark datasets of the public domain, PBMC3k 
(peripheral blood, 3k cells), AXILLA10k (cancer metastases, 10k cells), LIVER10k (cancer metastases, 
10k cells), and KIDNEY10k (embryology and tissue development, 10k cells), and subsequently tested on 
the remaining samples [7,8]. These datasets span multiple tissue origins and feature a diverse range of 
cell types and expression profiles. 
 
3 Results 
Adversarial attack modes (Figure 1). Single-gene attacks alter the expression of one gene at a time to 
produce misclassification. Max-change attacks attempt to modify as many genes as possible without 
changing the classification, thus exposing critical gene signatures. Cluster-based Gradient Descent 
(CGD) uses approximative gradient steps to iteratively push the prediction off the targeted cluster. CGD 
can simulate both subtle and large-scale perturbations by controlling the step size. With the entire cell x 
gene matrix defined as X, the subset matrix corresponding to a cluster of cells m as Xclust m, the gene 

expression vector of a cell i as xi, ŷ𝑥𝑖 the cell type prediction of the cell i , ctype1 and ctype2 respectively 

corresponding to the most likely predicted and the secondly most likely predicted cell type, and 𝑋𝑐𝑙𝑢𝑠𝑡𝑚
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Modification types. All attack functions allow various types of gene perturbation to mimic real-world 
technical or biological variability as well as malicious alterations: switch-on, switch-off, increase/decrease 
by decile of expression, aberrant values, additive and multiplicative step sizes, and custom modifications. 
Detectability of the modifications and performance metrics. An essential aspect of adversarial 
attacks is the human perceptibility of the introduced changes [2]. Overall, in any classifier/dataset 
combination, single-gene attacks produce variably discernible alterations in the targeted gene’s 
expression but preserve the visual patterns of the cell type, max-change obliterates the visual patterns of 
the targeted cell clusters but do not alter the classification, and CGD fools the classifiers when a sum of 
slight adjustments is reached. Classifiers show a decline in accuracy, F1-score, and area under the ROC 
curve (AUC) once enough adversarial modifications are introduced. The threshold of modification (the 
number of genes changed or the amplitude of perturbation) is critical: small adjustments can produce no 
visible misclassification, whereas large but selective changes may drastically shift predictions. 



Availability and Implementation: adverSCarial is a freely available R package accessible from 
Bioconductor: https://bioconductor.org/packages/adverSCarial/. 

4  
Discussion 
Despite their distinct architecture, all five ML classifiers eventually failed with the right kind of 
perturbations, or sufficiently strong ones. However, the severity and nature of these failures depended on 
both the algorithm and the type of modification. For instance, tree-based methods like hierarchical 
clustering and random forests showed few responses to medium or high modifications, indicating a 
plateau in sensitivity due to a natural characteristic: once an input reaches the defined threshold of a tree 
node, further increases have no additional impact on the outcome. In contrast, MLPs were unresponsive 
below medium modifications and very vulnerable beyond with thousands of possible attacks: this effect 
stems from the neural network's use of multiplicative coefficients, which amplify sensitivity to outliers. 
In conclusion, adverSCarial provides a framework to test scRNA-seq classifiers for robustness against 
adversarial attacks. By highlighting how different algorithms respond to various perturbation modes, it 
helps guide the design of more resilient and interpretable ML pipelines in single-cell transcriptomics. As 
scRNA-seq tools steadily move toward clinical applications, acknowledging adversarial vulnerabilities 
becomes increasingly important to ensure reliable results in precision medicine. 
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Figure 1: adverSCarial implementation and feature overview. 

https://bioconductor.org/packages/adverSCarial/
https://doi.org/10.1093/bib/bbz096
https://doi.org/10.1038/s41467-022-28803-w
https://doi.org/10.1093/nar/gkz543
https://doi.org/10.1016/j.cell.2020.03.053
https://doi.org/10.1126/science.aat5031

