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Chapter 1Introdution
Contents1.1 Introdution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11.1.1 Timing budget . . . . . . . . . . . . . . . . . . . . . . . . . . 21.1.2 Simulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31.1.3 Analytial models . . . . . . . . . . . . . . . . . . . . . . . . 41.2 State of the art . . . . . . . . . . . . . . . . . . . . . . . . . . . 51.2.1 Simulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51.2.2 Deterministi analyses . . . . . . . . . . . . . . . . . . . . . . 61.2.3 Compositional performane analysis . . . . . . . . . . . . . . 71.2.4 Probabilisti performane analysis . . . . . . . . . . . . . . . 81.3 Researh questions and Contributions . . . . . . . . . . . . . 91.4 Thesis outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
1.1 IntrodutionAutomotive embedded systems are distributed arhitetures of omputer-based ap-pliations with physial proesses (mehanial, hydrauli) that they have to ontrol.The growth in proliferation of omputers (ECU, Eletroni Control Unit) has animpat on the safety. The inreased use of ECUs in modern automotive systemshas brought many bene�ts suh as the merging of hassis ontrol systems for ativesafety with passive-safety systems1. Most of the automotive appliations are safetyritial and therefore providing guarantees for these appliations is an importantrequirement. Moreover, suh a proliferation has ome with an inreasing hetero-geneity and omplexity of the embedded arhiteture. Therefore, there is a growingneed to ensure that automotive embedded systems have reliability, availability andsafety guarantees during normal operation or ritial situations (e.g. airbags dur-ing ollision), taking into aount harsh environment (heat, humidity, vibration,eletro-stati disharge ESD and eletro-magneti interferene EMI).To provide guarantee on safety property, model based approahes, and analyt-ial methods during the design ativity are required. These approahes should be1Ative safety systems are the systems whih are employed for rash prevention, while as passivesafety systems are the systems whih try to mitigate the damage in a rash situation.



Chapter 1. Introdutionable to model these systems, whih are heterogeneous by nature: disrete and on-tinuous systems, deterministi and probabilisti variables. In partiular, to validatetiming properties imposed by the time onstraints of the physial systems and theirontrol laws is of utmost importane. The distribution of suh systems inreases thevalidation of these safety properties.Eletroni systems in the automobiles are required to respond in a preditablemanner, i.e. timely manner. The preditability of these systems is ensured, amongothers, by timing veri�ation on system models, whih heks if performane re-quirements like deadlines, jitters, throughput et. are being met.The timing onstraints veri�ation analyses has to be arried out as soon aspossible in the development life-yle. Moreover, suh analyses may be mandatoryfor erti�ation issues.However, developing timing veri�ation models an be omplex to build. Wehave to �nd a trade-o� between auray/omplexity/omputing time. First, it isdi�ult to have a detailed model at the earliest step and therefore rough assumptionshave to be done on the hardware performanes for example. However, suh trade-o�s should not over-simplify the models thus making the analyses unsafe for use.Analytial timing models, whih tend to overlook/oversimplify the system model,may lead to optimisti results that may not �t to the onrete system.The automotive embedded systems an be lassi�ed into following ategoriesbased on their timing requirements:1. Hard: A hard real-time system is an embedded system whih does not aeptany lateness, as being late (missing a deadline) ould result in a atastrophievent (for example, ar rash when brake does not respond within requireddeadline) for suh systems.2. Firm: A �rm real-time system is an embedded system whih an tolerateinfrequent deadline misses; however, at if the frequeny of deadline missesinreases it may result in a atastrophi event for suh systems (for example,in the ontrol loops oasional missed message an be tolerated but frequentmissed messages an ause the system to go out of ontrol).3. Soft: A soft real-time system is an embedded system whih aept deadlinemissed without any atastrophi onsequenes; however, at the ost dereasedperformane (for example, in multi-media systems the performane dereaseswith the deadline misses and it does not result in a atastrophi event).Therefore, it is imperative to verify the temporal orretness of the automotivesystem, as they ertainly fall in the above ategories of real-time systems.1.1.1 Timing budgetThe automotive Original Equipment Manufaturers (OEMs) deompose the overallend-to-end lateny into the timing budget of the individual ECUs, the ommuni-ation hannels, and then negotiates these timing budgets with the suppliers. The2



1.1. IntrodutionOEMs need to assign these timing budgets to the suppliers. Therefore, the OEMsmust properly deide the timing budget for eah ECU and ommuniate the spei�-ation at the initial stage of the automotive development. The OEMs may revise theinitial timing estimates of the individual "timing budget" of vehiular funtions, toahieve optimal performane or ost of the entire vehile as the suppliers re�ne thesolution (OEMS may ask suppliers to adjust or improve the time budget). There-fore, OEMs should be able to do better estimates for alloating timing budgets atthe initial stages of the projets. The OEMs in pratie, therefore, may arry-overfrom the existing (proven in use) systems with domain-spei� rules to estimate thetiming budgets, like:1. The load on an automotive CAN network must not be higher than 30 perent.2. A frame pending for transmission for more than 30ms is aneled out.However, suh an approah has potential problems like being sub-optimal andbeing unsafe design, with problems that an be hard to reprodue and are ostly torepair later in the development yle. However, we an use the timing informationfrom previous design (of an automotive system) to infer the timing properties of asystem in the early stage of design, when very little timing information is availableand thus help in better dimensioning of a system. We propose one suh modelin this thesis, whih uses the probabilisti model of aperiodi tra� from previousdevelopment run of a vehile to adjust the aperiodi tra� on a urrent developmentrun of a vehile.1.1.2 SimulationsSimulation is a tool for heking the validity of a system. However, even if the designpasses all the tests suessfully, it is not neessary that the safety properties will bemet. In order to the verify worst-ase (for safety ritial systems), we must performexhaustive simulations of the design. The simulations utilizes a logial model ofsystem (physial) to imitate state hanges in response to random or deterministievents at simulated points in time. The system state hanges based on the givensystem desription. Simulation of a network ould be used to measure the end-to-end response time of messages aross the network. In pratie software simulationsare used in the early stages of the development yle. The simulations are also usedto validate analytial models : latenies, bu�er oupation, et. telling us abouthow long we stay in the worst-ase situation. Moreover, the simulations are alsoperformed in onjuntion with the ECUs as they beome available, HiL (Hardwarein the Loop)2, to validate the system.However, simulations only annot be used to do timing veri�ation for the sys-tems with safety and ritiality requirements. The reason being the di�ulty toasertain the worst-ase from the simulation traes, as they do not provide anybound on the performane results.2We do not onsider other simulation methods like HiL in this thesis.3



Chapter 1. Introdution1.1.3 Analytial modelsThe analytial models of automotive systems have been developed and are used toperform timing veri�ations. These models ombine the ommuniation onstraintsand message spei�ations (e.g., ativations) to do timing veri�ation. The ana-lytial models of the automotive system often onsider the periodi and sporaditasks ativations only. For example, analytial models developed for CAN are usedto perform timing veri�ation of the messages on CAN bus based on periodi orsporadi ativations.The analytial models have to guarantee that the timing requirements of alltasks are met, i.e. the ommuniations delay between a sending task queuing amessage, and a reeiving task being able to aess that message, must be bounded.This total delay is termed the end-to-end ommuniations delay. The end-to-endommuniation delay is then used to onlude about the feasibility of the system.Therefore, it is of paramount importane, partiularly for safety ritial systems,that the upper bound returned by these analyses is a true upper bound.However, some analytial models have been proven to be optimisti and thuswrong (espeially unpublished omplex ones), [Davis 2007℄, and ignore the impatof hardware limitations and error-proneness of embedded software. Some of themodels do an overestimation, whih is pessimisti for soft real-time automotiveappliations.Moreover, the timing veri�ation models fall short in modeling aurately ev-erything, for example, taking in the aount the queuing poliy used a in deviedriver, opy-time of messages from devie driver to ommuniation hardware, lim-ited transmit bu�ers in a hardware et. and unfortunately the standards do not sayeverything about this, e.g., AUTOSAR CAN driver spei�ation.Moreover, these analytial models do not haraterize the network tra� verywell e.g. aperiodi tra�. These analysis models usually rely on periodi orsporadi tra� models for pessimisti analysis, based on ritial-instanes of thetasks/messages in order to �nd the worst-ase timing properties and test the shedu-lability requirements of the tasks/messages. Even if it is appropriate in some spei�appliation areas, this approah does not allow to address many of the appliationsin a heterogeneous system like automobiles; beause, when the arrival times are ape-riodi with high variane, it may lead to a signi�ant over-provisioning of resouresat the design time. Thus for real-time systems (RTS) in whih the task/messagesset exhibit substantial variability in arrivals (aperiodi), it is pratial to developan approah taking into aount the stohasti nature of arrivals of tasks/messages.Suh approahes an lead to a drasti redution in the amount of resoure provi-sioning. Thus leading a system, oneived to be analyzable in temporal domain, tobe a potentially unsafe design, whih is unaeptable partiularly for safety ritialautomotive systems. 4



1.2. State of the art1.2 State of the artTiming enables an early analysis of whether a system an meet the desired timingrequirements, and avoid over- or under- dimensioning of systems and also save fromunneessary iterations in the development proess. The result is a shortened devel-opment yle with inreased preditability/timeliness, whih is of greater interest insafety-ritial systems.Today, during the automotive development proess the designers �rstly fous onthe funtional behavior of the system and, therefore, the temporal properties of thesystems may be veri�ed late in the proess. Besides, when the temporal propertiesare veri�ed, it is usually through testing and measurements and if a timing error isdeteted it is late in the proess. Therefore, resulting in a ostly design re-iterations.Thus, we need the analytial models whih we an use from the early stages of thedesign (not just testing and measurements at the end) to verify timing properties.These analytial models should be detailed enough (for both hardware and software)to hek the temporal properties, partiularly for safety-ritial systems. There arevarious methods for temporal analyses, whih an be broadly grouped into fourategories based on the modeling framework they use, and are explained below.1.2.1 SimulationThe simulations utilizes a logial model of system (physial) to imitate state hangesin response to random or deterministi events at simulated points in time. Thesystem state hanges based on the given system desription. In RTS the DisreteEvent simulation is used to analyze the performane of the system, for example, ina network to measure the end-to-end response time of messages aross the network.The transfer time is determined for di�erent bus loads, priorities of the messagesand arrangements of the devies. Simulations are often used when an analytialapproah is not possible or is omplex and expensive. There are various simulationframeworks available for real-time systems and some of them are desribed hereafter.Modeling and Analysis Suite for Real-Time Appliations (MAST),see [Gonzalez Harbour 2001℄ is provides a worst-ase shedulability analysisfor hard timing requirements, and disrete-event simulation for soft timing re-quirements. In MAST a system representation is analyzable through a set oftools that have been developed within the MAST suite. These tools desribe amodel for representing the temporal and logial elements of real-time appliations.MAST allows a very rih desription of the system, inluding the e�ets of eventor message-based synhronization, multiproessor and distributed arhiteturesas well as shared resoure synhronization. MAST urrently inludes only �xedpriority sheduling, but, it is oneived as an open model and is easily extensibleto aommodate sheduling algorithms.Ptolemy, see [Buk 2002℄, is another framework whih an provide simulationand prototyping of heterogeneous systems. The models in Ptolemy are desribedusing objet-oriented software tehnology (C++). Ptolemy has been applied to5



Chapter 1. Introdutionnetworking and transport, all-proessing and signaling software, embedded miro-ontrollers, signal proessing (inluding implementation in real-time), shedulingof parallel digital signal proessors, board-level hardware timing simulation, andombinations of these.True-Time is a toolbox for MATLAB, see [Henriksson 2003℄, for simulating net-worked and embedded real-time ontrol systems. One of its main features involvesthe possibility of o-simulation of the interation between the real-world ontinuousdynamis and the omputer arhiteture in the form of task exeution and networkommuniation. It supports various ommuniation protools for both wireless andwired networks.DRTSS, see [Storh 1996℄, is another framework whih allows its users to easilyonstrut disrete-event simulators of omplex, heterogeneous distributed real-timesystems. The framework allows simulation of initial high-level system designs togain insight into the timing feasibility of the system. Whih at later stages of designproess an be expanded into a detailed hierarhial designs for detailed analysis.Cheddar, see [Singho� 2004℄, is an Ada framework whih provides tools to hektemporal harateristis of real time appliations. The framework is based on thereal time sheduling theory. Cheddar model de�nes an appliation as a set of pro-essors, tasks, bu�ers, shared resoures and messages. It has a �exible simulationengine whih allows the designer to desribe and run simulations of spei� systems.The heddar framework is open and extension an be easily designed for tools andsimulators.RTaW-Sim, see [rts ℄, for CAN network is a �ne-grained disrete event simulatorproviding performane analysis, bu�er usage, thereby helps to make a orret im-plementation hoie e.g. queueing poliy. It has features to perform fault-injetionin terms of frame transmission errors, ECU reboots, loks drifting.Besides these frameworks, simulations in RTS have been used to evaluate therobustness of a system for example, see [Nilsson 2009℄, where Nilsson et al. reatedand simulated attaks in the automotive ommuniations protool FlexRay andshowed that suh attaks an easily be reated. These attaks an impat the safetyof in-vehile network and lead to a atastrophi event.However, it is di�ult to asertain the worst-ase from the simulation traes asthey do not provide any bound on the performane results. Thus simulations donot qualify for heking temporal properties of hard real-time systems.1.2.2 Deterministi analysesThe idea of holisti sheduling is to extend well-known results of the lassial shedul-ing theory to distributed systems. These analyses ombines the shedulability anal-yses of proessor and ommuniation bus to ompute the end-to-end response timein a distributed real-time system. Tindell and Clark in [Tindell 1994a℄ use thisapproah to analyze distributed hard real-time system where tasks with arbitrarydeadlines ommuniate by message passing and shared data objets and the nodesommuniated via TDMA bus. The developed analysis provides bounds on the6



1.2. State of the artommuniation delays and overheads at the destination proessor.The ommuniationlinks add both hip and board osts, and designers frequentlyunderestimate peak load. In [Yen 1995, Yen 1998℄ authors present a holisti anal-ysis approah for distributed systems where in they desribe a methodology to o-synthesize ommuniation so as to avoid ommuniation bottlenek in embeddedsystems. They use a bus model for ommuniation in an arbitrary topology in apoint-to-point manner.In [Pop 2002℄, a holisti analysis is presented for emerging distributed automotiveappliations spei�ally dealing with the issues related to mixed, event-triggered andtime-triggered task sets, whih ommuniate over bus protools onsisting of bothstati and dynami phases.However, the problem with holisti sheduling is that it is tailored towards a�partiular ombination� of input event model, resoure sharing poliy and om-muniation arbitration. Therefore, for the large heterogeneous systems it resultsin a large and heterogeneous olletion of analyses methods, whih makes holistisheduling analysis di�ult to use in pratie.1.2.3 Compositional performane analysisIn ontrast to holisti methods that extend lassial sheduling analyses, the ompo-sitional analyses tehniques are modular in nature (omponents). The omponentsof a system are analyzed with lassial algorithms and the loal results are prop-agated in the system through appropriate omponent interfaes relying on eventstream models for propagation between omponents. That is for eah yle of sys-tem level ompositional analysis, loal analysis on eah omponent is performed.The output event models resulting from the loal analysis of omponents are thenpropagated through the omponent interfae to the onneted omponents. Thereeiving omponent uses the output event model from the previous omponent asits input model.Thiele et al. in [Thiele 2000℄ presented Modular Performane Analysis (MPA) asone suh analysis method of RTS. The method uses Real-Time Calulus, whih is anextension of Network Calulus [Le Boude 2001℄, to analyze the �ow of event streamsthrough proessing and ommuniation elements of the system. The importantfeature of MPA is that it is not limited to only ertain input event models andthe omponent interfaes, see [Henzinger 2006℄, but an also speify the omponentompatibility and relationships depending on assumptions about input event modeland alloated resoure apaities.SymTA/S (Symboli Timing Analysis for Systems) is another ompositionalanalysis approah similar to MPA, see [Henia 2005℄. The SymTA/S is based on thetehnique to ouple loal sheduling analysis algorithms using event streams. Theevent streams desribe the possible task ativations. For the ompositional analysis,the input and output event streams are desribed by standard event models, forexample, a periodi with jitter event model having two parameters an be desribedas (P, J). SymTA/S ompositional approah also has an ability, like greedy shapers7



Chapter 1. Introdutionin MPA, to adapt the possible timing of events in an event stream.1.2.4 Probabilisti performane analysisThe worst-ase evaluation may not be su�ient or needed as there are not manystrit hard real-time systems. Therefore, for these systems probabilisti performaneanalyses an be performed. The motivation is that not many appliations are time-ritial, but nonetheless they are sensitive to latenies. For example, for ontrolappliations the quality of the ontrols depends also on the average response time,besides the deadline, whih needs to be minimized. Moreover, the ativation oftasks and messages an be aperiodi (probabilisti) in ertain system. Importantly,not all of the design parameters may be available at the initial phase of automotivesystem design and a designer an start with a probabilisti model of a system whihan provide an important diretion for future phases of the projet. Moreover, formany safety ritial system the onstraints on ritiality are represented in terms ofthe probability thresholds (e.g. mean-time to failure probability).Stohasti Network Calulus (SNC), see [Jiang 2008℄, is one suh method whihfouses on performane guarantees. It is similar to network alulus, a theory deal-ing with queuing systems found in omputer networks, but works with stohastiarrival urves and provides probabilisti guarantees of timing and baklog infor-mation. Moreover, automotive systems have been analyzed using probabilisti ap-proah, beause of problem being expliitly probabilisti in nature. For example,in [Navet 2000℄, Navet et al. introdue the onept of worst ase deadline failureprobability (WCDFP), the probability that too many errors our suh that a mes-sage an not meet its deadline. Nolte et al. in [Nolte 2001℄ extend the worst-aseresponse time analysis for message with random message transmission times dueto bit stu�ng. This analysis depends on the probability distribution of a givennumber of stu�ed bits due to the mehanism in CAN protool, suh that a frameontaining a sequene of �ve onseutive idential bits are �bit-stu�ed� to hangepolarities. Gardner et al. in [Gardner 1999℄ analyze a stohasti �xed priority RTSsuh that an oasional missed deadline is aeptable, but at dereased performane.They present an analysis tehnique in whih they bound (lower) the perentage ofdeadlines that a periodi task meets and ompare that with the lower bound withsimulation results. Diaz et al. in [Díaz 2002℄ provide a stohasti analysis methodfor general periodi real-time systems, aurately omputing the response time dis-tribution of eah task in the system, making it possible to determine the deadlinemiss probability of individual tasks, even for systems with maximum utilizationfator greater than one. Bernat et al. in [Bernat 2002℄ devise an approah for om-puting probabilisti bound on exeution time by ombining the measurement andanalytial approahes into a model. The method ombines, probabilistially, theobserved worst-ase e�ets to formulate an exeution-time model of a worst-asepath in a program. 8



1.3. Researh questions and Contributions1.3 Researh questions and ContributionsThis thesis address the timing veri�ation issues for the automotive systems andprovides the analytial models and implementation guidelines to address these prob-lems in a safety ritial automotive environment. We investigate and provide tightworst-ase bound in a mixed ommuniation paradigm based on aperiodi (proba-bilisti) and periodi messages, thus helping in better dimensioning of the systemsat the development time. We also investigate the impliation of diverse ommuni-ation ontrollers (when message abortion is not possible) on response time of themessages that are assumed to be en-queued by the middle-ware-level task beforebeing exhanged on a CAN network and provide a tight bound on response timeof the messages. We also integrate implementation over-heads, suh as opy-time,into the shedulability analysis of CAN networks. We also develop a probabilistisystem-level analysis for omponent based RTS in a mixed ommuniation paradigmi.e. having both probabilisti and deterministi arrivals. Most of the analyses devel-oped in this thesis integrate the onept of funtional safety based on Safety IntegrityLevels into response time analysis, in order to guarantee the required safety levels.Eah hapter provides a ase-study whih is evaluated using the developed analysisto provide an understanding about improvements and innovations our analyses havebrought about. Spei�ally, this thesis tries address the following researh question:
• Q1 How to perform mixed (probabilisti and deterministi) timing analysisof an automotive ommuniation network in order to dimension the systemproperly?� Q1a How to model the aperiodi data probabilistially?� Q1b How to integrate the model of aperiodi data in the shedulabilityanalysis?� Q1 How to ensure that the analysis guarantees the required level ofsafety?Answer: We provide a probabilisti approah to model the aperiodi tra� andintegration of it into response time analysis along with the deterministi part,modeled by periodi ativations. The approah allows the system designerto hoose the safety level of the analysis based on the system's dependabilityrequirements. Compared to existing deterministi approahes the approahleads to more realisti WCRT evaluation and thus to a better dimensioning ofthe hardware platform.
• Q2 How an di�erent hardware and software implementations a�et the tem-poral behavior in an automotive network?� Q2a How to integrate the implementation over-heads in the shedulabilityanalysis?� Q2b How to integrate th e�et of limited transmission bu�ers in theshedulability analysis? 9



Chapter 1. Introdution� Q2 What are the guidelines for devie driver implementations?Answer: We provide analysis of the real-time properties of message in a CANnetwork having hardware onstraints and implementation over-heads (opy-time of messages). The overhead, if not onsidered, may result in a deadlineviolation inurred due additional latenies. We explain the ause of this addi-tional lateny and extend the existing CAN shedulability analysis to integrateit. We also provide some guidelines that an be useful for the implementationof CAN devie drivers.
• Q3 How an we perform a mixed (deterministi and probabilisti) omponentbased performane analysis, for system dimensioning and omponent reuse, ofan automotive system?� Q3a How to model the probabilisti omponent and its interfae?� Q3b How to ompose the mixed (deterministi and probabilisti) om-ponents together in a system?� Q3 How to do the performane analysis of this mixed omponent system?� Q3d How to ensure that the analysis guarantees the required level ofsafety?Answer: We provide an analysis of omplex real-time systems involvingomponent-based design and abstration models. We developed an abstra-tion whih provides both deterministi and probabilisti models for ompo-nent interfaes based on urves and probability thresholds assoiated withthose urves, resulting in an analysis for real-time systems whih has bothdeterministi and probabilisti omponents, based on an extension of real-time alulus to probabilisti domain. The analysis an o�er either hard orsoft real-time guarantees aording to the requirements and the spei�ationsof the system. We also show the �exibility of the analysis to ope with therequired safety ritiality level of a system.1.4 Thesis outline
• Chapter 2: Periodi and Aperiodi (mixed) analysis of CAN based on inte-grating safety requirements.
• Chapter 3: CAN ontroller hardware and software limitations and modelingthe analysis to inlude those limitations for tighter bounds on response time.
• Chapter 4: System level response time analysis for omponent based analysis,in a mixed (probabilisti and deterministi) analysis for system level perfor-mane with guarantees for safety and real-time onstraints.
• Chapter 5: Gives the perspetive of this thesis.10



Chapter 2Probabilisti CAN ShedulabilityAnalysis
Contents2.1 Introdution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112.1.1 CAN Protool . . . . . . . . . . . . . . . . . . . . . . . . . . 122.1.2 Problem de�nition . . . . . . . . . . . . . . . . . . . . . . . . 122.1.3 Handling aperiodi tra� . . . . . . . . . . . . . . . . . . . . 132.2 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . 142.3 Modeling aperiodi tra� . . . . . . . . . . . . . . . . . . . . 142.3.1 Approximating arrival proess . . . . . . . . . . . . . . . . . . 152.3.2 Errors in approximation . . . . . . . . . . . . . . . . . . . . . 162.3.3 Finding distribution . . . . . . . . . . . . . . . . . . . . . . . 172.3.4 Threshold based work-arrival funtion . . . . . . . . . . . . . 232.3.5 Handling priority . . . . . . . . . . . . . . . . . . . . . . . . . 292.4 Shedulability analysis . . . . . . . . . . . . . . . . . . . . . . 322.5 Case study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 342.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39In this hapter a probabilisti approah to model the aperiodi tra� and in-tegration of it into response time analysis is disussed. The approah allows thesystem designer to hoose the safety level of the analysis based on the system'sdependability requirements. Compared to existing deterministi approahes the ap-proah leads to more realisti WCRT evaluation and thus to a better dimensioningof the hardware platform.2.1 IntrodutionIn the �eld of real-time systems, methods to assess the real-time performanes ofperiodi ativities (tasks, messages) have been extensively studied. Response times,worst-ase or average, and jitters an be evaluated by simulation or analysis for awide range of sheduling poliies provided that the ativation patterns of the tasksand messages are well identi�ed. The problem is more intriate for aperiodi a-tivities sine, in many pratial ases, it is di�ult to have a preise knowledge of



Chapter 2. Probabilisti CAN Shedulability Analysistheir ativation pattern and beause deterministi WCRT analysis has not been on-eived to handle aperiodi ativities. For example, the arrival pattern of aperiodiframes in the body network of a vehile is hard to predit, as it is dependent on theuser interations. However aperiodi frames of higher priority exhanged among theEletroni Control Units (ECUs) in the body network of a vehile an delay perioditra�. Indeed, most often the Controller Area Network (CAN) priority bus is usedand the aperiodi frames do not neessarily get the lowest priority levels 1assignedto them.2.1.1 CAN ProtoolThe Controller Area Network (CAN), was developed in the beginning of the 80sby Bosh. Today CAN is the most widely used network tehnology in the au-tomotive industry, found in almost all domains. CAN transmits messages in anevent-triggered fashion using deterministi ollision resolution to ontrol aess tothe bus (so alled CSMA/CR). Messages are transmitted in frames ontaining 0 to8 bytes of payload data. These frames an be transmitted at speeds of 10 Kbpsup to 1 Mbps. Eah CAN message has a unique ID value, whih is used for thebus arbitration. However, CAN ID is also used as the message priority, suh thatlower value of CAN ID indiates higher-priority message and higher-value of CANID indiate lower-priority message. At the start of arbitration, eah node hoping tosend a message starts to transmit the message ID (least signi�ant bit �rst); Whiletransmitting the CAN ID eah not also listens to the bus (for eah transmitted bit).When a node noties a zero on the bus while it transmitted one it bak-o�, Whihimplies a that some other node has higher priority message to send; the arbitrationan be thought of an AND gate suh that if any bit is zero the result is zero.2.1.2 Problem de�nitionIn this hapter, we address the problem of evaluating response times when both pe-riodi and aperiodi ativities are taken into aount. Ativities are termed framesin the rest of the hapter, beause the approah will be developed and illustratedon the CAN bus, but our approah equally holds for tasks. The inrease in theWCRT of the periodi frames whih may be aused by the higher priority aperiodiframes ould be ritial for hard real-time systems as it ould lead to the violation ofthe deadlines. Besides, large response times of aperiodi frames may jeopardize theexeution of a funtion or may even raise safety onerns in some ases (e.g. head-lights �ashes in a vehile). In addition, low responsiveness is negatively pereivedby the user. It is worth mentioning that ativities that are periodi by essene aresometimes implemented in an aperiodi manner in order to save resoures.Whatever the exat approah, one of the main steps is to derive a model ofthe arrival patterns for aperiodi ativities, what will be alled in the following1Beause of the inremental design proess, in-house usages or onstraints of the ooperationproess between ar-makers and suppliers, priorities on the CAN bus do not neessarily re�et theritiality of the frames (i.e., importane from a funtional point of view, deadline onstraint).12



2.1. Introdutionthe aperiodi Work Arrival Funtion (WAF). Then, this aperiodi WAF has to beintegrated into the response time analysis. There are however di�ulties:
• obtaining aperiodi data (i.e., by measurements or simulation),
• modeling aperiodi data,
• integrating the model into shedulability analysis.What we are disussing in this hapter is not how to obtain data but how to modelit and integrate it into shedulability analysis.2.1.3 Handling aperiodi tra�There are two lassial approahes to handle the aperiodi tra�:
• worst-ase deterministi approah: aperiodi frames are onsidered as periodiframes with their periods equal to the minimum inter-arrival times, this is thewell known sporadi model [Spuri 1996℄. However, in many ases, the mini-mum inter-arrival time is so small that the resulting workload is unrealisti,and often greater than 100% [Zhang 2008℄.
• An average-ase probabilisti approah: the aperiodi tra� is modeled a-ording to a probabilisti inter-arrivals proess, the next step is then to es-timate the 'probable' number of arrivals in a given interval of time. Thisapproah is learly not suited to real-time systems beause it largely underes-timates the arrivals of aperiodi tra� whih an our in small time intervals2A basi probabilisti framework was set for inlusion of aperiodi frames in a on-trolled manner using a threshold value in [Burns 2003℄. This hapter builds uponthis framework and disusses preisely the mehanism of deriving the aperiodiWAF, as well as it removes some assumptions plaed in [Burns 2003℄. In partiular,we show that in our spei� ontext it is not neessary that the di�erent streams ofaperiodi frames are modeled individually.Overview of approahWe do not assume any prior knowledge of the aperiodi frame ativation pattern,however we assume that it is possible to monitor the system, or a simulation modelof it, and gather data about the arrival times of aperiodi frames. Then, from themeasurements, we build a probabilisti model of the aperiodi inter-arrival timesunder the form of an empirial frequeny histogram or a distribution obeying alosed-form equation whenever it is possible. The next step is to derive a deter-ministi WAF from the probability distribution of the aperiodi frame inter-arrivaltimes. A general mehanism is provided enabling to derive the deterministi WAF2Aording to the priniple of large deviations: the smaller the interval, the larger (in propor-tion) the deviation to the mean [Navet 2007℄. 13



Chapter 2. Probabilisti CAN Shedulability Analysisa ρ C (mse)0.5 341 0.7600.5 878 0.6960.5 2000 0.7609 33 0.63212 256 0.632(a) Approximated trae
a ρ C (mse)0.500 341 0.7601.250 878 0.6961.954 2000 0.7609 33 0.63212 256 0.632(b) Atual trae1a' ρ' C' (mse)0.5 341 0.7601.260 878 0.6961.956 2000 0.7609 33 0.63212 256 0.632() Atual trae2Figure 2.1: Approximated trae against trae1 and trae 2.from the underlying probabilisti distributions of the aperiodi tra� even given inform of empirial histograms, whih is worthy in pratie sine aperiodi arrivalsdo not neessarily obey a losed-form equation. Another advantage is that thetehnique is independent of the sheduling and an be used whatever the poliyis (preemptive, non-preemptive, �xed priority, dynami-priority, et) and whateverthe task model is. All in all, we believe that our proposal o�ers a better solutionfor taking into aount aperiodi tra� in systems with dependability onstraints,ompared to worst-ase and average ase probabilisti approahes.2.2 System ModelThe trae of aperiodi events is haraterized by a set D = E1, E2, ..., En where

Ei is an ith aperiodi event suh that E1 is reorded before E2 on the bus. Theevents in D are reorded in order of their arrivals on the bus. Eah aperiodievent is haraterized by a set Ei = {ai, ρi, Ci} where ai is an arrival time (a′

i isthe estimated arrival time), ρi is a priority of the aperiodi frame, and Ci is theworst-ase exeution time of the frame. The length of set D depends on the timewhen trae apture was stopped, but it should be su�iently large to dedue theprobabilisti model of inter-arrivals.2.3 Modeling aperiodi tra�The data used in this work omes from measurements taken on-board of a PSAvehile but beause of on�dentiality reasons we have obsured the harateristiswhih ould re�et about the design at PSA Peugeot Citröen.What was measured are the times at whih the frames started to be transmitted14



2.3. Modeling aperiodi tra�
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Figure 2.2: Gant hart for trae1: blak arrows are atual release times and redarrows are observed arrival times in data trae.The blue arrows will be the approx-imated arrival times.and not the times at whih the transmission requests were issued. Espeially whenthe network is loaded, the two an be signi�antly di�erent beause of frames trans-missions being delayed by higher priority frames. This ould be taken into aountby studying the busy periods on the bus and onstruting a worst-ase ativationproess, whih is disussed in setion 2.3.1.2.3.1 Approximating arrival proessThe modeling proess of the aperiodi tra� involves estimating the probabilistidistribution of aperiodi inter-arrivals from the aptured data trae of a simulationmodel of a vehile or from a real vehile. The aptured data trae of bus ativity givesus the arrival times of frames on the bus, priorities of frames and size of the frames.The di�ulty in using this aptured data trae lies in the fat that the measuredarrival time of the frames on the bus may not oinide with the atual release timesof the frames. This requires us to approximate an atual arrival proess from theaptured data trae. The atual arrival time for some frame i an be approximatedby subtrating the level-i busy period seen by the frame. The level-i busy period seenby frame i on bus an be easily omputed from a trae. The simple subtration ofthe level-i busy period give us the worst-ase arrival proess of the aperiodi frames,whih is what is required. The approximated arrival proess for the aperiodi framesgives us the worst-ase arrival proess whih an lead to burstiness in lower priorityframes as they are the ones whih are pushed bak when the aperiodi tra� arrives.Assumption:
• No inter-frame sequene for frame separation. Otherwise all frames after �rstframe will be equally shifted by three bit time.15
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Figure 2.3: Gant hart for trae2: blak arrows are atual release times and redarrows are observed arrival times in data trae. The blue arrows will be the approx-imated arrival times.
x1 x2a2

0 5 10 15 20Figure 2.4: Approximation error when approximating the arrival of a frame. Theframe arrives at time x1, observed at arrival time x2 in data trae and approximatedarrival time is at a2.
• The data trae is sorted aording to arrival times then priorities; suh thatif two frames arrive at same time then the highest priority frame will preedethe lower one in the table, whih is natural for a aptured data trae.Therefore, for some frame i the level-i busy period seen by it will be equal to thesummation of transmission time of all higher priority frames preeding the ith framein data trae; see algorithm 1.2.3.2 Errors in approximationWhen approximating the arrival proess from aptured data traes e.g. arrivaltimes of table 2.1, we will have an approximation error for the approximated arrivalproess if the atual arrival proess was not the worst-ase arrival proess e.g. forthe traes of �gure 2.3 and 2.2 we will get an approximation error (see �gure 2.3.1for further understanding) as blue and blak arrows do not oinide. Suppose thatan aperiodi event ours at time x1 and bus is busy transmitting the frames ofhigher priority. When the level-i busy period for frame released at time x1 is over it16



2.3. Modeling aperiodi tra�begins transmitting at time x2 whih is observed and reorded in a data trae. Whenapproximating the atual arrival time (x1) of frame from the observed arrival timefrom trae (x2) we get a wost-ase arrival time of a2 for the frame whih is earlierthan x1 and thus we have an error in the approximation. The approximation error
ǫ is given by: ǫ = x1 − a2 and is diretly dependent upon the length of busy periodseen by the frame as a2 = x2 − l, where l is the length of level-i busy period. Themaximum approximation error will our when the frame arrives near the observedarrival time from trae (x2 − x1 ≈ 0) and therefore maximum approximation erroris ǫ = x2 − l.However, we are not onerned by this approximation error as we are interestedin the worst-ase arrival proess.2.3.3 Finding distributionIn order to model the inter-arrival times of the aperiodi tra�, we �rst analyzesome important strutural properties of the data (e.g., linear and non-linear or-relation) then �nd out the probability distribution that best �ts our data. Thepresene of linear and non-linear dependenies in the data would impat its model-ing beause it would imply a departure from the i.i.d. property (independent andidentially distribution). To test these two kind of dependenies, as lassially donein exploratory data analysis, we make use of some visual on�rmatory tests, the �runsequene plot� and �lag plot�, as well as the auto-orrelation and BDS test (Brok,Dehert, Sheinkman, see[Brook 1996℄).Run sequene plotThe run sequene plot displays an observed univariate data in a time sequene. Ithelps to detet outliers and shifts in the proess. Figure 2.5(upper) is a run sequeneplot of our data trae where the data points are indexed by their order of ourrene.The plot indiates that data does not have any long term shifts in heights over time.Lag plotA lag plot helps to gain some insight into whether a data set or time series is randomor not. Random data should not exhibit any visually identi�able struture in thelag plot. Figure 2.5(lower) is a lag plot of our data trae (here the lag is hosenequal to 1: x = Xk+1 and y = Xk, where Xk is the kth observation). Sine the lagplot appears to be strutureless, the randomness assumption annot be rejeted.2.3.3.1 Autoorrelation analysisThe autoorrelation analysis detets the existene of serial orrelations in a datatrae. Preisely the orrelation of order k indiates the linear relationship thatmay exist between data values separated by k positions. The �rst 100 orrelationoe�ients of the data trae are shown in �gure 2.6 assoiated with the thresholds17



Chapter 2. Probabilisti CAN Shedulability Analysis
Algorithm 1: Algorithm for estimation of worst-ase arrival time for framearriving at ai from aptured data trae.Input: ai, data_traeOutput: a′

i

ai is the arrival-time of a frame and trae has all apturedframeswhile !EOF (data_trae) do/*where j and k are the frame indexes suh that j and k pointsto the frame with arrival time of aj and ak*/
k = i− 1; k points to frame whih arrived before frame i indata_trae
j = i ; j points to frame i in data_trae/*ρi is the priority of frame with index i*/while ρi > ρk ∧ k > 0 do/*Ck is WCET of kth frame*/if ak + Ck < aj then/*Sine CAN bus beame idle after Ck was transmitted*/return a

′

i = ajendend/*Chek the previous frame in the data_trae*/
j = k
k = k − 1end/*To hek for negative value of k at the end of trae when noestimate for arrival of ai was found*/if k > 0 then
a
′

i = akendelse
a
′

i = aiend
a
′

i is Estimated arrival time of ith framereturn a
′

i
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2.3. Modeling aperiodi tra�

Figure 2.5: Visual analysis of aptured data trae. The upper graphi is a runsequene plot where the x-axis is the index of the data points and the y-axis is thetime till the next aperiodi arrival expressed in seonds. In the lower graphis, a lagplot, both axes indiates the time till the next aperiodi arrival in seonds.
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Chapter 2. Probabilisti CAN Shedulability Analysis

Figure 2.6: Auto-orrelation of aptured data trae.beyond whih the values are statistially signi�ant (1% signi�ane level here). Thegraphi visualization of the orrelation oe�ients makes it possible to evaluate theimportane and the duration of the temporal dependenies. Here, serial orrelationsin the aperiodi tra� are relatively limited:
• limited in frequeny: on the entire aperiodi tra�, there are only 19 signi�-ant auto-orrelations oe�ients until a lag of 100,
• limited in intensity: the few signi�ant auto-orrelations are below 0.2 whihis insu�ient to be used at ends of preditions.These autoorrelations an probably be explained by the fat that the ativationof ertain funtions of the vehile requires the transmission of several onseutiveframes, but, the instants of ativations of the funtions have small orrelations.Also, the spike that an be observed around the lag 50 is likely due to a periodiframe that has not been properly �ltered out in the data trae.2.3.3.2 BDS analysisAuto-orrelation has the limitation that it an only test the linear dependeny inthe data. In order to test for non-linear dependenies a more general statistial testthan the auto-orrelation must be used. One suh test is the BDS test [Brook 1996℄whih employs the onept of spatial orrelation from haos theory to test the hy-pothesis that the values of a sequene, in this hapter inter-arrival times, are inde-pendent and identially distributed (i.i.d.). Deviation from the i.i.d. ase will beaused by the non-stationarity of the proess (e.g., existene of trends), or the fatthat there are linear or non-linear dependenies in the data.20



2.3. Modeling aperiodi tra�

Figure 2.7: Probability plots for 3 andidate distributions, from top to bottom, theexponential law, the log-normal law and the Weibull Law.We arried out the BDS test for various ombinations of its parameters m and
δ (for example for m = 2 and δ = 3 as reommended by the authors of the test. Forertain ombinations we ould not rejet the hypothesis that the data points arei.i.d. at the 1% on�dene level. The results of auto-orrelation analysis and BDStest enable us to onlude that it is possible in our spei� ontext to model the ape-riodi inter-arrival tra� by a random variable obeying a memory-less probabilistidistribution without diverging from reality.
2.3.3.3 Distribution �ttingWe now need to �nd the probability distribution and its parameters whih modelsthe experimental data the most aurately. After having drawn aside ertain possi-bilities for obvious reasons (for example, the normal law beause its density funtionis not monotonously dereasing), we tested distributions identi�ed by adjusting theirparameters aording to the priniple of the maximum of likelihood (MLE). Speif-ially, we have suessively onsidered the exponential law, the log-normal law andthe Weibull law. The exponential law was plausible a priori taking into aount thederease of the density whih one an observe in the data trae, the two other lawshave been hosen for their well-known �exibility.21



Chapter 2. Probabilisti CAN Shedulability Analysis2.3.3.4 Probability plots for visual seletionThe distribution of the observed data is plotted against a theoretial distribution insuh a way that the points should form approximately a straight line. Departuresfrom this straight line indiate departures from the spei�ed distribution. If theprobability plot is approximately linear, the underlying distribution is lose to thetheoretial distribution. What an be observed in �gure 2.7 is that the Weibull lawis the distribution that best �ts the data. This visual onlusion is on�rmed bystatistial aeptane tests disussed in the next paragraph.2.3.3.5 Aeptane testIn previous setion evaluation of the quality of results was done visually. In thissetion we use the statistial tests to verify the assumption that data trae follows apartiular distribution. Spei�ally, we are using the χ2 and Kolmogorov-Smirnov"goodness-o�-�t� tests" [Millard 1967, Brumbak 1987℄. The best results were ob-tained using the Weibull law, followed at some distane by the log-normal law. Theonlusion of the two tests is that one annot rejet the assumption that the datafollows a Weibull distribution at a signi�ane level of 1%. For a broad data sampleolleted on a real system, and not arti�ially generated data, it is a onlusiveresult.Figure 2.8 presents the real data trae and an "arti�ial" trae generated bya Weibull law with MLE-�tted parameters. It is observed that some "patterns"present in the real trae disappear and that the simulated trae is more homogeneousin time, but overall adequay of the modeling seems good. From the analysis,arried out in this setion, we an onlude that in our spei� ontext the Weibulldistribution provides a satisfatory model for the aperiodi tra� inter-arrival times,followed by log-normal and exponential distributions at some distane.2.3.3.6 Using two-parameter distributionsThe hoie of a distribution is often ditated by the nature of the empirial datawhih is often over-dispersed and heterogeneous in pratie. The seletion of adistribution from the family of distributions whih are likely to model the empirialdata is often governed by the �exibility of the distribution to handle dispersionand heterogeneity. For example the Poisson and exponential distributions are singleparameter distribution whih impliitly assume simple parametri models and lakin the freedom to adjust the variane independent of the mean, bringing in thehandiap to model the dispersed data. A model with an additional parameter totake are of dispersion independent of mean may provide a better �t. The weibulland gamma distributions are two-parameter distributions whih have this �exibilityof handling the variane independently from the mean. Besides these two-parameterdistributions will onverge to the simple parametri distribution depending on thevalues of the parameters used. For these reason in the rest of the work, the weibulldistribution will be used. 22



2.3. Modeling aperiodi tra�

Figure 2.8: Comparison between the aptured data trae and a random trae gen-erated by a Weibull model with MLE-�tted parameters.2.3.4 Threshold based work-arrival funtion
S(t) is the aperiodi work arrival funtion whih gives us the number of aperiodiframes in a time interval t and that will be used in the response time analysis.
S(t) is an inreasing "stairase" funtion suh that the "jumps" in the funtionorrespond to the arrival of an aperiodi frame. To onstrut this funtion, wepropose to disretize the time and alulate the value taken by S(t) for eah valueof t between 1 and T where T , expressed in milliseonds, is the largest value that wemay reasonably require during the omputation of a response time. For example,one an set T = 1000ms if the largest period of ativity on the bus (i.e., the largestbusy period) does not exeed a seond.2.3.4.1 Safety threshold α for S(t)We denote by X(t) the stohasti proess whih ounts the number of aperiodiframes in time interval t. For example, in the data trae whih we studied in thepreeding setions, inter-arrivals would be ontrolled by a Weibull law. The idea isto �nd the �smallest� Ŝ(t) suh that the probability of X(t) introduing aperiodiframes equal to n is lower than a threshold value α �xed by the designer. where n isthe number of aperiodi frames introdued by S(t). Formally, we are looking for:

Ŝ(t) = min{S(t) |Pr[X(t) ≥ n] ≤ α} (2.1)23
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Figure 2.9: Graphial representation of algorithm for omputation of S(5). It on-sists in �nding the smallest value of k using the CDF of the inter-arrival distributionaording to equations 2.1 and 2.2.For example, if one sets α = 0.01 it means that in no more than 1% of its trajetoriesthe stohasti proess X(t) indues more aperiodi tra� than Ŝ(t). If X(t) modelsthe real aperiodi tra� aurately, the number of aperiodi frames integrated inthe alulation of the response time of a periodi frame will have more than 99perent hanes to be higher than what eah instane of the frame will undergo.Of ourse, the hoie of α depends on the dependability objetives of SIL(SystemIntegrity Level)but α = 10−4 is a reasonable value in the ontext of a body networkthat will be onsidered in the experiments hereafter.2.3.4.2 Computation of S(t)We need a way to evaluate Pr[X(t) = n] ≤ α at eah time instant t. Let Fn(t) bethe Cumulative Distribution Funtion (CDF) of interarrivals.
Pr[X(t) = n] = Pr[X(t) ≥ n]− Pr[X(t) ≥ n+ 1] (2.2)

Pr[X(t) = n] = Fn(t)− Fn+1(t)Two ases arise: 24



2.3. Modeling aperiodi tra�

Figure 2.10: WAF using monte-arlo simulations
• Distribution for whih we have a losed-form expressions and an evaluate

Pr[X(t) = n] e.g poisson distribution.
• Distribution for whih we have no losed-form expression e.g. weibull distri-bution.The �rst ase is easy to evaluate using losed-form expression and for the seond asewe ould either resort to numerial or simulation methods to evaluate the equation2.1.2.3.4.3 Graphial illustrationFigure 2.9 illustrates the omputation of S(t) for a spei� value of t, here t = 5:

Ŝ(5) = min{S(5) |Pr[X(5) ≥ n] ≤ α} (2.3)The probability Pr[X(5) ≥ n] an be found using values of n = 1, 2, 3, ... andfor t = 5 in equation and terminating when probability is more than α.2.3.4.4 Monte-Carlo simulation approahWe do not always have a disrete distribution modeling the data nor a ontinu-ous distribution suh that equation 2.1 an be evaluated analytially. We need analternate method to evaluate equation 2.2 in suh ases. This an be done withnumerial integration tehniques or using Monte Carlo simulation method. Thelatter approah is desribed in algorithm 2 where α is the safety level, ∆ is thedisrete time step, θ is the set of parameters of the aperiodi frame arrival distri-25



Chapter 2. Probabilisti CAN Shedulability Analysisbution, T is the time horizon, N is the number of random samples3to be drawnfor the Monte-Carlo simulation. Basially, S(t) is omputed for eah time unit bydrawing N values from the probabilisti distribution modeling the aperiodi framearrival proess and heking if the aumulated probability value is smaller than theprobability value for whih we are evaluating S(t).Algorithm 2: Deriving S(t) by Monte-Carlo simulation.Input: {T, α,∆, θ,N}Output: {S(t): The work − arrival function}
index = 0
Data = random(θ,N);Array of N random numbersfor IDX = 0; IDX ≤ T ; IDX+ = ∆ do

Array = []; Temporary array initialized to zeroforeah i ∈ 1 : N do
AccT ime = 0
k = 0while AccT ime < IDX do/*Aumulate the random arrival-times and ount thebumber of arrivals*/

AccT ime = AccT ime+Data[index]
index = index+ 1
k = k + 1end

Array[i] = kend
S(IDX) = quantile(Array, 1− α); where quantile funtionreturns umulative probability value suh that bound by αendreturn S(t)As an illustration of the approah, we derived S(t) in the ases where the ape-riodi inter-arrival distribution obeys 1) an exponential law 2) a Weibull law 3) alog-normal law. The number of random draws of the Monte-Carlo simulations (pa-rameter N in algorithm 2) is set to 5 million for eah distribution. For all threedistributions, the parameters are �tted using MLE against the data traes and thethree distributions lead to the same average intensity. What an be observed is thatthe distribution, and not only the average intensity of the aperiodi tra�, plays amajor role in the shape and height of the aperiodi WAF, see �gure 2.10.3Central Limit Theorem tells us that the onvergene rate is of order N1/2 where N is thenumber of random draws, whih means that adding one signi�ant digit requires inreasing N bya fator 100. The value of N should be set depending on the threshold α and auray objetives.26



2.3. Modeling aperiodi tra�2.3.4.5 Numerial approahThe WAF is a monotonially inreasing stairase urve whih returns the number ofaperiodi events that have ourred in an interval of time measured from the origin,also know as ount model. Let X(t) denote the number of events that have ourredup until time t, X(t)|t > 0. Let In be the time from the origin to the measurementpoint at whih nth event ourred. The relationship between inter-arrival times Inand the number of events X(t) is :
In ≤ t ⇔ X(t) ≥ nWe an restate this relationship by saying that the amount of time at whih the nthevent ourred from the time origin is less than or equal to t if and only if the numberof events that have ourred by time t is greater than or equal to n. Therefore, thefollowing relationship allows us to derive the ount model Cn(t), whih returns thenumber of aperiodi events that have ourred in an interval of time measured fromthe origin:

Cn(t) = Pr[X(t) = n] = Pr[X(t) >= n]− Pr[X(t) >= n+ 1]

=⇒ Cn(t) = Pr[In <= t]− Pr[In+ 1 <= t]If we let the umulative density funtion (df) of In be Fn(t), then Cn(t) =

P [X(t) = n] = Fn(t) − Fn+1(t). In the ase where the measurement time origin(and thus the ounting proess) oinides with the ourrene of an event, then
Fn(t) is simply the n-fold onvolution of the ommon inter-arrival time distributionwhih may (e.g. poisson distribution) or may not (e.g. weibull distribution) have alosed-form solution. For the distributions4 whih do not have a losed-form we anget a losed-form approximation using monte-arlo simulation [Khan 2009℄ or use apolynomial expansion of F (t) e.g. for weibull distribution we have [MShane 2008℄:

P [X(t) = n] = Cn(t) =

∞
∑

j=n

(−1)j+n(λtc)jαn
j

Γ(cj + 1)
n = 0, 1, 2... (2.4)where

α0
j =

Γ(cj + 1)

Γ(j + 1)
j = 0, 1, 2, . . .4Most likely distribution for aperiodi arrivals are exponential, weibull and gamma. The ountmodels of weibull and gamma distribution are of partiular interest for their two-parameter �ex-ibility. Partiularly gamma distribution as the omputation of mean and variane is easier asompared to weibull distribution. 27
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Figure 2.11: Numerial WAF with MLE adjusted parameters and α = 10−4and
αn+1
j =

j−1
∑

m=n

αn
mΓ(cj − cm+ 1)

Γ(j −m+ 1)
n = 0, 1, 2, . . . j = n+ 1, n+ 2, n + 3, . . .Where the Gamma funtion is an extension of the fatorial funtion to thereal and omplex numbers. To build the arrival urves we wish to minimize theprobability number of events ourring in an interval in a parametri manner (safetylevel) for weibull distribution we use equation 2.4 with MLE adjusted parameters,see �gure 2.11, suh that:

S(t) = min{Pr[X(t) = n] ≤ α}2.3.4.6 Parameter estimation without data traeBeause of ost and design time onstraints, it is not always possible to derive theinter-arrival model from a real data trae, or traes of simulation. This is often thease in automobile projets. In suh a situation, as an approximation, a solutionis to set the parameters of the distribution based on already known parametersorresponding to another eletroni arhitetures. In the following, we show how to28



2.3. Modeling aperiodi tra�adapt a Weibull5 model to a new intensity of the aperiodi tra�.The expeted value (mean) of a random variable obeying a Weibull law is:
E(X) = λΓ(1 +

1

k
) (2.5)where λ is the sale parameter, k is the shape parameter of the Weibull law and theGamma funtion is an extension of the fatorial funtion to the real and omplexnumbers. There exist many, more or less preise, approximations to alulate thegamma funtion. One good approximation is given by the following formula:

Γ(z) ≈
√

2π

z
(
1

e
(z +

1

12z − 1
10z

))2 (2.6)To adjust the expeted value of the Weibull law for a new vehile projet, onesimply has to hange the sale parameter λ to the targeted intensity of the aperioditra�. The larger the sale parameter, the more spread out the distribution is i.e.if λ is large, then the distribution will be more spread out and if λ is small thenit will be more onentrated. The shape parameter k simply a�ets the shape of adistribution and is independent of other distribution parameters. In �rst approxi-mation, we assume here that the shape of the distribution should not hange veryimportantly from projet to projet and so set the parameter k. This assumptionshould be veri�ed in the light of the analysis of additional data traes but this isleft as a future work. The network load of the aperiodi tra�, denoted ρ, obeysthe relation:
ρ = (

1

E(X)
).Ā (2.7)where Ā is the average transmission time of an aperiodi frame. From equations2.5, 2.6 and 2.7, one obtains:

λ = (
1

Γ(1 + 1
k
).ρ

).Ā (2.8)By replaing the values of network load, ρ, and average transmission time, Ā, bythe values whih orrespond to the automotive network that one wants to model,one obtains the new value of λ.2.3.5 Handling priorityA priority assignment poliy assigns a priority ρi to eah frame. The priority assign-ment funtion whih maps the priorities to these frames from a �nite set of values(e.g. 1-2048) depends on the sheduling algorithm. For example in ase of RateMonotoni (RM) sheduling the priorities are mapped based on the periods. Here,5The ase of single parameter distribution suh as the exponential law is trivial, a similarapproah an be used for the log-normal law. 29



Chapter 2. Probabilisti CAN Shedulability Analysiswe are onsidering �xed priority sheduling. In order to integrate orret amountof aperiodi tra� we have to take into aount the priorities of arriving framesin a work arrival funtion. The mehanisms to handle priority in a probabilistiframework have been disussed in subsequent subsetion.2.3.5.1 Modeling eah priority levelIn order to model eah priority level individually we will have to �lter the set of ape-riodi events from trae D into subsets D̂i suh that eah subset ontains aperiodievents of one priority level only, formally:
D̂i = {∀Ej ∈ D|ρj = i} (2.9)Eah D̂i is used to �nd the WAF against it, assume Sα,M

i (I) is the WAF for D̂i. Inorder to �nd the higher priority aperiodi load seen by some frame of priority m wewill integrate all WAFs for D̂i's of higher priority than m as:
Wm(I) =

∑

∀i≤m

Sα,M
i (I) (2.10)The equation 2.10 returns the number of aperiodi frames of higher priority than min an interval I.The solution disussed above is an ideal solution, but in realisti problems we willnot have enough data points to orretly model the distributions for eah prioritylevel, and thus we will have to look for alternate approximate solutions to thisproblem.2.3.5.2 Modeling priority using intensity levelAnother approah for modeling priorities in shedulability analysis is model all ape-riodi tra� as one distribution and ontrol the intensity of tra� for di�erentpriority levels using ρ and then re-estimating the λ parameter using equation 2.8,whih ontrols the sale of the distribution and thus governs the intensity of theaperiodi tra�. The higher priority frames ould take into aount work-arrivalurves with larger ρ and lower priorities frames ould take into aount work-arrivalurves with smaller ρ.2.3.5.3 Modeling priority using groupsReusing the notation of subsetion 2.3.5.1 let D̂i be a set suh that it ontains frameof priorities between 1& i. Formally:

D̂i = {∀Ej ∈ D|ρj ∈ {1..i}} (2.11)30



2.3. Modeling aperiodi tra�

Figure 2.12: Work-arrival urves from weibull distribution for di�erent values of α
D̂i from equation 2.11 is then used to �nd a work arrival funtion for eah i , i.e. foreah priority, using the mehanism disussed in subsetion 2.3.4. In order to �ndhigher priority interferene for frame with priority m we will use D̂m to �nd a WAFwhih returns the number of frames to integrate into shedulability analysis as:

Wm(I) = Sα,M
m (I) (2.12)The above equation return the number of higher priority frames seen by frame min an interval I. This seems to be most re�ned approah among disuss above interms that it provides intuitive approximation mehanism for integrating aperioditra� based on priorities, whih an be veri�ed in �gure 2.3.5.4. However it maybe suseptible to loss in auray for higher priority frames when we do not haveenough data points to model the distribution orretly.2.3.5.4 Comparison of two approahesThis setions presents the omparison between two approahes outlined in subse-tions 2.3.5.2&2.3.5.3 above. The data trae was �ltered to extrat various prioritygroups and then the distribution parameters for eah priority group was adjustedusing MLE. And for the �intensity level� approah the distribution parameters were31
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Figure 2.13: Work-arrival urves from weibull distribution for di�erent prioritygroupsfound for the whole data trae using MLE and then using equation 2.8 a new inten-sity parameter was estimated by retaining the value of the shape parameter found�rst time, and hanging the aperiodi load.The trends in the work arrival funtions of the two approahes are almost thesame. However, intensity level is introduing more aperiodi work ompared to thepriority group approah. The reason for that is when hanging the aperiodi load onthe network for �intensity level� approah we are basially inreasing the intensityparameter of the distribution while retaining the shape of the distribution. Thisessentially means that more tra� is arriving in any interval of time, so for twointensity levels, one with more aperiodi load will exhibit higher aperiodi tra�than the other level for the same interval. The priority group approah is a re�nedapproah, however it may su�er from the lak of data for some priority value.2.4 Shedulability analysisClassially, shedulability analysis for real-time ommuniation networks assumeperiodi or sporadi streams of frames [Tindell 1995, Davis 2007℄. In this hapter,for the sake of simpliity, we make use of a su�ient but not neessary shedulabilitytest6 presented in [Davis 2007℄ as the framework to inlude aperiodi WAF into6This test is appliable when deadlines do not exeed their periods.32



2.4. Shedulability analysis
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Figure 2.14: Comparison of 'priority group' depited by solid lines in �gure and'intensity level' depited by dotted lines in the �gure.the shedulability analysis. However, the approah would remain similar with thesu�ient and neessary test proposed in the aforementioned paper.In the following, we re-use the onepts and notations from [Davis 2007℄. Theworst-ase response time of frame m is made up of several elements:1. An upper bound on the queuing jitter Jm,2. The longest transmission time Cm,3. The waiting delay wm at the sending end, that is the longest time that theframe an wait before it starts being suessfully transmitted (i.e., before itwins the arbitration on the CAN bus). This delay is given by equation 2.14,The waiting delay wm inludes the interferene due to the aperiodi frames of higherpriority than m, whih is given by the funtion Nα,M
m (t) de�ned as follow:

Nα,M
m (t) = Sα,M

m (t). max
j∈HpAf(m)

Cj (2.13)where M is the aperiodi interarrival model, α the hosen safety threshold, Sα
M(t)the orresponding aperiodi WAF and HpAf(m) is the set of aperiodi frameshaving higher priority than frame m. It has to be pointed out that the de�ni-tion of Nα,M

m (t) an use any priority modeling approahes disussed in setions2.3.5.1 to 2.3.5.3. 33



Chapter 2. Probabilisti CAN Shedulability AnalysisAs lassially done, the waiting delay wm an be determined with the followingreurrene relation:
w0
m = Cm

wn+1
m = Nα,M

m (wn
m) + max(Bm, Cm)

+
∑

∀k∈hp(m)

⌈w
n
m + Jk + τbit

Tk
⌉Ck (2.14)where hp(m) is the set of frames with priority higher than m, and max(Bm, Cm)orresponds to the longest possible time for whih an invoation of frame m anbe bloked either by lower priority messages or due to the previous invoation ofthe same frame. The reurrene relation goes on until Jm + wn+1

m + Cm > Dm or
wn+1
m = wn

m . In the former ase, the frame is not shedulable while in the latterase the worst-ase response time of the frame is given by:
Rm = Jm + wm + Cm (2.15)2.5 Case studyIn this setion, we illustrate the analysis of nine typial 125Kbit/s automotive bodynetworks with. We used Netarbenh [Braun 2007℄, a GPL-liensed software thatgenerates sets of messages aording to parameters de�ned by the user. The har-ateristis that a user an desribe are network load, number of ECUs, distributionof the periods of the frames, et. The harateristis used to generate test networkswere hosen by setting the details listed in table 2.1 for Netarbenh.The properties of resulting sets of networks that were generated are having har-ateristis as desribed in the table 2.2. These networks will be used to analyze thee�et of aperiodi tra� by integrating the aperiodi WAFs.The aperiodi WAFs used to test the a�et on the worst-ase response timesof all generated test networks are shown in �gures 2.12 and 2.13. The aperiodiWAFs are generated for designated priority ranges and for various aperiodi loadsto study the a�et of aperiodi frame priorities and of hanging aperiodi load onthe periodi message sets. The WAFs are generated from the numerial model ofWeibull distribution with a safety threshold α = 10−4.The WCRT of the frames are omputed with the software NETCAR-Analyzerfrom RealTime-at-Work whose purpose is to analyze the performanes of CAN-based ommuniation systems and optimize their design and on�guration (e.g.,hoies for the message priorities and o�sets, waiting queue poliy and length, et).Eah message set was analyzed for all aperiodi arrival urves in �gures 2.12 and2.13. The resulting response times are shown in �gure 2.15 (for message set 3 oftable 2.2) are againts all arrival urves listed above. Figure 2.16 shows the relative34



2.5. Case study
(a) The weighted distribution of periods with random priority assign-ment from the spei�ed range for test network generation.SNo. Period(mse) weight Priority Range Margin1. 50 2 1-200 12. 100 15 1-600 33. 200 15 1-1000 34. 500 30 200-1000 55. 1000 25 300-1500 56. 2000 5 500-1500 1(b) The weighted distribution of frame sizesfor test network generation.SNo Size(bytes) Weight Margin1. 1 1 12. 2 1 13. 3 1 14. 4 1 15. 5 2 16. 6 2 17. 7 2 18. 8 8 2() Charateristi of load and ECUrange for generating body networks us-ing NetarbenhSNo. Parameter Range1. Load 40 to 452. ECUs 15 to 20

(d) Designating loaded ECUs, i.e. theperentage of overall bandwidth sent bya partiular ECUSNo. ECU ID Load(%age)1. 1 302. 2 153. 3 10Table 2.1: Charateristis for generating test networks
35
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Figure 2.16: Di�erene between ase WCRT0 and other WCRT ases of table 2.3for message set 3, showing the relative inrease in WCRTs with respet to WCRT0.
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2.5. Case study
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Figure 2.17: Di�erene between ases WCRT0 and WCRT1 for all message sets,showing the relative inrease in the WCRT for all message sets using a �ne grainedapproah.
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Chapter 2. Probabilisti CAN Shedulability AnalysisSNo. Test ase ECUs Load(periodi) frames1. Net1 15 44.24% 1102. Net2 17 41.42% 1203. Net3 16 43.99% 1424. Net4 17 42.04% 1055. Net5 19 43.68% 1206. Net6 19 43.61% 1317. Net7 19 41.94% 1178. Net8 19 41.97% 1159. Net9 19 40.49% 110Table 2.2: Test networks generated for body networks of a ar.S.No. Analysis# Remarks1. WCRT0 without any aperiodi tra�2. WCRT1 with aperiodi tra� in the priority levels (1-100)3. WCRT2 with aperiodi tra� in the priority levels (1-500)4. WCRT3 with aperiodi tra� in the priority levels (1-1500)5. WCRT4 with aperiodi tra� in the priority levels (1-2048)6. WCRT5 with aperiodi tra� in intensity levels (2)7. WCRT6 with aperiodi tra� in intensity levels (3)8. WCRT7 with aperiodi tra� in intensity levels (4)9. WCRT8 with aperiodi tra� in intensity levels (5)Table 2.3: For eah generated network we are going to perform above listed analysis;whih have been tuned aording to the priority distribution.inrease, with respet to no aperiodi tra� ase, in the worst-ase response times ofperiodi frames for message set 3 in presene of aperiodi frames, for message set 3,aording to WAFs listed above. Figure 2.17 shows the relative inrease, with respetto no aperiodi tra� ase, in the worst-ase response times of periodi frames forall message sets using just one work arrival urve (ID=1-500) from �gure 2.13.Even in this ontext where the periodi load is moderate (e.g. 43.99%) and theaperiodi tra� is limited, one observes that aperiodi tra� rather signi�antlyimpats the worst-ase response times of the periodi frames. For instane, theWCRT for the frame with id 107 raises from 98.66ms without aperiodi tra� to122.7ms with �rst urve WCRT1 in table 2.3 (+24%). We observe that other WCRTurves also give somewhat similar results. However, the loation of aperiodi tra�is di�erent and thus the perentage inrease seen by frames over experiments may notbe same, thus aperiodi tra� plays some role and thus annot be overlooked. Whihan also be veri�ed from the results of other message sets depited in �gure 2.17.38



2.6. Summary2.6 SummaryIn this hapter, we developed a new approah for integrating the aperiodi tra� inresponse time analysis. The main interest of the proposal is that the overestimationof the aperiodi tra� is kept to the minimum that still enables the system to meetsome hosen dependability requirements.However, the resulting response time estimation an be pessimisti espeiallyfor lower priority frames when there is a large volume of aperiodi tra�, as wehave assumed worst-ase arrival proess when estimating the release times fromdata trae. The estimated arrival proess is bursty in nature and will be seenmore by the lower priority frames. It is possible to be less pessimisti by modelingeah aperiodi stream individually and integrate only the higher priority aperiodiWAFs into the shedulability analysis. However, we believe that this more �ne-grained approah will not always be pratial sine it requires signi�ant modelinge�orts and large quantity of data traes. We have provided few shemes whihwould minimize the pessimism due to priority issues and still respeting the safetythreshold while being as aurate as possible (i.e., disard as muh as possible ofthe lower priority aperiodi tra�).
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Chapter 3. Shedulability analysis with hardware limitationsviolation due to an additional delay. In this work, we explain the ause of thisadditional delay and extend the existing CAN shedulability analysis to integrateit. Finally, we suggest implementation guidelines that minimize both the run-timeCPU overhead and the additional delay due to priority inversion.3.1 IntrodutionController Area Network (CAN) was spei�ally designed for use in the automotivedomain and has beome a de-fato standard. Today, high-end ars an ontainas many as 70 CAN ontrollers [Navet 2005b℄. CAN has been extensively used inother areas as well, inluding industrial automation, espeially networked ontrolsystems [Marti and 2010℄, beause of its interesting real-time properties and low-ost. Whatever the domain, existing shedulability analyses of real-time appliationsdistributed over CAN assume that:1. If a CAN node has to send out a stream of messages having the highestpriority on the bus, it should be able to do so without releasing the bus between twoonseutive messages, despite the arbitration proess that takes plae at the end ofeah transmission.2. If on a CAN node more than one message is ready to be sent, the highestpriority message will be sent �rst. This means that the internal organization andmessage arbitration of the CAN node is suh that this is possible.These assumptions put some onstraints on the arhiteture of the CAN on-trollers and on the whole protool stak. Sometimes, beause of the CAN ontrolleror protool layers, priority inversion among messages an our. This an happenwhen the ontroller sends more distint messages than the number of transmissionbu�ers available and transmission requests (for low-priority messages) annot beanelled. Indeed, some CAN ontroller hardware implementations have internalorganization suh that they send messages independently of CAN message ID (Mi-rohip MCP2515, Freesale MC68HC912), send messages in a FIFO order (In�neonXC161CS), or do not have enough transmit bu�ers (Philips SJA1000). Moreover, thetransmit bu�ers may be managed without abortion (Philips 82C200) [Natale 2006℄,or the support for abort mehanisms may be missing at the devie driver level or,�nally, the ommuniation stak may be on�gured suh that it does not supportanelling transmission (see �transmit anellation� in an AUTOSAR stak, page 37in [AUTOSAR 2009℄). As a result, a message an be delayed for a longer time thanis expeted by lassial analyses [Tindell 1995, Davis 2007℄ and the response timeinreases aordingly.Problem with urrent analysisTiming analyses of CAN developed over the years model the network as an in�nitepriority queue where eah node is inserting its messages aording to their priority.It is then assumed that the highest priority message in the queue wins the arbitra-tion, be it in the deterministi [Tindell 1995, Davis 2007, Grenier 2008℄ or stohasti42



3.1. Introdutionase [Zeng 2010, Hansson 2002℄. However, this model does not hold when hardwareand software onstraints, like limited numbers of transmission bu�ers in the CANontroller and opy-time1 of messages from devie drivers, are onsidered Then theWorst-Case Response Time (WCRT) inreases ompared to the traditional anal-yses. To the best of our knowledge, this issue was �rst identi�ed and analysedin [Meshi 1996℄.Some work has already been arried out to identify and analyse the e�etsof limited transmission bu�ers, in [Meshi 1996, Natale 2006, Natale 2008℄ and[Khan 2010℄. In [Natale 2008℄, Natale lassi�es and explains all the ases lead-ing to priority inversion due to hardware and software limitations, that were notovered by the existing analyses. In [Meshi 1996℄ Meshi et al. show that at leastthree transmission bu�ers are needed to avoid priority inversions when the opy-time of a message from the queue to the ontroller is negleted. However, analysisin [Meshi 1996℄ only addresses the ase when transmission requests are abortable.In [Khan 2010℄, Khan et al. address the ase of priority inversion in an abortableCAN ontroller when opy-time of messages and the arhiteture of a devie driveris taken into aount. In [Davis 2011a℄, Davis et al. provide shedulability analysiswhen devie drivers use FIFO2 transmission queues. However, the analyses providedin [Khan 2010, Davis 2011a℄ do not investigate the non-abortable CAN ontrollerase. In [Natale 2006℄ Natale provides an analysis for integrating the inrease inWCRT due to priority inversion in non-abortable CAN ontrollers. However, theanalysis provided in [Natale 2006℄ takes into aount the interferene of all lowerpriority messages for the message whih su�ers from priority inversion, whih maynot be the ase as is shown in this paper. Furthermore, it does not onsider the fatthat the inrease in the WCRT (additional delay) of a message manifests itself as ajitter for lower priority messages.Contributions of this workThe e�ets of a limited number of transmission bu�ers have been identi�edin [Tindell 1994℄, [Natale 2006℄ and [Meshi 1996℄. In [Natale 2006℄ the authorgives the analysis for the ase when it is not possible to anel transmission andin [Meshi 1996℄ the authors show that at least 3 transmission bu�ers are needed toavoid priority inversions when the opying time of a message from the queue to theontroller is negleted. Here, we address the 3 or more bu�er ase with two senarios.First is the ase when it is possible to anel a transmission request and when theopying overhead an take any reasonable value and the seond ase is when it isnot possible to anel a transmission request. We derive a worst-ase response timeanalysis that integrates these two ases in this hapter.1This time ould be the worst-ase exeution time of an interrupt servie routine plus interruptlateny for interrupt based system. For polling based systems it ould be the worst-ase exeutiontime of a task putting a message in the transmission bu�er plus polling tik duration.2At least one ommerial tool, namely NETCAR-Analyzer from RTaW (seehttp://www.realtimeatwork.om/?page_id=396) , addresses the FIFO ase.43
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Chapter 3. Shedulability analysis with hardware limitationsCANController # TxBu�ers Priority for transmissionMirohipMCP2515 3 Independent of CAN ID. For example, if twobu�ers have the same priority(11 is highest and00 is lowest), the bu�er with highest bu�ernumber will be sent �rst. Aborting a frame in aTx bu�er is possible.FreesaleMC68HC912 3 Independent of CAN ID, A 8-bit loal priority�eld is managed by appliation software.Aborting a frame in a Tx bu�er is possible.In�neonXC161CS 32,(Tx/RX) Salable FIFOPhilipsSJA1000 1 Aborting a frame in a Tx bu�er is possible.Table 3.1: Charateristis of di�erent CAN ontrollers.Besides, we provide guidelines for an optimized CAN driver implementation.The ase addressed here is meaningful beause in pratie most CAN ontrollershave more than 3 bu�ers and the ability to anel a transmission request may ormay not be supported by them, the devie drivers or the higher level ommuniationstak.These assumptions put some onstraints on the arhiteture of the CAN on-trollers and on the whole protool stak. Sometimes, beause of the CAN on-troller or protool layers, priority inversion among messages do our. This happensin partiular when the ontroller sends more distint messages than the numberof transmission bu�ers available and when transmission requests (for low-priorityframes) annot be aneled. Indeed, some CAN ontrollers do not allow to anela transmission request, or the support for abort mehanisms is missing at the de-vie driver level or, �nally, beause the ommuniation stak does not support it(see �transmit anellation� in an AUTOSAR stak, page 37 in [AUTOSAR 2009℄).As result, a frame an wait for a longer time what is expeted by lassial analy-sis [Tindell 1995, Davis 2007℄ and the response times would inrease aordingly.This work provides tighter bounds on the WCRT by identifying more preiselythe interferene brought by lower priority frames and it also identi�es and integratesthe jitter due to this interferene in the analysis, whih may inrease the responsetimes for some frames.3.2 Working of a CAN ontrollerThe on�guration and management of the peripheral transmit and reeive objetsis of utmost importane in the evaluation of the priority inversion at the adapterand of the worst ase bloking times for real-time messages.There is a variation among CAN ontrollers in terms of arhiteture for example44



3.2. Working of a CAN ontroller

Figure 3.1: AUTOSAR CAN driver message transmit �ow.the variation in terms of number of transmission and reeption bu�ers, �exibilityof designating a register as transmission bu�er or reeption bu�er in some CANontrollers. Further, when CAN ontroller bu�ers are �lled with multiple messages,most CAN ontrollers selet a message for transmission with the lowest identi�er,not neessarily the message with the lowest CAN ID. Furthermore, for most CANontrollers, a message that is urrently in transmission bu�ers an be aborted, unlessthe transmission is atually taking plae, see table 3.1 for details.3.2.1 AUTOSAR CAN driver implementationThe requirement that the highest available message at eah node is seleted for thenext arbitration round on the bus an be satis�ed in several ways. The simplestsolution is when the CAN ontroller has enough transmission bu�ers to aommo-date all the outgoing messages. This solution is possible in ases, as in some CANontrollers, when the transmission and reeption bu�ers ould be as high as 32 andthe CAN devie driver an assign a bu�er t0 eah outgoing message.However, this is not always possible in urrent automotive appliations where arelatively large number of bu�ers must be reserved for messages in order to avoidmessage loss by overwriting. Furthermore, for some ECUs, the number of outgoing45



Chapter 3. Shedulability analysis with hardware limitationsmessages load an be very large, suh as, for example, gateway ECUs. Besides, inthe development of automotive embedded solutions, the seletion of the ontrollerhip is not always an option and designers should be ready to deal with all possibleHW on�gurations.To overome these problems, solutions exist whih give implementation guide-lines from devie drivers, e.g. AUTOSAR CAN driver spei�ation. To overomethe limited bu�er issue these advoate implementing queues in drivers and, preserv-ing the priority order would require that:
• The queue is sorted by message priority (message CAN identi�er)
• When a transmission bu�er beomes free, the highest priority message in thequeue is immediately extrated and opied in plae of the emptied bu�er.
• If, at any time, a new message is plaed in the queue, and its priority is higherthan the priority of any message in the transmission bu�ers, then the lowestpriority message holding a transmission bu�er needs to be aborted, plaedbak in the queue and the newly en-queued message opied in its plae and,
• Messages in the transmission bu�ers must be sent in order of their CAN iden-ti�ers.The AUTOSAR transmit request API is a ommon interfae for upper layers tosend messages on the CAN network, see �gure 3.1. The upper ommuniation layersinitiate the transmission only via the CAN Interfae servies without diret aess tothe CAN driver. The initiated transmit request is suessfully ompleted, if the CANdriver ould write the message into the CAN hardware. However, if no transmissionbu�ers were available at the time of initiation, the state of the transmit requestobtains the state "pending" and the message is temporarily stored in the CANInterfae. When the previous transmission is ompleted and transmission bu�ersare released the subsequent transmit requests are arried out. If no hardware andalso no software bu�ers are available the transmit request is rejeted immediately.All pending transmit requests are transmitted in priority order, impliitly de-�ned by the CAN ID. The abort of pending messages within the transmit bu�ersis neessary to avoid inner priority inversion. The mehanism of the transmit pro-essing di�ers, whether hardware anellation is supported or not. If the hardwareanellation is not supported and the message initiated has higher priority and if allavailable transmission bu�ers are busy, this message is delayed until a transmissionbu�er is released, this may result in a priority inversion.However, if the transmit anellation is supported and used (as this an beon�gured to be TURNED OFF in AUTOSAR) at time of a new transmit requestthe CAN driver heks for the availability of the transmission bu�er. If all bu�ersare in use, the CAN ID of the requested message transmission is ompared with theCAN ID of all pending messages in the transmission bu�ers of CAN ontroller. Ifthe requested message transmission has a higher priority ompared to the pendingones, the lowest priority message not under transmission in the transmission bu�ers46



3.2. Working of a CAN ontroller

Figure 3.2: Priority inversion due to opy-time. In state (a) frame with ID=1 getsreleased and sine it has highest priority, the driver deides to remove the lowestpriority frame (ID=313 ) from the ommuniation ontroller. In state(b) the driverstarts to opy frame with ID=1 in plae of frame with ID=313. In state(), whiledriver is opying frame ID=1, the arbitration starts and frame with ID=4 wins thearbitration and begins to be transmitted. As frame ID=1 has already been released,we have a priority inversion.is aborted and the new message is put in the transmission bu�ers. The messageto be transmitted is stored in the transmit bu�ers. The CAN Driver on�rms thetransmit anellation by the allbak servie and passes the old message bak to theCAN Interfae's priority queue, see �gure 3.1 for details.When any of these onditions does not hold, priority inversion ours and theworst ase timing analysis fails, meaning that the atual worst-ase an be largerthan what is predited by existing analysis. However, a more subtle ause of pri-ority inversion may happen even when all the previous onditions are met. Thisproblem arises beause of the neessary �nite opy time between the queue and thetransmission bu�ers.3.2.2 Implementation overhead(opy-time)When all the transmission bu�ers in a CAN ontroller are �lled and a message isreleased; assuming the newly released message is of lower priority than the mes-sages in transmission bu�er, then the newly released message waits in the priorityqueue for the availability of one transmission bu�er. However, if this newly released47



Chapter 3. Shedulability analysis with hardware limitationsmessage is of higher priority than those in transmission bu�ers then - to respetthe highest priority �rst (HPF) priniple underlying CAN - it should be swappedwith the lowest priority message in transmission bu�ers whih are is not undergoingtransmission. Moreover, if the bus arbitration starts anytime during the swappingproess (i.e., lower priority message put bak in the queue, higher priority messageopied into the freed bu�er), it may happen that a lower priority message, be it onthe same station or elsewhere on the network, wins the arbitration, as explained in�gure 3.2, resulting in a priority inversion. The priority inversion su�ered by thehigher priority messages leads to the inrease in the WCRT of those messages andthis inrease in WCRT is modeled by a fator alled the Additional Delay (AD) inthe rest of the hapter. An example of how AD ours is shown in �gure 3.2.3.2.3 Single bu�er with preemption.Some CAN ontrollers have single transmit bu�er, see table 3.1, whih ould beproblemati.This ase was disussed �rst in[Tindell 1994℄. Suppose on an ECU E1with single transmission bu�er a message, µ2, arrives at the queue right when mes-sage µ3 started its transmission. The message µ2 will have to wait for message µ3 toomplete its transmission before message µ2 an be put in CAN ontroller transmis-sion bu�er for partiipation in an arbitration. This is unavoidable and onsidered aspart of the bloking term B1 . The opying of message µ2 into transmission bu�erwill start when message µ3 �nishes its transmission.However, if the message opy time message µ2 is larger than the inter-framebits (whih an be further redued beause of lok skew on the CAN network), anew transmission of some lower priority message µ4 on some other node an startwhile µ2 is being opied. While µ4 is transmitting, a new higher priority message
µ1arrives on the same E1 suh that priority of µ1 > µ2 and the transmission requestof µ2 is thus aborted.The message µ1 an su�er same fate, desribed above, as that of message µ2and thus this priority inversion an happen multiple times, until the highest prioritymessage from the ECU E1, is written into the bu�er and eventually transmitted.3.2.4 Dual bu�er with preemptionIn [Meshi 1996℄ the disussion of the ase of single bu�er management with pre-emption was extended to the ase of two bu�ers. Suppose on an ECU E1 withtwo transmission bu�ers a message, µ2, arrives and is put in a transmission bu�erwhile message µ3 started its transmission from other transmission bu�er. Beforethe end of transmission for the message µ3 another message µ1 is released. Sinethe message µ3 is under transmission and hene annot be aborted, the message µ2will have to be aborted from its transmission bu�er (sine the priority of µ1 > µ2).However, during the time messages µ2 and µ1 are being swapped the transmissionof message µ3 an end and a lower priority message from some other node an winarbitration, resulting in a priority inversion. This priority inversion senario an re-48



3.2. Working of a CAN ontrollerpeat itself multiple times onsidering the fat that a new message of higher priority
{µk|k < 1} an preempt message µ2 right before message µ1ends its transmission,therefore multiple priority inversions.It is argued in [Meshi 1996℄ that the only way to avoid having no bu�er avail-able at the time a new ontention starts, whih is ultimately the ause of priorityinversion from lower priority messages, is to have at least three bu�ers availableat the peripheral and sorted for transmission priority aording to the priority ofthe messages ontained in them. However, we will show in this work that suhassumption may not neessarily be true.3.2.5 FIFO message queue in a CAN driverThe limited number of transmission bu�ers inside a CAN ontroller was ompen-sated by idea of using queues inside a CAN devie driver to hold frames whih didnot �nd any available transmission bu�er. However, these queues might follow FIFOqueuing poliy, for its simpliity, ease of implementation, easier queue management.However, when the queuing poliy inside CAN driver is FIFO a higher priority mes-sage released will have to wait for the lower priority message at the head of thequeue to opy itself �rst into emptied CAN transmission bu�er. This is beausewith FIFO queues, preemption of the messages makes very little sense. In this ase,a high priority message that is en-queued after lower priority messages will waitfor the transmission of all the messages in front of it, see [Davis 2011a℄. The delaysu�ered by a message in the queue will be diretly proportional to the number ofmessages in front of it in the queue, i.e. the messages en-queued before it. This anresult in a priority inversion, and a substantial inrease in the WCRT.3.2.6 CAN ontroller message indexIdeally what we would have wanted for these CAN ontrollers was to transmit a-ording to CAN ID. As an be seen in table 3.1 some CAN ontrollers may notprovide most desirable behavior. These hips provide at least three transmissionbu�ers (with an exeption of Philips SJA1000) and the priority mehanism is inde-pendent from the CAN ID. This ould lead to problems of priority inversion in thedevie drivers whih are not implemented in suh a way to overome this problem.For example in ase of Miro-hip's MCP2515, assume the 2 bu�ers are �lled withmessages of priority 7 and 8, the CAN ontroller will assign the index of (11)b and
(10)b respetively to these message. If a new message of priority 6 is released theindexes of messages have to be hanged suh that 6 := (11)b, 7 := (10)b, 8 := (01)b.The assignment of indexes is not automati and has to be handled by the deviedriver. If it is not taken are of, it an result in a priority inversion. For examplein ase of above example if the message released in the end ( a message of priority6) were assigned an index of (01)b , it would have su�ered priority inversion (asMCP2515 transmits highest index �rst). Some what similar issues exist in FreesaleMC68HC912, but unlike Miro-hip's MCP2515 it has an 8 bit index.49



Chapter 3. Shedulability analysis with hardware limitationsMoreover,these issues do not our in Philips SJA1000 CAN ontroller as ithas only one bu�er, but it still retains the limitations of its predeessor, that is, asingle output bu�er and hene the suseptibility of priority inversion as disussed insubsetion 3.2.3.To overome the issue of priority inversion beause of CAN ontrollers ownpriority mehanism, a proper are must be taken while implementing the deviedrivers to map the CAN ID to CAN ontrollers indexing and vie-versa, suh thatmessages get transmitted as lowest CAN ID �rst. Devie drivers will also haveto onsult this map when plaing or aborting a message in the CAN transmissionbu�ers.3.2.7 Impossibility to anel message transmissionsIn ase the message anellation is not possible, due to CAN ontroller not support-ing it or devie driver not supporting it, the higher priority messages released on anECU may get bloked by the lower priority messages when all the bu�ers are �lledresulting in a priority inversion [Khan 2011℄. The priority inversion su�ered by thehigher priority messages leads to the inrease in the WCRT of those messages andthis inrease in WCRT is modeled by a fator alled the Additional Delay (AD) inthe rest of the hapter. An example of how AD ours is shown in �gure 3.5.This ase arises when pending messages are sorted aording to priority in asingle queue. In addition, the transmission bu�ers annot be aborted, that is, whena message is opied into it, the other messages in the queue need to wait for itstransmission. The reason for non-abortion, as mentioned earlier, an be the driverdoes not support it or the CAN ontroller does not support it. In this ase, thebehavior of the system beomes similar to that of a FIFO queue. The messages in thepriority queue may be bloked by a lower priority message waiting for transmissionin the transmission bu�ers. This type of priority inversion learly violates the rulesthat were established in subsetion 3.2.1.3.3 System modelWe assume a set M of m messages µ1, µ2, . . ., µm, where m ∈ N. Eah message
µi is haraterized by a period Ti ∈ R

+, an ativation jitter Ji ∈ R
+, a worst-ase transmission time Ci ∈ R

+, and a (relative) deadline Di ∈ R
+, where Di ≤

Ti. Moreover, one de�nes the maximum opying time CTi for µi as the maximumbetween the time needed to opy the message from the queue to the transmissionbu�er and the time to opy from the bu�er to the queue3. Here, we make thereasonable assumption that the opy-time is less than the transmission time of thesmallest frame. Furthermore, we are assuming that multiple transmission bu�ers onCAN ontrollers are not oupied by messages of the same priority.3Both delays ould be distinguished but in pratie we expet them to be very similar.50



3.3. System model
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Figure 3.3: Message µi is released while a lower priority frame is being sent (blokingdelay B). The transmission bu�ers on ECU1 are full, the devie driver then abortslower priority message µk and opies it into queue taking time CTk. Then µi isopied into the freed transmission bu�er taking time CTi. However, while µi isbeing opied the arbitration is lost to message µj and µi su�ers an additional delayof AD = CTk +Cj −B as ompared to initial B. It should be pointed out that thisadditional delay of µi appears as an additional jitter to lower priority message µk.For notational onveniene, we assume that the messages are given in orderof dereasing priority, i.e. µ1 has highest priority and µm has the lowest priority.Moreover, we assume a set C of n CAN ontrollers CC1, CC2, . . ., CCn, where n ∈ N.Eah CAN ontroller CCc has a �nite number of transmission bu�ers kc ∈ N.A total funtion CC : M → C de�nes whih message is sent by whih CANontroller. The set of messages Mc sent by ontroller CCc is de�ned as
Mc = {µ ∈ M|CC(µ) = CCc}. (3.1)Similarly, Mc de�nes the set of messages not sent by CCc, i.e.

Mc = {µ ∈ M|CC(µ) 6= CCc} = M\Mc. (3.2)Let Hc be the set of highest priority messages in Mc exluding the kc lowest prioritymessages. Similarly, let HEc be the set of highest priority messages in Mc exludingthe kc−1 lowest priority messages. We use µLc to denote the lowest priority messagein message set HEc, where Lc is its priority. Furthermore, we assume that multipletransmission bu�ers on CAN ontrollers are not oupied by messages with thesame priority. The assumption is made that nodes an always �ll empty bu�erswith ready messages in time for the next arbitration.The WCRT Ri of a message is de�ned as the maximum possible time takenby a message to reah the destination CAN ontroller, starting from the time ofan initiating event responded to by the sending task. A message µi is said to be51



Chapter 3. Shedulability analysis with hardware limitationsshedulable if and only if its WCRT Ri is less than or equal to the message relativedeadline Di and the system is shedulable if and only if all of the messages areshedulable.De�nition 1 (Priority inversion) A message µi on a CAN ontroller CCl with-out abort mehanism is said to su�er from priority inversion when µi is released, ifall of the kl transmission bu�ers are oupied by the messages with lower prioritythan that of µi.Limited number of bu�ers For any CAN ontroller CCl with kl transmissionbu�ers the kl lowest priority messages in the message set Ml will not su�er anypriority inversion. As a orollary, for any CAN ontroller CCl with kl transmissionbu�ers, if the number of messages mapped onto it is less or equal to kl then nomessage on CCl an su�er from priority inversion.3.4 Response time analysis: abortable aseThis setion provides the method to ompute the worst-ase response time ofmessages on the CAN network, when priority inversion due to opy-time is on-sidered. The omputed values are then used to hek the shedulability of thesystem by omparing the WCRTs against the deadlines. The analysis given inthis hapter provides a simple and non-neessary shedulability ondition diretlyinspired from [Davis 2007℄. It assumes no errors on the bus but they an beinluded as lassially done in [Tindell 1995℄. Following the analysis given in[Tindell 1995, Davis 2007℄ the worst-ase response time an be desribed as a om-position of three elements:1. the queuing jitter Ji, the longest time it takes to queue the message startingfrom the initiating event,2. the queuing delay wi, the longest time for whih a message an remain in thedriver queue or transmission bu�ers before suessful transmission,3. the worst-ase transmission time Ci, the longest time a message an take tobe transmitted.A bound on the worst-ase response time of a message µi is therefore given as:
Ri = Ji + wi + Ci (3.3)The queuing delay wi is omposed as follows:1. bloking delay whih is the delay due to a lower priority frame that has startedto be transmitted before µi an partiipate to the arbitration, plus possiblythe time needed to free a bu�er on the ECU of µi (see setion 3.4.2),2. the delay due to interferene of higher priority messages whih may win thearbitration and transmit one or several times before µi.52



3.4. Response time analysis: abortable aseWhen omputing bound on the response times, we an distinguish two ases i)messages whih are safe from priority inversion ii) messages whih su�er from prior-ity inversion and will be swapped with the lowest priority message in transmissionbu�ers not in transmission.3.4.1 Case 1: safe from any priority inversionWe note that the higher priority messages on eah CAN ontroller CCl are moresuseptible to priority inversion than lower priority messages on the same CANontroller. Indeed, the kl lowest priority messages on CCl will not su�er from anypriority inversion as not all of the transmission bu�ers an be oupied by messageswith lower priority than any of these kl messages, thus these messages are notsu�ering from any additional delay . However, these messages are still a�eted bythe additional delay of higher priority messages, as it is seen by them as additionaljitter. For these messages or the CAN ontrollers whih support abort mehanisms,the worst-ase queuing delay, using the model in [Davis 2007℄, is given by:
wn+1
i = max(Bi, Ci) +

∑

∀k<i∧µk∈M

⌈

Ĵk + wn
i + τbit
Tk

⌉

Ck (3.4)where Ĵk is omputed using (3.12), τbit is the time taken to transmit a bit on the bus,and Bi is the maximum bloking time; due to lower priority messages whih ourswhen a lower priority message of the largest size has just started to be transmittedwhen µi arrives, i.e.
Bi = max

∀k>i∧µk∈M
{Ck} (3.5)A suitable starting value for the reurrene relation given above is w0

i = Ci. Thisrelation keeps on iterating until wn+1
i = wn

i or Ji + wn+1
i + Ci > Di, whih is thease when the message is not shedulable. If the message is shedulable its WCRTis given by (3.3).3.4.2 Case 2: messages undergoing priority inversionMessages not belonging to the kl lowest priority messages an su�er from prior-ity inversions when all the kl transmission bu�ers are �lled up with lower prioritymessages. We onsider here the ase where the ommuniation driver will abort atransmission request whenever a message that possesses a higher priority than thosealready in the transmission bu�ers arrives, let's say µi. Spei�ally, the CAN driverwill abort the lowest priority message on CCc not urrently under transmission andstart opying µi in plae. The swapping of µi will indue some delay and if arbitra-tion starts during the swapping proess a lower priority message than µi may winarbitration and start to transmit. This may introdue an additional delay ADi for

µi whih is equivalent to the di�erene between the transmission time of the messagewhih won arbitration and the original bloking delay Bi, plus the time needed to53



Chapter 3. Shedulability analysis with hardware limitationsopy a message from the ommuniation bu�er to the queue. The worst-ase ADi isobtained by taking the maximum of the worst-ase transmission times for all valuesof k suh that i < k ≤ j where µj is the highest priority message of the lowest klpriority messages on CCl:
ADi = max

(

0, max
{∀k∈MC |k>i}

(CTk) + max
i<k≤j

(Ck)−Bi

) (3.6)where CTk is the opy time of the message whih is replaed by µi. Then, theworst-ase queuing delay for message µi is given by:
wn+1
i = max(B̂i, Ci) + CTi +

∑

∀j∈hp(µi)

⌈ Ĵj + wn
i + τbit
Tj

⌉Cj (3.7)where Ĵj is given by (3.12) and B̂i is given by Bi+ADi. A suitable starting value forthe reurrene relation given above is w0
i = Ci. This relationship keeps on iteratinguntil wn+1

i = wn
i or Ji +wn+1

i +Ci > Di, whih is the ase when the message is notshedulable. And if the message is shedulable its WCRT will be given by (3.3).3.5 Optimized implementation and ase-studyIf we aept the overhead of keeping a opy of the messages urrently in the trans-mission bu�ers in the priority queue, we an suppress an extra opy time and removethe quantity max{∀k∈MC |k>i}CTk in (3.6). This an be done by maintaining an ex-tra status �eld along with the priority queue. For instane, for the messages in thetransmission bu�ers this �eld ould be set to one and for the messages in priorityqueue but not in any transmission bu�er this �eld ould be set to zero. Upon thesuessful transmission of a message its orresponding opy along with its status�eld will be removed from the priority queue.Upon a full transmission bu�ers, for any new message with priority greater thanany message in the transmission bu�ers, it will be �rst put in the priority queuethen the status �eld of message in transmission bu�ers with lowest priority and nottransmitting will be set to zero. Then the message will over-write the message intransmission bu�er whose �eld was just set to zero and �nally for the message whihreplaed the message in the transmission bu�er, the status �eld is set to one. Thisproedure will remove the need for swapping whih takes more time as ompared tosimple overwrite and thus hanes of priority inversion are redued. However, thedownside of this is that we have to re-arrange the priority queue not only eah timea message beomes available but also eah time a message is suessfully sent bythe station (upon the aknowledgment).We illustrate the analysis on a typial 125Kbit/s automotive body network. Togenerate a realisti test network we used Netarbenh [Braun 2007℄. The generatedperiodi message sets under study onsists of 105 CAN messages mapped over 17ECUs with deadlines equal to periods and data payload ranging from 1 to 8 bytes.54
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Figure 3.4: Worst-ase response time with and without taking into aount priorityinversion. Only frames starting from ID 40 are shown.The total periodi load is equal to 42.04%.Figure 3.4 shows the worst-ase response times of the CAN messages with andwithout priority inversion. We observe the impat on the WCRT of messages whenpriority inversion is taken into aount. For instane in �gure 3.4, the WCRT forthe message with id 101 raises from 100.8ms without priority inversion to 120ms(i.e. 19% inrease).3.6 Response time analysis: non-abortable aseWhen omputing bound on the response times, we an distinguish three ases i)messages whih are safe from priority inversion ii) messages whih su�er from pri-ority inversion due to non-abortion of the messages in transmission bu�ers and iii)message whih su�er from priority inversion due to opy-time and message swappingissue. We are analyzing seond ase here; the �rst and third ases have been alreadyanalyzed in setion 3.4.3.6.1 Additional DelayFigure 3.5 illustrates the ase in whih a message µi sent by CAN ontroller CClshould have been transmitted after B, the bloking time of a lower priority frame.Here the message µj bloks µi due to the non-availability of a transmission bu�er in55
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Figure 3.5: The message µi su�ers a priority inversion as, being the highest prioritymessage, it should have been transmitted earlier than µk and µj sent by nodes
CCm and CCl respetively. This was not possible beause here the transmissionrequest for µj annot be aborted on CCl and all bu�ers were full. This results in anadditional delay for message µi and thus inreased WCRT as ompared to existinganalyses. The arrows indiate the message release times and B is the delay due toa lower-priority message.
CCl, whih only beomes available after µj �nishes its transmission. However, themessage µj has to wait for the higher priority message µk on CAN ontroller CCmto be transmitted before it an begin its transmission. Therefore, the WCRT for µigiven by the existing analyses inreases by an amount, alled the Additional Delay(AD), whih in this example is equivalent to the sum of the worst-ase transmissiontimes of µk and µj .Let µi be a high priority message in Mc and let the number of messages in Mcwith a lower priority than i be at least kc. Moreover, let µj be the highest prioritymessage in the CCc transmission bu�ers, suh that j > i (i.e. j is of lower prioritythan i). When all the transmission bu�ers of CCc are full, the longest delay for µiours when none of the messages in the transmission bu�ers of CCc are urrentlybeing transmitted and µi has to wait until µj has been transmitted for the release ofa bu�er on CCc. Moreover, µi also experienes the normal interferene from higherpriority messages sent by CAN ontrollers other than CCc.Before transmission (i.e. when µj is in the CAN ontroller transmission bu�erbloking µi), µj an be diretly bloked by at most one message µlj with lj > jsent by another CAN ontroller, or alternatively, subjet to indiret or push-throughbloking due to at most one message µlj with lj > j sent by the same CAN ontroller.Similarly, µj an experiene interferene from higher priority messages µhj

with hj <

j. Message µj annot experiene diret interferene from higher priority messages
µhj

with hj < j on ontroller CCc, beause µj is the highest priority message in56



3.6. Response time analysis: non-abortable ase

Algorithm 3: Algorithm for �nding additional delay and additional jitter.The inputs to the algorithm are the number of CAN ontrollers (c), the num-ber of transmission bu�ers on eah CAN ontroller c (kc), and the set of allmessages on the CAN network (M). The algorithm returns the additionaldelay and additional jitter for all messages.Input: c, k = {kl|l = 1 . . . c}, MOutput: AD = {ADi|i = 1 . . . size(M)}, Ĵ = {Ĵi|i = 1 . . . size(M)}
AD = 0;initialization of AD for all messages
Ĵ = J;initialization of AJ for all messagesforeah CCl| l ∈ {1, 2 . . . , c} do

K = size(Ml);size(Ml) returns # of messages in Ml

Hl = {∀µi ∈ M |CC(µi) == l ∧ i ≤ K − kl};set of messages with ADIf more buffers available than the # of messagesif K ≤ kl then
AD = 0endelse
HEl = {∀µi ∈ M |CC(µi) == l ∧ i ≤ K − kl + 1};message set Hlinluding µLlompute R∗

j ∀µj ∈ HEl;using equations (3.8 & 3.10)
∀µi ∈ Hl �nd ADi;using equation (3.11)
∀µi ∈ Hl �nd Ĵi = Ji +AJi;using equations (3.12 & 3.13)endendreturn AD and Ĵ

57



Chapter 3. Shedulability analysis with hardware limitationsthe transmission bu�ers of CCc and µj annot be aborted. However, suh messagesould ause indiret interferene,if transmitted prior to the time at whih µj �llsthe bu�er, by delaying the transmission of higher priority messages sent by othernodes; whih then inreases the time taken for message µj to be sent. To aountfor this indiret interferene, we �rst inlude messages µhj
with hj < j on ontroller

CCc in the �xed point alulation of the queuing delay, so that the orret amountof interferene is obtained for messages from other nodes. Later, when omputingthe additional jitter, we subtrat out the interferene from the messages sent byontroller CCc as these transmissions annot our after µj �lls the transmissionbu�er.Therefore, the time duration for whih µi has to wait depends on the busy-period time of µj, alled the modi�ed response time4 and denoted by R∗
j for µj andomputed as follows

ŵn+1
j = max(Bj , Cj) +

∑

∀µk∈M∧k<j

⌈

Ĵk + ŵn
j + τbit

Tk

⌉

Ck (3.8)where Bj is the maximum bloking time of message µj given by:
Bj = max{0,max{Ck|k > i}}. (3.9)Where Ĵk is the jitter5 of higher priority messages omputed using equation (3.12)by algorithm 3. A suitable starting value for the reurrene relation given in equa-tion (3.8) is ŵ0

j = B̄j . This relationship keeps on iterating until ŵn+1
j = ŵn

j or
ŵn+1
j + Cj > Dj , whih is the ase when µj is not shedulable. The busy-period(modi�ed WCRT) of µj is given by:

R∗
j = ŵj + Cj (3.10)There are some aspets that need to be taken into aount in order to determinethe additional delay experiened by µi, due to the non-availability of a transmissionbu�er. First, the jitter Jj of µj should not be aounted for in the busy-period (themodi�ed WCRT R∗

j ) of µj , beause that is irrelevant for the delay of µi as µj isalready in the transmission bu�er.Seond, beause the interferene of messages µhi
with 1 ≤ hi < i will re-appearwhen we ompute the worst-ase response time of µi, we have to subtrat thisinterferene from R∗

j , in order to prevent the double inlusion of interferene fromthe messages µhi
with 1 ≤ hi < i sent by other CAN ontrollers (i.e. M̄c).The additional delay ADi of µi, due to the non-availability of the transmission4The busy-period (modi�ed response time) of message µj is not its atual response time beausethe message jitter is missing.5To begin with Ĵk = Jk for all messages, in order to �nd the �rst value of ADi. After omputing

ADi, it will appear as jitter to all messages {µk|k > i} neessitating realulation of ADi, whihis done iteratively until it does not hange any more or a message beomes unshedulable, foundusing algorithm 3. 58



3.6. Response time analysis: non-abortable ase

Time

r1 a1
P
ri
or
it
y

µ3

µ4

µ5µ5

µ4

µ3

µ2 µ2

µ1µ1

0 1 2 3 4 5 6 7 8 9 10Figure 3.6: Example of how the WCRT of a lower priority message µ5 is a�eted bythe additional jitter aused by priority inversion that is su�ered by a higher prioritymessage µ1.bu�er, is therefore found by subtrating the interferene of the messages µhi
with

1 ≤ hi < i and µhk
with 1 ≤ hk < j ontained in R∗

j , i.e.
ADi = max

∀k>i∧µk∈HEc

(R∗
k −

∑

1≤hi<i∧µhi
∈M̄c

⌈

R∗
k −Ck + Ĵhi

+ τbit
Thi

⌉

Chi

−
∑

1≤hk<k∧µhk
∈Mc

⌈

R∗
k − Ck + Ĵhk

+ τbit
Thk

⌉

Chk
) (3.11)The reason for taking max in equation (3.11) is that the additional delay for themessage µi an be due to eah message µk ∈ HEc where i < k ≤ Lc, and it maybe di�erent due to eah of these messages. Moreover, for all messages µk, suh that

i < k ≤ Lc , having similar higher priority interferene to that of µLc (i.e. R∗
k − Ckis equal to R∗

Lc
− CLc) the worst-ase ADi is obtained by taking into aount themessage µk with the largest worst-ase transmission time (i.e. Ck > CLc), as µk willgive more additional delay than µLc . Thus taking the maximum over all messageswhih ould blok µi enables us to �nd the message µk with i < k ≤ Lc whih gives59



Chapter 3. Shedulability analysis with hardware limitations
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AJiFigure 3.7: The time line of message µi from its initiating event until it is able topartiipate in bus arbitration.the worst-ase additional delay to µi. The algorithm to �nd the additional delay isdesribed in algorithm 3. The algorithm will keep on iterating until AD onvergesor it is greater than the deadline, i.e. WCRT of the message beomes greater thanits deadline (in whih ase the message set is not shedulable).3.6.2 Additional JitterThe release jitter (Ji) is de�ned traditionally as the time interval between the o-urrene of an event that will trigger sending of the message (ri) and plaing themessage in a transmission queue (Q) or a transmission bu�er. However, with non-abortable transmit bu�ers, priority inversion ours, and the message µi triggeredby the event at ri is not able to partiipate in arbitration until the time ai, as itmay be bloked by messages with lower priority than i. Therefore, the messages onother nodes see the interferene of µi after time ai and the jitter of this message isnot limited to Ji. Instead, the total jitter seen for µi, by the messages with lowerpriority than the priority of µi, is given by:
Ĵi = Ji +AJi (3.12)where AJi is the time µi has to wait for the bu�er to be emptied, see �gure 3.7.Where AJi is omputed as:

AJi = max
∀k>i∧µk∈HEc

(R∗
k −

∑

1≤hk<k∧µhk
∈Mc

⌈

R∗
k − Ck + Ĵhk

+ τbit
Thk

⌉

Chk
) (3.13)where R∗

k is found using equation (3.10). Note that the interferene from higherpriority messages sent by the same node is subtrated out, as this interferene annotour after message µk has �lled the transmit bu�er. The above equation upperbounds the amount of time that a message µk an spend in a transmit bu�er,with all other bu�ers �lled by lower priority messages; hene it upper bounds theadditional delay aused by message µk on message µi .Example Consider a system of two CAN ontrollers CC1 and CC2 with 5 messages,as desribed in table 3.2. Let CC1 have a single transmission bu�er and let CC2have an unlimited number of transmission bu�ers. Assume that µ5 is in the bu�er60



3.6. Response time analysis: non-abortable aseTable 3.2: Charateristis of messages.Frames CAN ontroller T J C
µ1 CC1 5C 0 C

µ2 CC2 6C 0 C

µ3 CC2 6C 0 C

µ4 CC2 6C 0 C

µ5 CC1 4C 0 Cof CC1 and µ1 is released along with all the other messages at time t = 0, see�gure 3.6. Sine CC1 has a single bu�er, µ1 is bloked until µ5 releases the bu�erat time t = 4. The messages with lower a priority than that of µ1 on CC2 are notaware of release at t = 0 of µ1, as they do not see it partiipating in arbitrationfrom t = 0 to a1 when it oupies the bu�er in CC1. One µ1 is in the bu�er itis able to partiipate in arbitration at time t = 4 and wins. The release of theseond instane of message µ5 su�ers interferene from two instanes of message
µ1, between time t = 4 and t = 6. The inter-arrival time expeted for µ1 was 5C,however, beause µ1 su�ered an additional delay of 4C due to priority inversion, theinterval between two instanes of message µ1 being sent on the bus is redued to
1C. The additional delay su�ered by µ1 is seen as a jitter of 4C by µ5. The WCRTof µ5 given by existing analyses is 5C, but if we inlude the jitter of 4C for µ1 weobtain the WCRT of 6C for µ5 as seen in �gure 3.6.3.6.3 Response time analysisThis setion provides a method for omputing the worst-ase response time of mes-sages on the CAN network. The omputed values are then used to hek the shedu-lability of the system by omparing the WCRTs against the message deadlines. Theanalysis given in this setion provides a simple and non-neessary shedulabilityondition diretly inspired by [Davis 2007℄. It assumes no errors on the bus butthey an be inluded as done in [Tindell 1995℄. Following the analyses given in[Tindell 1995, Davis 2007℄ the worst-ase response time an be desribed as a om-position of three elements:1. the queuing jitter Ji, is the maximum time between the sending task beingreleased and a message being queued.2. the queuing delay wi, is the longest time for whih a message an remain inthe devie driver queue or transmission bu�ers before suessful transmission,3. the worst-ase transmission time Ci, is the longest time a message an take tobe transmitted.A bound on the worst-ase response time of a message µi is therefore given by:

Ri = Ji + wi + Ci (3.14)61
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Figure 3.8: This �gure shows the WCRT of messages from a SAE benhmarkomputed using analysis whih does not aount for priority inversion, analysisin [Natale 2006℄ and the analysis developed in this setion. Our analysis assumesthat eah CAN ontroller has 3 transmission bu�ers. Some of the messages havelower WCRT with Di Natale's analysis (for example IDs 13, 15 and 17) beause theequation used in [Natale 2006℄ to ompute the WCET is slightly di�erent.The queuing delay wi is omposed of:1. bloking delay6 B̂i, is either the delay Bi due to the non-preemptivity of lowerpriority messages in transmission when µi was ready for arbitration or theadditional delay ADi, omputed using equation (3.11), due to the priorityinversion i.e.
B̂i = max(max(Bi, Ci), ADi) (3.15)2. the delay due to interferene of higher priority messages whih may win arbi-tration and be transmitted before µi.3.6.3.1 Case 3: not safe from priority inversionOne we have the additional delay of message µi, suseptible to priority inversion,we an ompute its WCRT. The worst-ase queuing delay for message µi is givenby:

wn+1
i = B̂i +

∑

∀k<i∧µk∈M

⌈

Ĵk + wn
i + τbit
Tk

⌉

Ck (3.16)6The additional delay ADi of a message µi appears as an additional bloking delay due tomessages with a lower priority than that of µi. 62
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i = Ci + ADi. Thisrelation keeps on iterating until wn+1

i = wn
i or Ji + wn+1

i + Ci > Di, whih is thease when the message is not shedulable. If the message is shedulable its WCRTis given by (3.14).However, as we established in setion 3.6.2 the omputed additional jitter for µinow impats all the messages with lower priority than i and therefore we have tore-ompute the WCRT7 for all lower priority messages as well.The proess used to re-ompute the WCRT for the messages remains the sameas desribed in setions 3.4.1 and 3.6.3.1. A simple proedure is used to �nd theWCRT by omputing additional delays �rst (for all messages suseptible to priorityinversion) and then omputing the WCRT for all of the messages, as shown inalgorithm 4.Example In setion 3.6.2 we showed, with the aid of an example, how the addi-tional delay of a message manifests itself as a jitter for lower priority messages andhow existing analyses fail to integrate the same. We return to the same exampleto illustrate how the analysis developed in this setion integrates the additional de-lay and the additional jitter. The message µ1 is bloked by µ5 and therefore theadditional delay for µ1 alulated using equation (3.11) is 4C. The WCRT for µ17It is important to note that the additional delays e�etively inrease the jitter of a�etedmessages, and this then leads to higher interferene and a larger omputed response time. However,in pratie, the messages annot obtain their maximum jitter (additional delays) all at the sametime and therefore the analysis an be pessimisti. An improvement to the analysis is to upperbound the WCRT by the longest busy period at the lowest priority level, sine no response timean be larger than that with any non-idling poliy.63



Chapter 3. Shedulability analysis with hardware limitationsomputed by equation (3.16) is 5C. Similarly, the WCRT of message µ5 when om-puted using equation (3.4) (by aounting for the additional jitter of message µ1)is 6C, whih an be veri�ed from �gure 3.6.We observe that the existing priority assignment algorithms, see [Davis 2011b℄,may not be optimal in this ase as they require that the relative order among thehigher priority messages does not matter while assigning priorities to lower prioritymessages. However, suh a ondition is not satis�ed, for the senario disussed insetion 3.6.3.1, as the order among the higher priority messages may impat theiradditional delay, i.e. the jitter Ĵ seen by lower priority messages, thus have animpat on the response time of lower priority messages.Algorithm 4: Algorithm for �nding the WCRT. The inputs to the algorithmare the number of CAN ontrollers (c), the number of transmission bu�erson eah CAN ontroller c (i.e. kc), and the set of all messages on the CANnetwork (M). The algorithm returns the WCRT of message set.Input: c, k = {kl|l = 1 . . . c}, MOutput: WCRT of message set M
AD, ADold = 0;initialization of AD for all messages
ADnew = C

Ĵ = J;initialization of jitter for all messageswhile ADnew 6= ADold do
ADold = ADnewCompute Ĵ , ADnew;using algorithm 3if ADnew is greater than deadlines thenreturn unshedulableendend

AD = ADnewfor ase 1 and ase 2 using equations (3.14, 3.4 & 3.16)if J + wn+1 + C ≤ D thenreturn J + wn+1 + Cendelsereturn unshedulableend
3.7 Comparative EvaluationThe analysis developed in setion 3.6.3.1 is ompared against the existing anal-yses whih do not aount for priority inversion, and the analysis developedin [Natale 2006℄ whih aounts for priority inversion. The ase-study assumes 364



3.7. Comparative Evaluationor more transmission bu�ers on eah CAN ontroller, with non-abortable transmis-sion requests.3.7.1 SAE benhmarkThe evaluation of the analysis developed in setion 3.6.3.1 is done by omparingagainst SAE benhmark results published in [Natale 2006℄ and in [Tindell 1994b℄.The SAE benhmark, see [Tindell 1994b, Natale 2006℄ for details, desribes a mes-sage set mapped on seven di�erent CAN ontrollers in a prototype ar and therequirements for the shedulability of the messages. The network onneting thear subsystems handles 53 periodi and sporadi real-time signals. The signals havebeen grouped and the entire set has been redued to 17 messages (for details, referto [Tindell 1994b℄). To analyse the shedulability of the message set at 250 kbps weompute the worst-ase transmission time for this bus-speed, whih for onsistenyis omputed as in [Natale 2006℄. The results of the omparative WCRT analyseshave been depited in �gure 3.8. The message set is shedulable with the analysisgiven in [Natale 2006℄ and with the analysis provided in setion 3.6.3.1. However, asigni�ant di�erene in the response time omputed by the analysis in setion 3.6.3.1and the analysis in [Natale 2006℄ an be observed in �gure 3.8. The reason for suha di�erene is that the analysis in [Natale 2006℄ does not onsider the number oftransmission bu�ers and omputes the additional delay of the messages using thelowest priority message from the message set mapped onto that CAN ontroller, thusresulting in a pessimisti WCRT. While as, it has been established in [Khan 2010℄and [Khan 2011℄ that the number of transmission bu�ers does have an e�et on theWCRT. Applying the riteria developed for priority inversion in setion 3.6.3.1 we�nd only one message in the benhmark may su�er from priority inversion (ID = 1),sine there is only one CAN ontroller that has more than three messages mapped toit (see message mapping details in [Natale 2006℄). Thus, the WCRT only inreasesfor the message with ID = 1 as the rest of the messages are safe from priorityinversion and they only take into aount the additional jitter of the message with
ID = 1. The worst-ase of message ID = 1 is when the transmission bu�ers are�lled with messages of ID = 8, 12, 15. The �rst message to transmit from thebu�ers is then ID = 8, whih ontributes towards the worst-ase additional delayfor message ID = 1, as in the worst-ase it may have to wait for higher prioritymessages from other CAN ontrollers to be transmitted �rst (i.e. ID = 2, 3, 4, 5, 6, 7ontribute additional delay, omputed using equation (3.11)).3.7.2 Automotive body networkThe limitation of the SAE benhmark is that it is outdated with respet to ur-rent in-vehile systems. Moreover, the SAE benhmark has only one node withmore than 3 messages mapped onto it, thus making it di�ult to ompare theanalyses. Therefore, we illustrate the new analysis on an typial 125Kbit/s auto-motive body network. To generate a realisti test on�guration we used the Net-65
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Figure 3.10: Figure showing the number of messages mapped onto eah CAN on-troller. The CAN ontrollers with more messages than the number of transmissionbu�ers are suseptible to priority inversion.arbenh [Braun 2007℄ benhmark generator. The generated periodi message setunder study onsists of 79 CAN messages mapped over 17 ECUs with deadlinesequal to periods and data payload ranging from 1 to 8 bytes. The total periodiload is equal to 64.26%. Figure 3.10 shows the message load distribution over theECUs highlighting the ECUs with more than three messages suseptible to priorityinversion, in the ase where eah node has three bu�ers. Figure 3.9 shows the worst-ase response time of the CAN messages with and without priority inversion. Weobserve the impat on the WCRT of messages when priority inversion is taken intoaount. For instane, the message set is unshedulable when 3 transmission bu�ersper node are onsidered. Moreover, in �gure 3.9, the WCRT for the message withID=32 when onsidering 12 transmission bu�ers raises from 30.64ms without prior-ity inversion to 66.29ms. The underlying reason for suh an inrease in the WCRTis the additional delay of 19.46ms enountered by frame ID=32. This is beause theframe whih is bloking message ID=32 in the worst-ase senario has ID=69 andthe number of frames on other ECUs having ID between ID=69 and ID=32 is 27.Therefore, in the worst-ase additional delay senario, 27 messages may be trans-mitted before message ID=69 ould be transmitted and then subsequently releasethe bu�er for message ID=32.We also note that the hoie of priorities greatly in�uenes the amount of ad-ditional delay. For example, if the priorities were suh that the message blokingthe message with ID=32 in worst-ase had ID=44, then the number of messageson other ECUs bloking message ID=32 would have been redued from 27 to 10 ,resulting in a smaller additional delay. 66



3.8. Summary3.8 SummaryThe aim of the hapter is to understand and analyze the onsequenes of arhite-tural limitations in CAN. The hapter provides a model of shedulability analysis forCAN ontrollers when �nite opy-time of messages is onsidered and when the trans-mission bu�ers an not be aborted. The model developed in this hapter provides avery important understanding of the onsequenes due to arhitetural limitationsin CAN. Here, we derive a more realisti response time analysis in the typial asewhere ontrollers have three or more transmission bu�ers and the ability to aneltransmission requests is absent. This analysis is of partiular interest to automotivesetor where multiple Tier 1 suppliers provide ready to use ECUs in an automobile.We an note that the lak of knowledge at system design level about the limitationsof CAN ontroller used or devie driver provided by tier 1 suppliers an have seriousonsequenes. A �rst follow-up to this work is to ome up with an analysis validin the arbitrary deadline ase. Another diret follow-up to this study is to investi-gate the ase where, due to a larger message opy time, the nodes are not alwaysable to �ll empty bu�ers with ready messages in time for the next arbitration. Asseen in ase study of setion 3.4 the implementation quality and the arhiteture ofthe CAN devie driver an have onsequenes on the WCRT of messages and weprovide the some guidelines to avoid the same. Also, as seen in the ase-study ofsetion 3.6 the hoie of priorities has an e�et suh that the additional delay getsredued,therefore as a future work we will study the priority mapping shemes whihould redue the amount of additional delay in ase a message su�ers from priorityinversion. Also, we will study the hoie of o�sets on ECUs so that messages arenot released at the very same moment, to redue the hanes of priority inversionin a CAN ontroller.
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Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystems4.1 IntrodutionThe ECUs in an automotive systems are embedded and interating with the physi-al system, forming a system of omplex nature. Moreover, with the proliferation ofECUs in automobiles, the omplexity of the automotive embedded systems (AESs)has risen to the level never onsidered before, mostly beause of the omplex natureof operational environment and the large number of elements, exploiting funtionaland non-funtional aspets, whih ompose the systems. The omplexity of AESsneessitates the advaned design and analysis methods to assure temporal require-ments. The omplexity is, therefore, a key reason for �nding alternative and e�-ient abstrations of AESs. The abstration frameworks have been applied for thepurpose of analyzing omplex real-time systems (suh as AESs) and their timingrequirements [Chakraborty 2003, Shin 2003, Mok 2001℄. Besides the abstrations,omponent-based design has been widely aepted as an approah to failitate thedesign of omplex real-time systems [Lorente 2006, Shin 2004b℄. It provides meansfor deomposing a omplex system into simpler omponents, thus simpler designproblems. The omponents are then omposed into a system using interfaes. Theomposition through the interfae guarantees that the analysis performed at theomponent level holds for the system as well, i.e. when a system is omposable.Simply put, the omponent interfaes abstrat the omponent-level timing require-ments and allow to hek ompliane to non-funtional onstraints of systems atomposition time. However, suh abstrations work for deterministi systems orthe systems where we have all the modeling parameters (suh as exeution time,periods et) available, in order to be able to analyze the system. This is not ne-essarily true at the beginning of the automotive developmental life yle. Indeed,all we may have at the early stage of development is the timing budget provided bythe OEMs formed by deomposing the end-to-end lateny. Therefore, we need ananalysis framework whih an handle omplexity, in terms of lak of modeling data,suh that it allows the designer to do better dimensioning of the systems.The basi rationale for performing the probabilisti analysis of real systemsis that it is di�ult to provide hard real time guarantees, sine neither the be-havior of the design nor the hardware omponents an be ompletely guaran-teed [Hansson 2002℄. Nevertheless, the timing analysis of suh systems has beenextensively studied by onsidering worst-ase values that indue a ertain pessimism,like over dimensioning of the system, whih annot be a�orded in automotive do-main. Another rationale to be onsidered is that the hardware and software elementsomposing RTSs may usually experiene or exhibit some randomness. For examplefailures due to Eletro Magneti Interferene (EMI), aging of hardware omponents,probabilisti exeution times, and hoies in randomized algorithms. Due to thesereasons, establishing the temporal orretness, the omposability and the salabilityof these systems under all irumstanes is usually expensive, thus impratial. Forthese ases other approahes ould be taken into aount suh as the probabilistiapproahes. Moreover, the unreliable nature of the system environment and thesystem elements may pose a serious problem in safety ritial appliations, suh70



4.1. Introdutionas those in appliations for spae, military, automotive and mediine. Performingprobabilisti analysis beomes more useful as the quanti�ation of these measures(safety, reliability) given by various standard is done through probabilisti thresholdvalues. Thus developing a omponent probabilisti analysis framework serves thepurpose of reduing system omplexity and being able to perform better dimension-ing of the system, when not a lot of modeling data is available. Suh an approahis very interesting, moreover, it ensures re�ned results as we re�ne the modelingdata (as and when it beomes available), without having to make any hange to theanalysis framework.4.1.1 Deterministi omponent modelsA omponent-based view of real-time systems is de�ned suh that eah sys-tem element an be modeled as a omponent [Chakraborty 2003, Shin 2004b,Easwaran 2006, Lorente 2006℄. The omponent interfae desribes how the om-ponent relates to other omponents as well as the environment in terms of in-puts/outputs [de Alfaro 2001, de Alfaro 2005℄. In partiular, real-time interfaesode the timing requirements of the omponent [Shin 2008a, Wandeler 2005℄. Thereare various tehniques whih have been developed. However, here we are inter-ested in the real-time alulus (RTC) [Thiele 2000℄, derived from network alu-lus [Le Boude 2001℄. It is a worst-ase analysis framework for real-time systemsbased on deterministi bounds. The bounds model the system timing behavior.The RTC allows event ourrenes to be related to the passage of quantitativedeterministi time: non-deterministi deisions an be taken throughout bound-ing urves. The RTC supports omponent-based design and analysis of real-timesystems; the shedulability analysis is arried out at design time through real-time interfaes [Thiele 2006, Wandeler 2006a℄. The Component design paradigm[Shin 2004a, Shin 2008b℄ provides the mehanism to ompose large and omplexreal-time systems from independent sub-systems.4.1.2 Probabilisti analysis of real-time systemsThe probabilisti approah [Burns 2003℄ allows probabilisti hoies to be de�ned,rather than the simple deterministi/non-deterministi hoies. Consequently, thereis the need to extend abstrations and lassial analysis methods in terms of prob-abilisti parameters and bounds, i.e., a resoure urve and a probability assoi-ated representing a bound to the resoure provided and the probability that theurve bounds the resoure atually provided, respetively. The probabilisti anal-ysis does not introdue any worst-ase or restritive assumptions into the real-timeanalysis and it is appliable to general priority-driven systems. The probabilis-ti models of real-time systems onsider the systems to have at least one parame-ter desribed by a random variable. Among the studies in this area, we mention[Navet 2000, Navet 1998, López 2008, Zeng 2009, Díaz 2002, Cuu 2006℄, whih on-sider di�erent parameters of real-time systems to be random.71



Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystemsIn this hapter we apply the probabilisti model to abstrat the urves, whihde�ne the interfae of a omponent. The urves represent the umulative amount ofwork to be performed or umulative proessing power available. The abstration ofurves have been made with the stohasti network alulus [Jiang 2006℄. However,the stohasti network alulus does not provide information for real-time analysisor any guarantees as suh. Moreover, in [Santinelli 2011℄ authors have developed aprobabilisti extension to the real-time alulus [Thiele 2000℄, for performing shedu-lability analysis of real-time systems (onsidering the exeution time and period tobe random). The work in [Santinelli 2011℄ was done in parallel with the work pre-sented in this hapter. In omparison to [Santinelli 2011℄, this work develops thetheory for task arrival haraterization based on probabilisti model of aperiodiarrivals. Moreover, this work introdues the onept of a probabilisti interfae andthen developing ompositional framework thereafter. In [Santinelli 2011℄, the prob-abilisti bounds are modeled as funtions and requires onvolution operation to �ndthe residual probabilities. In omparison this work models the probabilisti boundsas simple values whih are easy to ompute using simple arithmeti operations. Be-sides, in this work we show how to �nd underlying distribution of a proess and thenhow to get urves from that. This work also di�ers by the introdution/integrationof safety levels into the ompositional framework developed.4.1.3 Safety ritial systemsThe proliferation of ritial embedded systems has an impat on the safety, as thesesystems inherit the safety properties of the mehanial system being replaed (forexample, brake-by-wire). Moreover, suh a proliferation has resulted in the inreasedsophistiation, heterogeneity and omplexity in the networks, besides inreasing thelevels of subsystem integration. Therefore, there is a growing need to ensure thatAESs have reliability, availability and safety guarantees during normal operationor at ritial instanes (e.g. airbags during ollision), despite of being in harshenvironment with heat, humidity, vibration, eletro-stati disharge (ESD) andeletro-magneti interferene (EMI). There are several well-established standardsthat provide guidelines and requirements for safety-ritial systems. Among thesestandards, standards suh as IEC61508 (industrial systems), DO−178B (airrafts)and EN50128/9 (railway transportation systems), assign a ritiality level to a er-tain funtion/system based on the severity of a failure. The level of safety requireddepends on the ritiality of the funtion to be performed by the system/funtionor a ertain reliability expeted from the system, expressed as a maximum proba-bility of ritial failure per hour. This safety level must be guaranteed in-order tobe lassi�ed as the system of that guaranteed safety-level. We will illustrate howthese reliability levels an be handled and veri�ed with the framework developedin this hapter and this will be illustrated with the Safety Integrity Levels (SIL),de�ned in IEC61508. In this hapter, we use SIL whih assigns the probability offailure on demand to eah level of ritiality; this probability is used as a threshold72



4.2. Component model
α′u

α′l

βu

βl

αu

αl

β′l
β′u

α
′ (
∆
)

∆

β
(∆

)

∆

∆

β
′ (
∆
)

∆

α
(∆

)

α α′

β

β′

Figure 4.1: Example of a omponent with input urves suh that the amount ofwork to do is represented by α and the amount of servie available is represented by
β. Similarly, for the output urves the remaining servie is represented by β′ andthe output workload for subsequent omponent is represented by α′ .probability and will be simply alled probability bound in the rest of the hapter1.Contribution of the hapter. In this hapter we develop a omponent basedprobabilisti analysis framework for analyzing omplex AESs. The framework isbased on the development of a probabilisti real-time alulus. The approah isbased on the probabilisti bounds on the resoure provisioning and resoure de-mands for a generi real-time system. We then de�ne a probabilisti omponent, interms of its probabilisti interfae, showing the onditions that are neessary for theomposition of probabilisti omponents (omposability). We then introdue thenotion of safety with the probabilisti bounds. This provides a mehanism to in-lude the safety standards into the developed analysis, in order to provide guaranteeson the timing onstraints of eah real-time omponent and onsequently the wholereal-time system, in a safety ritial paradigm. Finally, we also give the shedula-bility onditions for the probabilisti RTS. We also demonstrate the usefulness ofour framework by o-analyzing a system with both probabilisti and deterministiproperties, whih may be true in large diverse systems.4.2 Component modelThe omponent-based view of real-time systems models eah system element as aomponent [Lorente 2006, Shin 2003℄, and the omponent interfae desribes how1This approah remains valid for other safety ritial standards as well, and hene an be usedwith them. 73



Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystemsthe omponent relates to the other omponents and the environment in terms offuntional and non-funtional aspets. The behavior of a omponent an be mod-eled in terms of arrival and servie urves whih respetively abstrat the resouredemand and the resoure provisioning for that omponent in the interval domain[Thiele 2000℄. The �gure 4.1 shows a generi omponent with the input and outputurves (on an interfae of the omponent). The omponent may not neessarilyhave an output workload urves (i.e. no interfae on that side), i.e. α′, when theomponent does not generate any resulting events against the input events, for ex-ample in a omponent abstrating a task whih onsumes the event but does notgenerate an output event on a proessing element. However, we an have outputworkload urves, for example, in ase of omponent abstrating a ommuniationresoure whih proesses an input event and then transmits an output event forthe subsequent omponent. We also assume that the output events abstrated byresidual arrival urves α′ are of same size (unit size) as that of input events ab-strated by input arrival urves, whih an be easily generalized to arbitrary hoiesas is done in [Chakraborty 2003℄. The relationship between α, β, α′ and β′ dependson the internal semantis of the omponent. For a generalized embedded systemwe assume that a omponent abstrats a task whih is ativated by an event andgreedily onsume the resoure [Chakraborty 2003, Chokshi 2008℄. We assume thatthe internal semantis of the omponent does not introdue any random behavior.The onept of arrival and servie funtions omes from network alulus andan be formalized as in [Le Boude 2001℄:Consider a funtion f : R → R
+
⋃{+∞} suh that f(t) represents the amountof umulative workload or servie (available or requested) at given point of a om-ponent in the time interval [0, t). The system is onsidered to be empty at t = 0.Therefore, f(t) is a non-dereasing funtion of t with f(t) = 0 for t < 0.De�nition 1 We de�ne F as the set of all umulative non-dereasing funtions suhthat F = {f : f(t1) ≥ f(t2), if t1 ≥ t2, and f(t) = 0,∀t < 0}Therefore, if R and C represent umulative arrivals and umulative servie funtionsrespetively then R,C ∈ F.4.2.1 Workload modelWe model aperiodi events with a stohasti proess whih ounts the number ofaperiodi events arrivals in a time interval. Let X be the umulative distributionfuntion (CDF) of the stohasti proess whih ounts/gives the number of arrivalsin the time interval [0, t). Following de�nitions follow from the work presented inhapter 2, where we modeled the aperiodi tra� as arrival urves. However, herewe extend the de�nitions to introdue two lasses of urves. Whih are upper andlower bounds of the aperiodi arrivals.De�nition 2 [Upper umulative arrival funtion℄ The �largest � umulative fun-tion R+ ∈ F suh that R(t)+ = sup{R(t)|P [X(t) ≥ R(t)] ≤ Ω}.74



4.2. Component modelWhere Ω is a probability bound guaranteeing that CDF X gives higher umulativearrivals with a probability of Ω.De�nition 3 [Upper arrival urve℄ Given a non-dereasing non-negative requesturve αu we say that R+ is onstrained by αu if and only if for all s ≤ t: R+(t) −
R+(s) ≤ αu(t− s).Therefore, we an say R+ has αu as an arrival urve.De�nition 4 [Lower umulative arrival funtion℄ The �smallest � umulative fun-tion R− ∈ F suh that R(t)− = inf{R(t)|P [X(t) < R(t)] ≤ Ω} 2.De�nition 5 [Lower arrival urve℄ Given a non-dereasing non-negative requesturve αl we say that R− is onstrained by αl if and only if for all s ≤ t: R−(t) −
R−(s) ≥ αl(t− s).Therefore, we an say R− has αl as an arrival urve. The tuple α(∆) =

[αu(∆), αl(∆)] of upper and lower arrival urves provides an arrival urve model,representing all possible urves of an event stream, where ∆ is a time interval.Thus, for a time interval ∆ we are guaranteeing the maximum arrivals of αu andthe minimum arrivals of αl.The probabilisti arrival urve at an interfae of a omponent is represented bythe ouple 〈 urve, probability bound 〉, suh as γ = 〈α,Ω〉, as the urve α andits probabilisti bound Ω. The probability value Ω = 0 for a urve represents thedeterministi ase or true bound. The proess of �nding the underlying distributionand �nding the probabilistially bound funtion, suh as R(t), has been explainedearlier in hapter 2 (same is true for C(t) in resoure model).4.2.2 Resoure modelThe probabilisti servie (resoure) is modeled by a stohasti proess having CDF
Y, whih gives the amount of servie available in the time interval [0, t).De�nition 6 [Upper umulative resoure funtion℄ The �largest � umulative fun-tion C+ ∈ F suh that C(t)+ = sup{C(t)|P [Y(t) < C(t)] ≤ Λ}.Where Λ is a probability bound guaranteeing that CDF Y gives lower umulativearrivals with a probability of Λ.De�nition 7 [Upper resoure urve℄ Given a non-dereasing non-negative resoureurve βu we say that C+ is onstrained by βu if and only if for all s ≤ t: C+(t) −
C+(s) ≤ βu(t− s).Therefore, we an say C+ has βu as a resoure urve.2where R−(t) is found from Complementary Cumulative Distribution Funtion (CCDF), whereCCDF is de�ned as: Xc(t) = P [X(t) < R(t)] = 1−X(t).75



Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystemsDe�nition 8 [Lower umulative resoure funtion℄ The �smallest � umulativefuntion C− ∈ F suh that C(t)− = inf{C(t)|P [Y (t) ≥ C(t)] ≤ Λ}.De�nition 9 [Lower resoure urve℄ Given a non-dereasing non-negative requesturve βl we say that C− is onstrained by βl if and only if for all s ≤ t: C−(t) −
C−(s) ≥ βl(t− s).Therefore, we an say C− has βl as an arrival urve. The tuple β(∆) =

[βu(∆), βl(∆)] of upper and lower resoure urves provides an resoure urve model,representing all possible resoure urves, where ∆ is a time interval. Thus, for atime interval ∆ we are guaranteeing the maximum resoure of βu and the minimumresoure of βl. The probabilisti servie urve is represented by the ouple urveand probabilisti bound as, η = 〈β,Λ〉. The probability value Λ = 0 for a urverepresents the deterministi ase or true bound.4.2.3 Residual workload and resouresThe �gure 4.1 shows a omponent whose input interfae is de�ned by the urves
α and β, entering the omponent. The omponent proesses workload α using theavailable resoure β. The omponents generates the outputs, after proessing inputs,on the output interfaes of the omponent. The resulting output urves are desribedby α′ and β′ (also alled residual urves), The residual servie β′ is the remainingservie, i.e. servie remaining from β after serving the omponent. Nevertheless, theresidual arrival urve α′ may not be neessarily present in a omponent, for examplein a omponent whih does not generate any output event against the input events.However, if a omponent is abstrating a task whih greedily onsumes the resoureand generates output events against the input arrivals, we will abstrat the residualarrival urves of suh a omponent with α′ [Chakraborty 2003℄.Therefore, given the probabilisti arrival urves and resoure proessing thisrequest, we an �nd the residual arrival urve 〈α′,Ω′〉 and the residual resoureurve 〈β′,Λ′〉 of the proessing omponent as in [Chakraborty 2003℄:

α
′l(∆) = min{ inf

0≤u≤∆
{sup
v>0

{αl(u+ v)− βu(v)} + βl(∆− u)}, βl(∆)} (4.1)
α

′u(∆) = min{sup
v>0

{ inf
0≤u≤∆+v

{αu(u) + βu(v +∆− u)} − βl(v)}, βu(∆)}. (4.2)
β

′l(∆) = sup
0≤v≤∆

{βl(v)− αu(v)} (4.3)
β

′u(∆) = min{inf
v>0

{βu(v) − αl(v)}, 0}. (4.4)The bound on the residual urves is obtained through min-plus alge-bra [Le Boude 2001℄. These results are based on generalizing ideas from networkalulus and hold spei�ally for in�nite event streams [Chakraborty 2003℄.76



4.2. Component modelTable 4.1: Probabilisti harateristi of residual servie and arrival urves.
α(∆) β(∆) β′(∆) α′(∆)

Ω = 0 Λ = 0 Λ′ = 0 Ω′ = 0

Ω = 0 0 < Λ ≤ 1 Λ′ = Λ Ω′ = Λ

0 < Ω ≤ 1 Λ = 0 Λ′ = Ω Ω′ = Ω

0 < Ω ≤ 1 0 < Λ ≤ 1 Λ′ = Ω+ Λ−ΩΛ Ω′ = Ω+ Λ− ΩΛThe probability bounds Λ′, Ω′ of the output urves omes from the Theo-rem 4.2.1, but �rst we de�ne the partial ordering among probabilisti urves.De�nition 10 [�Greater than or Equal to �(�)℄ The operator (�) is de�ned overtwo probabilisti urves 〈ω,Ω〉 and 〈λ,Λ〉, with ω and λ the urves and Ω and Λtheir respetive bounding probabilities, as 〈ω,Ω〉 � 〈λ,Λ〉 ⇐⇒ ω ≥ λ ∧ Ω ≤ Λ.Theorem 4.2.1 (Probability bound) Given the arrival urve 〈α,Ω〉 and the ser-vie 〈β,Λ〉 of a omponent, the residual arrival urve 〈α′,Ω′〉 and the residual ser-vie urve 〈β′,Λ′〉 of a omponent have probability bound of Ω + Λ − ΩΛ. That is,
Ω′ = Λ′ = Ω+ Λ− ΩΛProof From the de�nitions 2, 4, 6 and 8 we have P [X(t) ≥ R(t)] ≤ Ω and P [Y(t) <

C(t)] ≤ Λ. Let P [A] = Ω and P [B] = Λ be the ase when the de�nitions 2, 4, 6 and8 are violated. Sine, these two probabilities are not mutually exlusive (as both
R(t) and C(t) an hange simultaneously) and are independent, with the probabilityof R(t) being larger and C(t) being smaller equal to Ω and Λ respetively. Hene,

P [A ∨B] = P [A] + P [B]− P [A]P [B] = Ω + Λ− ΩΛ,�For example, let 〈α,Ω〉 be an arrival urve suh that R(t)−R(s) ≤ α(t− s) andsuh that P [X(t) ≥ R(t)] ≤ Ω. Therefore, for some other urve 〈α∗,Ω∗〉 suh that
〈α∗,Ω∗〉 � 〈α,Ω〉, the probability of 〈α∗,Ω∗〉 being larger is equal to Ω. Similarly,for some servie urves we an reason that the probability 〈β,Λ〉 � 〈β∗,Λ∗〉 is givenby Λ. Therefore, the probability bound of the variations in the residual urves,omputed using the urves α∗ and β∗, is equal to the probability of variation ineither of the interfaes or both (given by Theorem 4.2.1).Theorem 4.2.1 provides the probability bound for the urves at the output in-terfae of a omponent. The theorem 4.2.1 an be summarized using the table 4.1,whih gives the relationship between input and output probability bounds (assumingindependene among inputs). There are four possible ombinations of probabilitybounds for the two input urves 〈α,Ω〉 and 〈β,Λ〉. As mentioned in previous se-tion, probability bound equal to zero indiates the deterministi ase3. We an nowanalyze omponent systems with a mix of deterministi and probabilisti ompo-nents (i.e. the omponents with deterministi and probabilisti input interfaes)3 The ourrene of rare events an be handled using large deviation theory (see [Navet 2007℄).By rare events we mean those events that have the probability of appearane lose to zero.77
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Figure 4.2: A omponent and its interfae abstration in the assume-guarantee form.omposing it (di�erentiated by the probabilisti bounds); this makes the analysisriher and suitable for better dimensioning.Lemma 4.2.2 (Max probability) Given the arrival urve 〈α,Ω〉 and the servieurve 〈β,Λ〉 of a omponent, the probability bounds Ω′ and Λ′ of the residual arrivalurve 〈α′,Ω′〉 and the residual servie urves 〈β′,Λ′〉 of a omponent is suh that Ω′and Λ′ is larger than or equal to max(Λ,Ω).Proof From Theorem 4.2.1 the residual probability bounds Ω′ and Λ′ is given by
Ω + Λ − ΩΛ. The proof is given by ontradition by showing that following is notvalid:

Ω+ Λ− ΩΛ < max(Ω,Λ)Assuming Ω = max(Ω,Λ), sine both Ω and Λ are positive real number, we ansubtrat Ω from both sides of the equation (4.5) obtaining Λ − ΩΛ < 0. Then, byadding ΩΛ to both sides of the former equation we get Λ < ΩΛ whih is false as Ωannot be greater than one.�From Lemma 4.2.2 we an onlude that the output probability bound of theurves either remains the same or inreases, ompared to the probability bound ofthe input urves.4.3 Component-based probabilisti analysisHenzinger et al. [Henzinger 2006℄ proposed assume-guarantee interfaes whih arepartiular instanes of real-time interfaes and onsider a) the requirements of aomponent in terms of resoure or expeted arrivals in order to work properly,and b) the resoure or arrivals a omponent provides. Aording to the assume-guarantee abstration, in a real-time omponent-based system there is a omponentrequesting for the omputational resoure and another omponent providing suh78



4.3. Component-based probabilisti analysisresoure [Thiele 2006℄. For example in �gure 4.2, a omponent i whih shedulesan appliation of tasks Γi, assumes a minimum amount of resoure, βA
i , in orderto work properly and expets a maximum amount of work αA

i , suh that βA
i isenough to handle workload of the assumed work αA

i by the omponent. A resoureprovisioning omponent j guarantees a minimum amount of resoure, βG
j . The loadgenerating omponent k guarantees a maximum workload of αG

k . The omponent iis ompatible with the omponent k on its arrival interfae if the workload generatedby omponent k is less than or equal to the workload assumed by the omponent
i, i.e. αG ≤ αA. The reason being that if αA an be sheduled by the omponentthen so is αG. Similarly, the omponent i is ompatible with the omponent j if
βG ≥ βA. We an summarize these onditions into the prediate ϕ representingthe assumptions on the arrival and servie urves by the omponent and de�nes theomposability among omponent as: ϕ = {(αG ≤ αA) ∧ (βG ≥ βA), (β′A ≤ β′G)}.4.3.1 Probabilisti interfaesWe now extend the omponent interfae model to the probabilisti model.De�nition 11 [Probabilisti interfae℄ An interfae with probability bound basedprobabilisti guarantees on inputs 〈α(∆),Ω〉 and 〈β(∆),Λ〉)(respetively the arrivaland servie urves), and on outputs 〈α′(∆),Ω′〉 and 〈β′(∆),Λ′〉 is the probabilistiinterfae.The input/output interfaes are de�ned as:

γ = 〈α,Ω〉; η = 〈β,Λ〉; γ′ = 〈α′,Ω′〉; η′ = 〈β′,Λ′〉.De�nition 12 [Probabilisti Component℄ Components that have probabilisti in-terfaes are probabilisti omponents. A probabilisti omponent Ci is de�ned as,
Ci = {γi, ηi, γ′i, η′i}.In terms of assume-guarantee real-time interfaes, the probabilisti version, forthe prediate ϕ beomes:

ϕ = {〈αG,Ω〉 ≤ 〈αA,Λc〉 ∧ 〈βG,Λ〉 ≥ 〈βA,Λc〉),
〈β′A,Λ′〉 ≤ 〈β′G,Λ′〉} (4.5)Where Λc is the ,probability threshold of the omponent, whih will be used lateras a safety threshold.De�nition 13 [Degree of ompatibility℄ Is the level of ertainty with whih inter-faes of the two omponents are ompatible (an be joined together) with eah other,represented by the probabilisti value.For example, in �gure 4.2 for the omponents Ck and Ci, the assumed arrival urveis 〈αA, 0〉 and the guaranteed arrival urve is 〈αG,Ω〉 suh that αA ≥ αG. Therefore,79



Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystemsthe degree of ompatibility on the interfae between the two omponents is Ω. Whihis intuitive sine the guaranteed urve an be more only with the probability of Ω.We an now analyze the requirements on the 〈αG,Ω〉 ≤ 〈αA,Λc〉 and 〈βG,Λ〉 ≥
〈βA,Λc〉 of the prediate, using following lemmas.Lemma 4.3.1 [Arrival Prediate℄ The degree of ompatibility of the two omponentsinterfaes (see �gure 4.2), i.e. 〈αG,Ω〉 ≤ 〈αA,Λc = 0〉, has the probabilisti boundof less than or equal to Ω.Proof In order to explain the requirement αG ≤ αA, we an divide it into two parts
αG = αA and αG < αA. In the �rst ase αG = αA the arrival prediate will betrue, but with a probability bound equal to Ω (as we may have a higher αG witha probability of Ω) and for the seond ase the prediate will be true, but with aprobability failure of less than Ω. See �gure 4.3 for an explanation, Ω1 < Ω2 thusthe upper αG is tighter and the probability of existene of another tighter αG thanthe existing one will derease as Ω < Ω1, thus, probability of failure for the prediatewill be less than existing Ω .�
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Figure 4.3: Comparison of the arrival urves with di�erent probability bounds. Theprobability of αG dereases going towards αA and is zero for inreasing beyond αA,sine Ω1 < Ω2.Lemma 4.3.2 [Servie Prediate℄ The degree of ompatibility of the two omponentsinterfaes (see �gure 4.2), i.e. 〈βG,Λ〉 ≥ 〈βA,Λc = 0〉, has the probabilisti boundof less than or equal to ΛProof See Figure 4.4 and applying the reasoning as in lemma 4.3.1.�80
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Figure 4.4: Comparison of the servie urves with di�erent values of probabilitybound. The probability of βG dereases going towards βA and is zero for dereasingbeyond βA, sine Λ1 < Λ2.For the ase when Λc 6= 0 the degree of omposability is given by Theorem 4.2.1.Thus we see that the omponent interfae omposability aquires a riher meaningwith the onept of degree of ompatibility, than the idea of the onrete interfaeomposability, whih an help in better dimensioning of a system.4.3.2 ComposabilityIn ase of real-time systems, the resoure omposability is equivalent to the las-sial shedulability riteria: the resoure provided to a omponent by another om-ponent has to be enough to satisfy the timing requirements of the omponent it-self [Thiele 2006, Wandeler 2006a, Wandeler 2005℄. Two omponents are ompos-able if all internal onnetions are ompatible and if all open input prediates andall output prediates are still satis�able.The following theorem gives the notion of omposability for omponent withprobabilisti interfaes.Theorem 4.3.3 [Composability℄ The omposability of omponents is guaranteed if
〈αG,Ω〉 ≤ 〈αA,Ω〉 ∧ 〈βG,Λ〉 ≥ 〈βA,Λ〉) holds.Proof proof is a diret onsequene of lemma 4.3.1 and 4.3.2 as prediate of Equa-tion (4.5) whih has to be satis�ed in order to guarantee the omposability.�The omposability of the omponents is a�eted by the sheduling poliy whihde�nes the resoure distribution among the omponents. In ase of �xed priority81
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Figure 4.5: Example of an arrival hain of omponents.sheduling the priority desribes the omposition order among the tasks. Figure 4.7depits a �xed priority (FP) sheduling, see [Lehozky 1989℄, for n tasks, eah ofthem modeled as a omponent with assume-guarantee interfae, where the βis arethe resoures passed among the omponents.The omposition of omponents being served by a ommon arrival urve orservie urve an be ategorized into two lasses suh as servie hain and arrivalhain.De�nition 14 [Servie hain℄ A servie hain, see �gure 4.7, is a hain of ompo-nents with one servie urve going to �rst omponent of the hain and the remainingomponents being served by the residual servie from previous omponent in the hainand all the omponents have di�erent arrival urves.Therefore, in a servie hain {C1, C2, . . . , Ck, . . . Cn} of n omponents, the β1 is theinput servie to C1 and β′
1 is the input servie to C2 and likewise for the rest of theomponents in the servie hain. The probability bounds for the output interfaeof the omponent C1 is P1 = Ω1 + Λ1 − Ω1Λ1 (see Table 4.1) and the probabilitybound for the output interfae of the omponent C2 is P2 = P1 +Ω2 − P1Ω2, sinethe input probability bound for β2 is the same as the output probability bound of

β′
1. The probability bound for the output interfae of the omponent Ck in a serviehain an be found using indution and is given by:

Pk = Pk−1 +Ωk − Pk−1Ωk (4.6)De�nition 15 [Arrival hain℄ An arrival hain, see �gure 4.5, is a hain of om-ponents with one arrival urve going to the �rst omponent in the hain and thesubsequent omponent reeiving residual arrival urve and all the omponents inhain have their own servie urves.Therefore, in an arrival hain {C1, C2, . . . , Ck, . . . Cn} of n omponents with α1as an input arrival to C1 and α′
1 as an input arrival to C2 and likewise for rest ofthe omponents in the arrival hain. The probability bound for the output interfae82



4.3. Component-based probabilisti analysis
α
(∆

),
β
(∆

)

∆

dmax

q m
a
x

T

〈α,Ω〉

〈β,Λ〉

Figure 4.6: Computation of delay and baklog as maximum horizontal and vertialdistane respetively.of the omponent C1 is P1 = Ω1 + Λ1 − Ω1Λ1 (see Table 4.1) and the probabilitybound for the output interfae of the omponent C2 is P2 = P1 + Λ2 − P1Λ2, sinethe input probability bound for α2 is same as output probability bound of α′
1. Thus,the probability bound for the output interfae of the omponent Ck in an arrivalhain an be found using indution and is given by:

Pk = Pk−1 + Λk − Pk−1Λk (4.7)The probability bound given for a omponent Ck in the servie hain or thearrival hain is worst-ase bound, as we stated in lemma 4.2.2.4.3.3 Component system metrisThe real-time analysis applies delays (d) and baklogs (q) for shedulability purposes,see [Chakraborty 2003, Thiele 2000℄.Delay.Given an arrival urve and a servie urve as input to a omponent, the maximumdelay (or response time) experiened by an event given the resoure represented bythe servie urves is the maximum number of baklogged events from the streamwaiting to be proessed, see �gure 4.6, and an be given by the following inequali-ties [Chakraborty 2003℄:
dmax ≤ sup

∆≥0
{inf{γ ≥ 0 |αu(∆) ≤ βl(∆ + γ)}} (4.8)Simply the delay is the maximum horizontal distane between the arrival urveand the servie urves. Using the delay, it is possible to de�ne the shedulability83
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Figure 4.7: Example of �xed-priority sheduling: the servie urve is passed aording to thepriority assignment; from the highest priority omponent to the lowest priority one.of task sets whih depends on the sheduling poliy applied as we have showed inthe previous setions. Indeed, the delay is the amount of time that an appliationhas to wait in order to have the neessary amount of resoure available and thenexeute. If that delay is less than or equal to the omponent timing requirement(the deadline for task omponents), then the two omponent are omposable, henetheir appliations are shedulable, otherwise not. The probability that an event hasto wait for more than dmax delay before being proessed is given by Λ′ (equal to
Ω′), as de�ned in Theorem 4.2.1.Baklog.On the other hand, the baklog qmax is the requirement of the omponent, given αand β as input, to avoid loss of data being unproessed. It is the maximum vertialdistane between the arrival urve and servie urves (see �gure 4.6), whih givesthe maximum number of events waiting to be served (thus need to be stored andhene gives the bu�er requirement) and is given as [Chakraborty 2003℄:

qmax ≤ sup
∆≥0

{αu(∆)− βl(∆)} (4.9)The probability that the available resoure β dispathes the workload α before thebaklog qmax over�ows, is given by the probability Λ′ (equal to Ω′), as de�ned inTheorem 4.2.1.4.3.4 ShedulabilityThe shedulability of a omponent relies on the omparison among its input urves,the arrival and the servie urve. In partiular, su�ient ondition an be derivedby omparing the upper bound of the arrival urve and the lower bound of theservie. Intuitively, whenever the arrival urve is lower than the servie urve theomponent is shedulable, as we have enough servie to handle the work.With a probabilisti de�nition of urves, shedulability riteria an be extendedin order to inlude the probability bounds. Thus, a �exible view of shedulabilityonditions an be inferred. 84



4.3. Component-based probabilisti analysisThe omposability riteria in ase of Fixed Priority (FP) sheduling poliies anbe derived in a ompositional manner [Chokshi 2008, Huang 2009, Wandeler 2005℄.For the probabilisti omponent system we an summarize the FP shedulabilityondition as:Theorem 4.3.4 [FP Composability℄ A hain of FP omponents is omposable witha resoure provisioning omponent that guarantees 〈βG,ΛG〉 amount of resoure ifthe demand from the highest priority omponent 〈βA
1 ,Λ

A
1 〉 is suh that:

∀ ∆ βA
1 (∆) ≤ βG(∆), ∧ ΛA

1 ≥ ΛG (4.10)With βA
1 the resoure assumed by highest priority omponent omputed using Equa-tion (4.11) and Λ1 omputed using Equation (4.6).Proof Suppose we have n tasks (abstrated by a omponent having an arrival urveand servie urve) in an appliation Γ. Without loss of generality, we assume thetasks to be an order set, aording to their priorities, where τi is of higher than τkfor k > i. Let {C1, C2, . . . , Ck, . . . Cn} be the omponents abstrating the orderedset of tasks, i.e. a servie hain. Suppose that 〈βl

1(∆),Λ1〉 is the lowest servieurve provided to the highest priority omponent (i.e. servie hain). The residuallower servie urve 〈β′
1(∆),Λ′

1〉 after sheduling the highest priority omponent C1is omputed using equation 4.3 and equation 4.6. In FP sheduling, the residualservie is used to serve the next omponent in the servie hain. Therefore, theassumed servie 〈βA
n ,Λn〉 of the omponent Cn abstrating the task τn must be atleast βA

n (∆) = αu
n(∆−Dn). Where Dn is the deadline onstraint for the n-th task.Thus, the residual servie urve β′

n−1 after serving n− 1 omponents in the serviehain must be at least equal to βA
n (∆).Therefore, the servie bounds βA

n−1(∆), βA
n−2(∆), . . . , βA

2 (∆), an be omputedsequentially. Knowing βA
k (∆), the bound β♯

k−1(∆) on βl
k−1 an be derived suh thatthe residual servie urve is guaranteed to be greater than or equal to βA

k (∆) if
βl
k−1(∆) is greater than or equal to β♯

k−1(∆):
β♯
k−1(∆) = βA

k (∆ − λ) + αu
k−1(∆− λ) (4.11)where λ = sup{τ : βA

k (∆ − τ) = βA
k (∆)}. Furthermore, βl

k−1(∆) must be no lessthan αu
k−1(∆−Dk−1) to guarantee the onstraint Dk−1. Therefore

βA
k−1(∆) = max{β♯

k−1(∆), αu
k−1(∆ −Dk−1)}.By applying the equation 4.11 for k = n−1, n−2, . . . , 2, we an derive the lower ser-vie urve, i.e., βA

1 (∆). From, equation 4.6 and theorem 4.2.1 for assumed interfaewe have ΛA
k ≥ ΛA

k+1. Therefore, using lemma 4.3.2 we an say that if ΛG ≤ ΛA
1 thenthe guarantee is striter i.e. has lesser probability of dereasing below the assumedservie.� 85
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Ω and Λ: lower values of L mean higher safety. Where x-axis and y-axis representarrival and servie bounds respetively.4.4 Safety guaranteesThe requirements on real-time guarantees is a mandatory harateristi for real-time omponents. In a mixed deterministi-probabilisti omponent system this isa hallenging task sine we have to provide a mehanism for giving quantitativelyveri�able measure on omponents; this is a di�ult task given the probabilistinature of some omponents in the system. Therefore, we require a measure whihan quantify the degree to whih requirements are met. Sine, real-time system aremostly used in ritial appliation like avionis, automotive et., the safety seemsto be a reasonable measure.In order to provide measurable safety guarantees on the analysis we use SIL. Forexample, the SIL safety bound for a probabilisti omponent may be determinedusing methods desribed in [Gulland 2004℄.De�nition 16 [Safety measure℄ The safety measure is the probability value assoi-ated to the omponents, suh that the measure gives the on�dene with whih theomponent an be expeted to perform its given funtion.The safety measure an be a threshold assoiated to a omponent from the SILstandards, suh that it guarantees that threshold (i.e probability bounds of all in-terfaes are less or equal to SIL threshold). Consider a omponent Ci with 〈βi,Λi〉86



4.5. Case studyas an input servie urve and 〈αi,Ωi〉 as an input arrival urve. The probabilitybound for residual servie and arrival urves for a omponent Ci is given by The-orem 4.2.1, whih is Ωi + Λi − ΩiΛi. For suh a omponent Ci the safety measurethrough the SIL an onvey the idea of a Level-L omposability and shedulability,with L de�ning the probability value for a threshold (i.e. safety-threshold requestedor required) in a SIL standard (e.g. IEC61508).De�nition 17 [Level-L Composability and Shedulability℄ The Level-L omposabil-ity and shedulability is the Safety measure of the omposability and the shedulabil-ity of a omponent, whih gives the measure of the on�dene with whih the systeman be expeted to be omposable and shedulable, where L is the probability value ofa threshold in a SIL standard.Therefore, the probability bounds (input and residual) of the omponent Ci, inorder to be Level-L omposable and shedulable, translates into guaranteeing thatthe probability bounds are less than or equal to the level-L. Whih implies thelevel-L omponent Ci. Thus, for the omponent Ci with 〈βG
i ,Λi〉 and 〈βG

i ,Ωi〉 asguaranteed urves and Λi and Ωi less than or equal to L in order to be lassi�ed asthe level L omponent (omposable and shedulable) the probability bound of theomponent's output interfae should be bounded as:
Ωi + Λi − ΩiΛi ≤ L. (4.12)The Figure 4.8 shows the regions of safety in a omposition, where eah axisrepresents the probability bounds of input servie and arrivals and the semi-irularregion gives the SIL level of the omponent after omposition. After omposingomponents the residual probabilities may move to a higher SIL region for a om-ponent (depending on the values of input probability bounds), whih means lowerguarantees for the omponent or a lower shedulability. The reason being that thevalue of probability bound inreases after omposition, that is what Theorem 4.2.1and Lemma 4.2.2 tell us.Example For a omponent C having input probability bound(for both input inter-faes) equal to Λ, the probability bound for the output interfae of the omponentshould be 2Λ−Λ2 ≤ L, in order for C to be alled as Level-L SIL omponent. Con-versely, we an say that the input probabilities should be bounded by Λ ≤ 1+

√
1− Lfor a omponent to be level-L omponent.Thus for a SIL-L omponent the input and output probability bounds should be lessthan or equal to L, i.e. the probability bounds should stay within the semi-irularregion of radius L. The omposability, and shedulability aquire a riher de�nitionwithin probabilisti senarios, as the probability bounds o�er di�erent degrees ofomposability, hene shedulability, among the omponents.87
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Input OutputFigure 4.9: Case study: distributed system onsisting of two CPUs joined by a bus.

Figure 4.10: Case study: omponent arhiteture representation with interfae andprobabilisti urves applied. Where Ω1 = 2Ω − Ω2 and Ω2 = 3Ω − 3Ω2 + Ω3,omputed using Theorem (4.2.2).
Table 4.2: Input streams (tasks) spei�ation of the distributed system.Stream Parameters D Task Chain

α1,1 Ω = {10−4 − 10−6} 48 T1 → c1 → T4

α2,1 p = 10, j = 0, d = 10 20 T2 → c2 → T5

α3,1 p = 10, j = 0, d = 10 23 T3 → c3 → T6
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Figure 4.11: Input servie urve and residual servie urves for di�erent values of
Λ.4.5 Case studyTo analyze our ase study depited in Figure 4.9, we use Modular PerformaneAnalysis (MPA) toolbox in MATLAB as user front-end, see [Wandeler 2006b℄.The ase study onsiders a distributed real-time system with 2 CPU's that om-muniate via a shared bus, as in Figure 4.9. There are three input streams S1, S2and S3 proessed by hains of tasks. For example, the events of stream S1 are�rst proessed by task T1 and the resulting stream is then proessed by T4. Theommuniation of the intermediate stream through the bus resoure is modeled bythe ommuniation tasks C1, C2 and C3. The tasks T1, T2 and T3 are mappedto CPU1 and are sheduled aording to Fixed Priority Non-Preemptive (FPNP)sheduling. T1 has the highest priority and T3 having lowest priority. Similarly,
T4, T5 and T6 are mapped into CPU2 and sheduled aording to FPNP shedul-ing, with T4 having the highest priority and T6 having the lowest priority. Theomputational requirement of eah task is exatly 1 time unit. The bus uses TimeDivision Multiple Aess (TDMA), where eah ommuniation task C1, C2 and C3is periodially alloated the ommuniation resoure for 5 time units. For detailedspei�ation of the system arhiteture, see Figure 4.10. The spei�ation of theinput event streams is given in Table 4.2.To generate AAC urve α1,1, for di�erent probability bounds, we use the Weibulldistribution and resulting urves are shown in �gure 4.12. The generated urves arethen transformed to an interfae with the MPA toolbox, using a wrapper whih89
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Chapter 4. Probabilisti Analysis for Component-Based EmbeddedSystemstaken are of with similar reasoning. Also, we would like to extend this frameworkso that it an handle and evaluate the ourrene of rare events, for instane throughlarge deviations or importane sampling.
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Chapter 5Summary
Contents5.1 Future work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 965.1.1 Near Future . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97This thesis presents a shedulability analyses for automotive systems and em-bedded networks, with the aim to failitate ost-e�etive and reliable design andanalysis of automotive embedded systems. The framework is applied in the auto-motive domain, in order to dimension the system better and to redue the risk ofdeadline failure due to hardware limitations and interferene due to probabilistitra�. The analyses is shown to failitate safety-ritiality and �exible integrationof probabilisti tra� into system modeling.We began in Chapter 1 with the problem de�nition and the understanding ofanalyses requirements in the automotive embedded systems. We looked into thestate of the art and presented limitations in terms of lak of modeling details suh as,integrating hardware limitations, implementation overheads, safety and integrationof aperiodi arrivals. This allowed us to understand the key points that need tobe integrated into the analyses of the automotive embedded systems, whih ouldresult in better system dimensioning.In Chapter 2, we developed a new approah for integrating the aperiodi tra� inresponse time analysis. The main interest of the proposal is that the overestimationof the aperiodi tra� is kept to the minimum that still enables the system to meetsome hosen dependability requirements. The analysis developed an be pessimistiespeially for lower priority frames when there is a large volume of aperiodi tra�,as we have assumed worst-ase arrival proess when estimating the release timesfrom data trae. The estimated arrival proess is burst in nature and will be seenmore by the lower priority frames. It is possible to be less pessimisti by modelingeah aperiodi stream individually and integrate only the higher priority aperiodiWAFs into the shedulability analysis. However, we believe that this more �ne-grained approah will not be always pratial sine it requires signi�ant modelinge�orts and large quantity of data traes. We have provided few shemes whihwould minimize the pessimism due to priority issues and still respeting the safetythreshold while being as aurate as possible (i.e., disard as muh as possible ofthe lower priority aperiodi tra�).In Chapter 3, we gave an analytial model for shedulability analysis for CANontrollers when �nite opy-time of messages is onsidered and when the transmis-



Chapter 5. Summarysion bu�ers an not be aborted. The models developed in this hapter providesvery important understanding of the onsequenes due to arhitetural limitationsin CAN. We also derived a more realisti response time analysis in a typial asewhere ontrollers have three or more transmission bu�ers and the ability to aneltransmission requests is absent. As seen in ase study of setion 3.4 the implemen-tation quality and the arhiteture of the CAN devie driver an have onsequenes(message priority inversion) on the WCRT of messages and we provide some guide-lines to avoid the message priority inversion. This analysis is of partiular interestto automotive setor where multiple Tier 1 suppliers provide ready to use ECUs inan automobile. However, the lak of knowledge at the time of integration, aboutthe limitations of CAN ontroller used or devie driver provided by tier 1 suppliers,an have serious onsequenes.In hapter 4, we developed an analysis framework for omponent-based real-timesystems. We �rst de�ned a probabilisti version of the omponent interfaes basedon bounds and probabilisti thresholds, through whih it beomes possible to modelboth deterministi and probabilisti omponents. The resulting feasibility analysisis able to ope with a systems with both probabilisti and deterministi arrivals.The framework is �exible enough to deal with a) inomplete spei�ations, as it anarise early in the design yle, and b) with di�erent feasibility requirements: fromhard real-time, requiring deterministi bounds, to soft real-time where probabilistiguarantees are enough.5.1 Future workIn hapter 2, the results hold under the assumption that the aperiodi inter-arrivalsare independent and identially distributed. In pratie, this assumption an be eas-ily tested using statistial tests suh as the BDS test (Brok, Dehert, Sheinkman)statistis but it is lear that it may not hold for all kinds of systems and workloads.Future work should be devoted to studies aimed at determining a shedulabilityanalysis, in presene of non-i.i.d aperiodi load. It would be also interesting tostudy, for instane by simulation, how departure from the i.i.d. property impatsthe auray of the results. Furthermore, it is interesting to inlude the orner asesin tailed distributions, perhaps through theory of large deviation.In hapter 3, As seen in the ase-study of setion 3.6 the hoie of priorities has ane�et suh that the additional delay gets redued,therefore as a future work it wouldbe very interesting to study the priority mapping shemes whih ould redue theamount of additional delay in ase a message su�ers from priority inversion. Also,we will study the hoie of o�sets on ECUs so that messages are not released at thevery same moment, to redue the hanes of priority inversion in a CAN ontroller.Moreover, the analysis should be extended for an arbitrary deadline ase, with thee�ets of opy-time onsidered.In Chapter 4, we intend to apply the proposal to large distributed appliations,suh as automotive and avioni systems, and evaluate the outomes in terms of om-96



5.1. Future workplexity, tightness and expressiveness with regards to the other existing formalisms.Moreover, exploring other sheduling poliies should be taken are of, with the samereasoning. We would like to extend this framework so that it an handle and evaluatethe ourrene of rare events, for instane through large deviations or importanesampling. It would be interesting to apply this framework to a real ase-study andthen demonstrate its expressiveness.5.1.1 Near FutureIn near future I would like to ahieve the following milestones for this work:
• Develop a probabilisti model of aperiodi tra� arrivals, when we have taileddistributions and non-i.i.d ases.
• Develop a priority assignment algorithm for the system with probabilisti anddeterministi arrivals, e.g. based on expetations.
• Develop a robust priority assignment algorithm that takes into aountpriority-inversion and resulting additional delay.
• Develop a Matlab based modeling and analyses toolbox for mixed (probabilis-ti and deterministi) omponent system.
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6.1 perspetive historique de systèmes embarqués auto-mobiles (AES)Les dernières déennies ont onnu une augmentation ex-ponentielle du nombre d'AES et leur sophistiation. Celaest du à la prolifération de la oneption en iruits inté-grés (CI) VLSI. Cependant, avant ette roissane expo-nentielle, tous les sous-systèmes automobiles ont d'abordété reliés par des faiseaux de âbles dédiés. Par on-séquent, omme le nombre de sous-systèmes embarquéssur les véhiules a augmenté, ela va de soit pour leâblage et les exigenes sur son interonnexion. Par on-séquent, omme la omplexité des AES a augmenté, de



Chapter 6. Résumé françaisnouvelles solutions d'ingénierie plus légères et plus intel-ligentes devraient être trouvées pour éviter le sur-poidsaru du à la omplexité et l'enombrement des âbleset par onséquent diminuer la onsommation de arbu-rant. Pour réduire la quantité de âblage, les réseaux deommuniation ont été introduites dans les années 70 et80 onnetant les unités de ontr�le életronique (ECU),diminuant ainsi à la fois le poids et le oût du systèmeautomobile.Des estimations réentes montrent que le oût de l'AESétait de l'ordre de 25% du oût total d'une voiture, voir[sae ℄. Ce oût est partagé entre les omposants éle-troniques et le logiiel. Ces tendanes générales sontdues aux déploiements arus d'AES embarquant jusqu'à500 MB de logiiel sur plus de 70 alulateurs, voir[Hansen. 2005℄, onnetés par les réseaux de ommunia-tion.La plupart des AES sont omposés d'un ou plusieursECU qui ommuniquent entre eux à travers un bus-terrain. L'introdution d'ECU dans le domaine del'automobile dans les années 80 a apporté des innovationset des progrès (omme par exemple dans le freinage, laséurité, l'éonomie de arburant et.) qui, autrement,auraient été impossible à atteindre. A�n de soutenir etde failiter es progrès et es innovations, la normalisationdes tehnologies réseau a été néessaire. La normalisationo�re la possibilité d'utiliser des omposants de di�érentssous-traitants. Bosh GmbH, a développé une des pre-mières de es tehnologies de réseau appelée ControllerArea Network (CAN). Elle a été normalisée [11898 993℄au début des années 90 et est rapidement devenue la teh-nologie bus-terrain la plus utilisée dans l'industrie auto-100



6.2. Systèmes embarqués automobiles

Figure 6.1: Tendanes dans les AES, le passé et le futur, de [Leen 2002℄.mobile.6.2 Systèmes embarqués automobilesLa tendane atuelle dans le seteur automobile, voirla �gure 6.1, s'est éloignée de l'approhe entraliséepour embrasser les appliations distribuées et les do-maines sous-systèmes, voir le tableau 6.1. Chaquedomaine utilise un protoole spéi�que (par exempleLIN, MOST, CAN, FlexRay) hoisi sur la base des ex-igenes de ommuniation du domaine. Une bak-bone(par exemple Flexray) relie tous es domaines ensem-ble. Les exigenes d'un domaine proviennent des applia-tions et sous-systèmes qu'il doit supporter. Les domainesd'automobiles peuvent être lassés en: orps et onfort,séurité passive, séurité ative, hâssis, groupe moto-101



Chapter 6. Résumé françaisTable 6.1: Approhe distribuée vs approhe entralisée.Distribuée CentraliséeBogues et pannes isolés RentableDéployer la demande de traitement surtout le véhiule Gagner de l'espae et dupoidsLes lients ne payent pas lessystèmes/fontions non voulus Réduit les pannes et lesboguesAugmente la modularité et l'extensibilité(options) Réduit le nombre defournisseurs OEMSimpli�e les niveauxd'ajustementpropulseur, tableaux de bord, multimédia télématique etinfo-divertissement. Voii quelques appliations et leurdomaine respetifs:
• orps de voiture et onfort (module de ontr�le duorps, système d'élairage avant adaptatif, systèmede déharge d'élairage à haute intensité, vitres éle-triques, essuie-glae, Air onditionné, portes éle-triques)
• Châssis (Brake-by-wire, steer-by-wire, diretion as-sistée életrique)
• Groupe motopropulseur (HEV, système de ontr�lede transmission, système de ontr�le moteur)
• séurité passive (airbag, Tire Pressure MonitoringSystem (TPMS), la einture de siège)
• Séurité ative (radar laser, le ontr�le Lane keeping,rada à ondes millimétriques, aide au stationnement,Pre-Crash Safety / Sensor Fusion)
• multimédia (navigation GPS, audio, vidéo, graphiquetableau de bord)
• Diagnostique 102



6.2. Systèmes embarqués automobilesTable 6.2: ECU lassi�ation and requirements, from [Grzemba 2008℄.Domain Fault tolerane Preditability Flexibility Seurity BandwidthBody No Some Yes No LowChassis Yes Yes No No HighPower train Some Yes Some No MediumPassive Safety Yes Yes No No SomeMM/Telematis Some Yes Yes Yes Very HighXbW Yes Yes No No SomeLa plupart de es appliations sont distribuées et on-stitués de plusieurs ECU. Le nombre de alulateurs dansun véhiule moderne typique peut aller jusqu'à à 70, dis-tribuant plus de 2500 variables et signaux.Domain desriptionDans un système automobile plusieurs sous-systèmess'appuient sur les réseaux. Dans ette thèse, es sous-systèmes sont lassés en sept atégories, nommément sys-tèmes de hâssis, systèmes de séurité passive, des sys-tèmes de groupes motopropulseurs, l'életronique et leonfort du orps, du multimédia et d'info-divertissement,x-by-wire systèmes, et sans �l et de la télématique. Ci-dessous, es atégories sont dérit et des exemples de sous-systèmes typiques sont donnés. Tableau 6.3 montre om-ment domaines automobiles sont mappés sur ECU ave lesexigenes de haque domaine.orps et l'életronique de onfortL'életronique et le onfort du orps omprend le plusgrand nombre de alulateurs dans le véhiule. Quelquesexemples de fontions de l'organisme et le onfort éle-troniques sont 103



Chapter 6. Résumé français
• Air onditionné point et le ontr�le limatique: quisont le ontr�le de la à bord du véhiule lima-tique, l'aide de apteurs de température, apteursd'humidité et de la rétroation ontr�ler.
• Cruise Control (CC): qui ontr�le la vitesse duvéhiule, en gardant la vitesse réelle à une vitesseprédéterminée, le maintien de ette réation à l'aideontr�ler.
• Serrures: qui ontr�le le fontionnement des élusesdans le véhiule, y ompris tous les verrous lés, desboutons de ommande disrets dans le véhiule, et lesserrures életroméaniques dans les portes.
• Files Lève-vitres: qui ontr�le le fontionnement desfenêtres dans le véhiule, en s'appuyant sur les mo-teurs et les boutons de ommande disrets habituelle-ment situés dans des les portes du véhiule.
• Control sièges: qui ontr�le la on�guration du on-duteur du véhiule sièges, en utilisant les boutons deontr�le disrètes et les moteurs.
• Control point la distane Park: qui assiste le ondu-teur du véhiule en une situation de stationnement àl'aide de apteurs de distane à ultrasons sonar, indi-quant la distane à l'obstale le plus prohe.Ces systèmes reposent généralement sur l'interationdu onduteur et ne sont pas à la séurité ritique, né-essitant un ontr�le de disrète et / ou de ommandeà rétroation. Ils impliquer des entaines d'états dusystème et des événements, et l'interfae physique om-posants dans le véhiule, par exemple, les moteurs et lesommutateurs (ommande disrète boutons).104



6.2. Systèmes embarqués automobilesTable 6.3: ECU lassi�ation and requirements, from [Grzemba 2008℄.Domain Fault tolerane Preditability Flexibility Seurity BandwidthBody No Some Yes No LowChassis Yes Yes No No HighPower train Some Yes Some No MediumPassive Safety Yes Yes No No SomeMM/Telematis Some Yes Yes Yes Very HighXbW Yes Yes No No Somesystèmes de hâssisDes systèmes de hâssis sont une partie des systèmes deséurité ative des véhiules les, y ompris la dynamiquede onduite et les fontions d'assistane au onduteurtels que
• de freinage antibloage (ABS), 'est un système quimaintient les roues de se bloquer dans toutes les on-ditions de la route, de sorte que le véhiule maintientontr�le diretionnel autour et arrêts dans le temps. Ilutilise la vitesse des roues des apteurs pour surveillerla vitesse de rotation de roues et détete les anoma-lies omme un roues tourne plus vite et don la prisede déision lors de l'ationnement de la pression hy-draulique, voir [Rump 1995℄.
• ontr�le életronique de stabilité (ESC), il s'agit d'unsystème a�n d'améliorer véhiules la séurité en ter-mes de stabilité par la détetion et l'atténuation del'automobile patins. Il ompare diretion prévue depilote ave la diretion le véhiule va en utilisantl'angle du volant et l'aélération à l'aide apteurs. Ilassiste le onduteur lors de patins, survirage, sous-direteur et roll-over des situations, voir [Fennel 2000,Van Zanten 1994℄. 105



Chapter 6. Résumé français
• Adaptive Cruise Control (ACC), 'est un système quimaintient la aélérer par son onduteur, tout enmaintenant une distane de séurité à partir d'unvéhiule qui préède. Il utilise un radar pour mesurerla distane ave le véhiule en fae, voir [Jurgen 2006℄.
• ontr�le életronique de l'amortissement (EDC), ils'agit d'un pour améliorer les onditions de onduitepar dynamique des amortisseurs de réglage en tempsréel basée sur le hangement les onditions routièreset de onduite. Il utilise des apteurs qui surveillenten permanene tous les fateurs omme les onditionsroutières, les hangements de harge et la vitesse duvéhiule et envoyer au miroproesseur que EDC. LaSEE analyse les données provenant de apteurs etajuste les ationneurs sur les amortisseurs pour ajustépour optimal la suspension, voir [Trahtler 2004℄.Tous les systèmes i-dessus mentionnés hâssis néessitentun ontr�le très avané les systèmes.Drive-by-wireDrive-by-wire (DBW) aussi onnu omme X-by-wire(XBW) est un système qui remplae les pièes méaniqueset hydrauliques ave életronique (apteur, ationneurs,alulateurs, systèmes de ontr�le, et), réduisant ainsila masse et l'augmentation de l'éonomie de arburant.L'avantage des systèmes XBW, 'est qu'il peut aider àamélioration de la séurité en fournissant une interven-tion ontr�lée par ordinateur de ommandes du véhiuleave des systèmes tels que le ontr�le életronique de lastabilité (ESC), régulateur de vitesse adaptatif et LaneAssist Systems. En outre, pour les véhiules futuristes106



6.2. Systèmes embarqués automobilesayant en peloton d'assistane de onduite, et le pilote au-tomatique, voir �gure 6.1, 'est la première étape logiqueque est néessaire. Cependant, le oût des systèmes XBWest souvent supérieure à les systèmes onventionnels etdoit être réduite.Les oûts supplémentaires proviennent d'une plusgrande omplexité, les oûts de développement et de leséléments redondants néessaires pour rendre le systèmeséuritaire. Depuis, le défaillanes dans le système deontr�le pourrait provoquer un aident.Systèmes XBW sont lassés en non ritique pour laséurité et la ritique pour la séurité Systèmes XBW.Systèmes non ritiques pour la séurité XBW ompren-nent
• Throttle-by-wire: Remplae le système papillon mé-anique ave l'ordinateur ontr�lée système de ap-teurs et ationneurs, voir [C. Wilwert 2005℄.
• Shift-by-wire: Remplae système méanique dehangement de vitesse ave un életroméanique so-lution, voir [C. Wilwert 2005℄.Ces systèmes ne sont pas essentiels à la séurité ommedans le as de perdre la ommuniation lien, la manettedes gaz-by-wire pouvez simplement laisser le moteurtourner au ralenti, et le shift-by-wire pouvez simplementhanger la boîte de vitesses au point mort.Toutefois, pour les systèmes ritiques pour la séuritéXBW une perte de ommuniation peut potentiellementonduire à la perte de la vie. Des exemples de ritiquespour la séurité Systèmes sont XBW
• de freinage by-wire: Remplae les onnexions mé-aniques et hydrauliques entre la pédale de frein et107



Chapter 6. Résumé françaisles mâhoires de frein ave des apteurs à la pédalede frein et ationneurs à des roues se onneter surun réseau, voir [Bretz 2001℄.
• Steer-by-wire: Remplae une onnexion méaniqueet hydraulique entre le volant et les roues avant-parune apteurs sur le volant, feed-bak des ontr�leurspour assurer une bonne rétroation de fore d'anglede braquage pour donner au onduteur un sentimentfamilier, l'ationneur de diretion basé sur les moteursonneté sur un réseau, voir [C. Wilwert 2005℄.Étant donné que es systèmes sont essentiels à la séuritédont ils ont besoin d'être tolérant aux pannes et donils ont généralement une méanique de seours dans lesvéhiules atuels.PowertrainGroupe motopropulseur est l'assemblage par lesquels lapuissane est transmise depuis le moteur du véhiule, àtravers la boîte de vitesses, à l'axe d'entraînement. Fon-tions omprennent Powertrain
• Control Engine: e qui implique la oordination del'injetion de arburant, la vitesse du moteur, vannede régulation, et alage, voir de [Navet 2005a℄.
• Control Transmission: qui assure la oordination del'életronique engrenages à la plae d'une solutionpure méanique, voir de [Navet 2005a℄.
• HEV: Combine le moteur à ombustion interne las-sique (ICE) de propulsion Système ave un sys-tème de propulsion életrique. La présene de108



6.2. Systèmes embarqués automobilesl'életrique groupe motopropulseur est destiné àréaliser soit une meilleure éonomie de arburant queun véhiule onventionnel, ou de meilleures perfor-manes, voir [Baumann 2000℄.systèmes de séurité passiveSystèmes de séurité passive, sont prinipalement em-ployées pour protéger le véhiule oupants en asd'aident plut�t que de prévenir (e qui est de la fon-tionnalité des systèmes de séurité ative). Des exemplesde systèmes de séurité passive sont
• Airbags: qui sont utilisés pour minimiser les blessurespour le onduteur et les passagers dans un véhiulependant une situation de ollision. Généralement, unvéhiule ontient airbags plusieurs (ertains modèlessont onnus pour avoir un maximum de 12 oussinsgon�ables). Ces airbags sont relié à des apteursqui détetent des situations anormales, par exemple,l'aélération du véhiule ou de oup-aélération.Une fois qu'une anomalie situation est détetée, enfontion du type de ollision, l'appropriée airbags sontgon�és à environ une demi-milliseonde après la dé-tetion de ollision, voir [Jones 2002℄.
• La einture de séurité: qui sont utilisés pourprendre la relève et d'étirer le siège einturelors de l'aélération soudaine ou de l'aélération,voir [Chiodo 1994℄ and [Jones 2002℄.
• TPMS: Un système de apteurs sans �l ompatiblesave un réseau CAN / LIN pour rapports de pressiondes pneus, voir [Kolle 2004℄.109



Chapter 6. Résumé françaissystèmes de séurité ativeComme le nombre de déès a diminué au ours des a-idents de voiture, en raison gagne en popularité dansl'utilisation de l'air-bag dans les voitures et la loi ren-dant port de la einture de séurité obligatoire. Toute-fois, le nombre d'aidents de voiture et les blessures setient toujours grande en raison de l'augmentation hezles onduteurs âgés, la ongestion du tra�, des routesétroites et de nombreuses autres raisons. Par onséquent,d'autres mesures sont néessaires, qui peuvent aider lorsde la onduite et ainsi déteter les obstales situés à prox-imité (par exemple en utilisant des apteurs à ultrasons,améras, laser et radars à ondes millimétriques)
• Radar laser: systèmes de radar laser peut déteterdes obstales sur la route tandis que les voitures sontà l'origine, voir [Garia 2009℄.
• Voie élément de ommande mettant: Système deaméra à base utilisée pour déteter la voie marquagesur la route pour empêher le départ la voie involon-taire par un onduteur, voir [MCall 2006℄.
• Radar à ondes millimétriques: fournit des apaitéspour les véhiules de haute préision gamme de déte-tion d'obstales en vue azimutale, tout en satisfaisantà la fois météo les oûts de la résistane et à faible,voir [Tokoro 1996℄.
• Parking élément aider: Système de améra à baseutilisée pour déteter l'emplaement de station-nement et aider le onduteur à la ommande dufreinage et de diretion de la voiture pendant de sta-tionnement, voir [Jung 2006℄.110



6.2. Systèmes embarqués automobiles
• Pre-Crash Safety / Sensor Fusion: Basé sur les in-trants du radar et de les systèmes de améras de dé-tetion à base de ette unité de ontr�le assiste leonduteur pour ontr�ler l'aélération, de freinageet de diretion de la voiture, voir [Tokoro 2004℄.MultimédiaLe multimédia est un domaine de l'AES qui se développerapidement en termes de la taille du logiiel, omme denombreux nouveaux systèmes sont intégrés dans elui-i(par exemple tableau de bord numérique). C'est un do-maine très large et prend soin de la séurité, Par exemplela séurité, de divertissement et des systèmes onstituantinformation.The le domaine du multimédia omprennentdes systèmes audio de voiture de (leteur DVD, haut-parleurs, radio, et), systèmes de navigation (GPS), desa�hages (tableaux de bord, moniteurs), jeux vidéo, etla onnetivité Internet. En outre, la mahine humaineréents Interation (HMI) a été onstituée en intégrantla reonnaissane voale et l'utiliser pour fournir un mé-anisme pratique et sûr pour interagir ave le véhiule(par exemple la ommande de systèmes audio). Certainsautres supports multimédia sont:
• GPS: qui fournissent la position du véhiule, la dire-tion et la vitesse n'importe quand n'importe où.
• les systèmes d'aès autorisé: qui empêhe l'aès nonautorisé à l' véhiule.
• Navigation systèmes d'information et de la irula-tion: le onduteur qui fournissent des d'un véhiuleéquipé d'une unité de télématique ave des dire-111



Chapter 6. Résumé françaistions d'une l'emplaement désiré, ainsi que des in-formations tra� en temps réel pour le trajet. Filessystèmes de séurité qui fournissent artile: véhiuleanti-vol et un véhiule volé servies de suivi. itemDivertissement : omme la radio, leteur DVD avegrand éran LCD de passagers et un système audio.tableau de bordDernièrement, les systèmes de tableaux de bordgraphiques qui utilisent un éran LCD ouleur de mettreen ÷uvre non seulement des jauges, omme l'indiateurde vitesse et le tahymètre, les mais aussi letures deniveau de arburant et d'autres informations pour leonduteur, les indiations d'avertissement, les imagesde améra, et des informations de navigation, sont util-isé dans les véhiules haut de gamme et devraient aug-menter en popularité. Cei est stimulant la demande pourles solutions système pour de nombreuses variétés dif-férentes des tableaux de bord graphiques, de tirer pleine-ment graphiques haut de gamme des systèmes qui af-�her tout graphiquement, y ompris les jauges, de bas degamme des systèmes de que les informations du véhiuled'a�hage graphique, omme un omplément à onven-tionnelle jauges. Un tel système fournissent d'exellentesoptions pour les personnalisations en termes de 'peaux'et le plaement des jauges selon goûts des utilisateurs.Par exemple, BMW et Tesla Motors a délaré aujourd'huiutiliser NVIDIA Pues Tegra pour leurs tableaux de bordnumériques qui leur donnent l'appui d'une grande partieérans haute résolution, jusqu'à la grande éran 17 pouesdans le Tesla Model S, tout en fournissant des visuels 3D112



6.2. Systèmes embarqués automobileset l'éran tatile réatif entrée de la voiture Tesla. Parailleurs, le rendant bien adapté à la navigation GPS, yompris en temps réel du tra�. Le système de Tesla estdestiné prinipalement pour la Model S et sera prêt pourl'année modèle 2012.D'autre part, BMW 3, 5, 7 et X-series voitures ob-tiendrez le Tegra matériel dans les futurs modèles, demême que la Mini Cooper mise en ÷uvre et sera égale-ment fournir de l'extrémité avant de l'intégration iPhoneet iPod à la fois sur BMW et Mini.
DiagnostisL'augmentation de la prolifération des AES dans leseteur automobile de la reti�ation méthodes pour lesproblèmes dans les véhiules va voir un hangement deparadigme. Comme e qui se passe pour modi�er lehamp omplet d'investigation problème dans et véhiulesd'essai à la suite de déterminer la présene ou l'absenedes problèmes dans une automobile. L'idée derrière lediagnosti est de restaurer le véhiule dans son état nor-mal état, où � normal� moyen aeptable, la façon dontils sont ensés être (� anormale� être pertinent de lanormale). Le état de véhiule hangements de normalà anormale due à événements. Un� événement� 'estquand quelque hose se passe et de hanger de véhiuled'une ondition à l'autre. Un événement 'événement nor-mal ' se produit lorsque le véhiule fait la transition versune état normal. Par exemple, les phares s'allumentlorsque l'interrupteur est allumé, les soupapes du moteurs'ouvrent et se ferment à leurs temps appropriés. Au on-113



Chapter 6. Résumé françaistraire, pour un � événement anormal� l'exemple seraitque le moteur s'arrête de manière inattendue, la voiturene s'arrête pas lorsque les freins sont et appliquée Ainsi,états anormaux provoquent des événements anormaux etsi nous réparons les anormales Etats qui sont à l'originede notre événements anormaux, nous aurions résolu leproblème. Par onséquent, l'idée dans le diagnosti, estde reherher les auses de des événements anormaux,a�n de les orriger.Depuis 1969, lorsque Volkswagen a présenté le premierordinateur de bord système ave fontion de balayage,dans leurs arburant injeté de type 3 modèles, les a-paités de diagnosti de On-Board Diagnostis (OBD) duvéhiule a ertainement augmenté. Atuellement OBDest disponible en standard spéi�ations de la SAE entant OBD-II, qui a évolué à partir de son prédéesseurOBD-I. Le système OBD-II est venu en deux modèlesOBD-IIA et IIB-OBD. Il est également disponibles sousd'autres formes que renforée OBD (EOBD), JOBD (pourles véhiules vendus au Japon), mais le but reste le même.La norme OBD-II spéi�e le type de onneteur de di-agnosti et de sa pin-out, les protooles de signalisationéletriques disponibles, et le format de messagerie. Il four-nit également une liste de andidats de paramètres duvéhiule de surveiller ave la façon de oder les données dehaque. À la suite de ette normalisation, un seul appareilpeut interroger l'ordinateur de bord (s) dans n'importequel véhiule pour obtenir des odes d'anomalie (DTC).Le système OBD-II norme fournit une liste extensiblede TTT. En outre, le diagnosti est exigée par de nom-breux véhiules par la loi maintenant à des fontions tellesque les émissions de surveillane, voir [Greening 1994℄.114



6.2. Systèmes embarqués automobilesEn outre, si le port OBD-II que nous pouvons obtenird'autres fontionnalités omme le diagnosti d'aès lesplus avanés, dé�nir les paramètres du alulateur, lesparamètres de ontr�le du moteur pour failiter le diag-nosti ou d'aord, l'enregistrement de données, ettendanes futures AESplatooningVéhiule en peloton, voir [Alam 2010, Benhimane 2005℄,est l'une des innovations dans l'industrie automobile quivisent à améliorer la séurité, l'e�aité, kilométrage etle temps de irulation des véhiules tout en soulageant laongestion du tra�, diminution de la pollution. Pelotonsde véhiules, il est possible pour les véhiules de voyagerensemble en toute séurité dans une formation prohe, ré-sultant en moins les besoins en espae sur une autoroute.et don l'augmentation du tra� automobile la densité surles routes.Une lé pour atteindre une plus grande apaité desvéhiules sur les autoroutes est en peloton véhiules dansles groupes (de jusqu'à 20), e qui diminue la moyenneinter-véhiule distane parourue pour atteindre une a-paité de jusqu'à 8000 véhiules par heure et par voie deirulation, omparativement à une apaité de 2000 à au-jourd'hui routes ave des véhiules à ommande manuelle.La raison derrière augmentation dans la apaité est quela distane entre voitures maintenu dans une setionest petite (1-2 m), dans le as d'une ollision la vitessed'impat relative (et, par onséquent, l'énergie d'impat)entre véhiules qui entrent en ollision est faible. En on-séquene, en peloton peut augmenter séurité. Un avan-115



Chapter 6. Résumé françaistage supplémentaire est que les véhiules bien espaés ré-duire la traînée aérodynamique. En tant que résultat deonsommation de arburant, et des véhiules les émissionssont inférieures, voir [Horowitz 2000, Varaiya 1993℄. A�nde maintenir la proximité tout en voyageant à des vitessesélevées (90 km / h), les véhiules doit être entièrementautomatisé, depuis que les humains ne peuvent pas réa-gir assez rapidement à onduire en toute séurité ave espetites inter-véhiulaires espaements.système d'assistane Advane pilote (ADAS)Un ADAS est un système de ontr�le du véhiule quiutilise des apteurs de l'environnement (Par exempleradar, laser, vision) pour améliorer le onfort de onduiteet de la irulation séurité par aider le onduteur à re-onnaître et à faire réagir éventuellement des situations deirulation dangereuses, voir [Rihards 2010, Chen 2010,Simon 2009℄. Certains des systèmes qui relèvent de edomaine sont les suivants:évitement des ollisions ave freinage automatique Il s'agit d'unradar et systèmes de séurité à base de apteurs qui pour-raient déteter et prévenir les ollisions. Ces systèmesde séurité pré-ollision utiliser à ondes millimétriquesradar, des lasers et de améras stéréo pour déteter lesvéhiules, les piétons et obstales sur la route et aident àréduire la gravité des ollisions en soutenant un man÷u-vres d'évitement par le onduteur. Lorsque le ondu-teur prend des manoeuvres d'urgene évasives, VGRS (di-retion variable rapport d'engrenage) et AVS (suspensionadaptative variable) de ontr�ler le rapport de démul-116



6.2. Systèmes embarqués automobilestipliation de diretion et la suspension de soutenir lesmesures du onduteur. Arrière à ondes millimétriquesradar sont également ajoutés qui détete un véhiules'approhant par derrière. Si le radar détete arrière unvéhiule qui s'approhe rapidement, il lignote les feux dedétresse pour avertir le onduteur d'autre part. Ation-neurs dans les sièges ajuster les appuis-tête a�n de réduirele oup du lapin en as de ho.Les rétrate système des eintures de séurité et aver-tit le onduteur quand il détermine une forte possibilitéd'une ollision. Si le onduteur ne freine pas, le véhiulesautobrakes. Freinage automatique sont onçus pour ré-duire l'impat vitesse autant que possible et de réduireainsi le risque de blessure pour les les oupants des deuxvéhiules, voir [Eidehall 2007, Kim 2008, Coelingh 2010℄.L'exemple de es systèmes dans les véhiules est elle deVolvo S80, V70 et XC70.
Le pare-brise intelligente Il s'agit d'un a�hage tête hauteou a�hage tête haute (HUD) du système, qui se super-pose des informations sur le pare-brise phosphorée util-isant un laser, e qui empêhe aux utilisateurs de dé-tourner les yeux de leurs points de vue habituels. il om-prend de transmission apteurs à la reherhe (la visionde nuit, laser, et) et dans les appareils photo de voiturepour positionner l'information sur la séurité dans le do-maine vision du onduteur, augmentant ainsi la séuritél'information (dans des onditions sévères omme denseou de nuit), omme réatures vivantes sur la route, bor-dure de la route, les jalons, panneaux de signalisation surla pare-brise, voir [Troxell 1997, Doshi 2009℄.117



Chapter 6. Résumé françaisde voiture autonome Inertie et systèmes de navigationGPS sont utilisés pour un véhiule autonome. Le véhiulesuit une ligne diretrie blanhe sur une route plate dé-tetée par un ordinateur ommandé a�hage (CCD).L'appareil, monté derrière le pare-brise d' le véhiule, re-garde vers l'avant et vers le bas, la détetion d'une zonesituée entre 5 à 25 m avant. Proesseur d'image bal-aye l'image pour la frontière de la route. La ligne oor-données détetée par le proesseur d'image sont trans-mises via le réseau véhiulaire à un autre ontr�leur,voir [Manigel 1992℄.interfae voale Ils sont utilisés pour aomplir des tâhessimples (en utilisant des ommandes voales), tandis quede onduite et ontribuant ainsi à réduire les distrationsnéessaires à l'exéution dans les véhiules opérations. Ilexiste deux types de base de l'interfae voale on utilise lesystème seule voix et d'autres utilisations du système vo-al ave le texte invite. Les e�ets de es interfaes voalesdans l'exéution des tâhes est aratérisé par la durée dela tâhe moyenne et des taux d'erreur moyen à jouer dansdes véhiules opérations, reportez-vous [Zheng 2008℄.intégration de l'infrastruture du véhiule (VII)Il s'agit d'un ensemble de tehnologies reliant direte-ment les véhiules à leur développement physique envi-ronnement grâe à une infrastruture de ommuniation.Dans e système, véhiules sont équipés de système de po-sitionnement (GPS, Galileo, GLONASS) et un DediatedShort Range Communiation (DSRC) sans �l anal deommuniation (qui peut être unidiretionnelle ou bidi-118



6.3. Réseaux de Communiation Automobilesretionnelle) spéi�quement onçu pour une utilisationautomobile. Et le �� infrastrutures ou sur les routesou les haussées également des équipements de ommuni-ation installés le long de leur (ommuniation tours). Lespremières idées et surtout derrière VII est d'améliorer laroute la séurité en fournissant des alertes par exemple:des ollisions aux intersetions, la route ollisions de dé-part). Par ailleurs, l'idée est aussi d'avoir intelligente sys-tème de transport qui pourrait fournir la gestion du tra�,un inident rapports, les onditions météorologiques, etintervention d'urgene, voir [Shladover 2005℄.6.3 Réseaux de Communiation AutomobilesAujourd'hui plusieurs tehnologies réseau di�érentes sontutilisées pour répondre aux exigenes de ommuniation�xées par les divers domaines d'AES. Pour interonneteres domaines AES, il y a un besoin di�érent basé surl'appliation; Par exemple, une bande passante élevéeave la souplesse et la prévisibilité pour l'appliation denature ritique et de sureté (par exemple FlexRay) etune faible bande passante pour des appliations à ara-tère non ritique (par exemple, LIN). La diversité teh-nologique des réseau dans les véhiules est une ques-tion importante à laquelle l'industrie de l'automobile doitfaire fae. Des points de vues tehnique et oût, il estsouhaitable d'utiliser des tehnologies de réseau moinsnombreux et plus générales. Pour réduire la omplexité,il est souhaitable d'utiliser un ensemble limité de teh-nologies réseau qui peuvent être utilisés dans la plupartdes appliations. Toutefois, e-i n'est pas suseptible dese produire dans un prohe avenir ar ela néessite de119



Chapter 6. Résumé françaisonsidérables e�orts d'ingénierie pour le faire. Toutefois,réduire les tehnologies réseau provoque un autre dilemmed'ingénierie ar ela fait onverger le réseau en une teh-nologie générale, trop hère pour de simples et moins ex-igeants systèmes (par exemple, LIN). Par onséquent, ilest plus probable qu'une ertaine diversité restera dansles tehnologies de réseau automobile pour répondre àdes apaités et des exigenes di�érentes (permettant unompromis entre la performane et le oût). En outre,a�n de soutenir les systèmes automobile de demain, estehnologies de réseau doivent être reliées entre elles, i.e.di�érents types de tehnologies de réseau doivent être in-teronnetés tout en fournissant une tolérane aux fautes,une rapidité et la omposabilité dans le réseau global.6.4 Exigenes de ommuniation d'AESNous disutons maintenant de quelques exigenes impor-tantes dans le ontexte des ommuniations dans les AES.Le besoin en tant que tel est que plusieurs tehnologies dif-férentes de bus-terrain sont utilisées dans les automobileset ils répondent à diverses exigenes tehniques de om-muniation. Toutes es exigenes ne sont pas néessairespour toutes les appliations. Par onséquent, il doiventêtre équilibrées ave les exigenes et le oût de leur réal-isation. Le réseau en temps réel est au ÷ur de l'AES. Ildoit avoir les apaités suivantes, tel que détaillées dans[Kopetz 2002℄:
• Une transmission de messages �able et prévisible aveun faible temps de latene et une gigue minimale,
• Support de la tolérane aux pannes pour gérer les120



6.4. Exigenes de ommuniation d'AESn÷uds répliqués et la répliation des anaux de om-muniation,
• apaité de détetion de défaillanes de n÷uds et demessages.
• SéuritéPrévisibilitéLa prévisibilité des systèmes temps-réel s'exprime enterme d'ordonnançabilité, à savoir assurer la pontual-ité des messages. Beauoup d'AES déployés ont desexigenes temps-réel fortes qui ont besoin de prévisibil-ité et sont développés en tant que systèmes à séuritéritique. Comme ils jouent un r�le essentiel, par on-séquent, il est prudent de développer de tels systèmesà travers une analyse minutieuse et des tests rigoureux,voir [Peter H. Feiler 2000℄.La tolérane aux pannesLorsque le système ne se omporte pas selon son ahierdes harges, le omportement inorret du système estausé par des failles. Les systèmes de ommunia-tion tolérants aux pannes sont onstruits de sorte qu'ilssont tolérants à des défaillanes ohérentes et non o-hérentes de messages, par exemple en raison de iruitsdéfetueux, EMI, apteurs défetueux, et.. Par on-séquent, pour une appliation à séurité ritique ommela drive-by-wire, les pannes doivent être détetées et or-rigées ou des méanismes de redondane doivent être four-nis. En outre, il onvient de noter que tous les sys-tèmes n'ont pas les mêmes exigenes de tolérane aux121



Chapter 6. Résumé françaispannes. Par onséquent, il n'est pas néessaire que tousles systèmes soient onçu ave une exigene de sûreté.Par onséquent, il est important de hoisir soigneuse-ment les parties ritiques du système à renforer à l'aided'arhitetures redondantes a�n de réduire les oûts dematériel, voir [Manzone 2001, Isermann 2002℄.�exibilitéLa �exibilité implique des exigenes de ommunia-tion dynamiques et en ligne par le biais de l'ajout,la suppression et l'adaptation des �ux de messages,voir [Almeida 2002, Pedreiras 2002, Almeida 2003℄. La�exibilité est néessaire ar les systèmes de ommunia-tion temps-réel a besoin de supporter di�érentes on�gu-rations de système qui peuvent hanger au �l du temps.Par onséquent, un protoole de ommuniation doit êtresouple pour s'adapter à es hangements sans néessiterdes hangements physiques omme les mises à jour delogiiels,des hangements dans le matériel et.La bande passanteLe besoin en bande passante d'un AES varie d'un do-maine à un autre, voir la table 6.3 et la �gure 6.2. Parexemple le besoin en bande passante du réseau d'info-divertissement est très élevé en raison du ontenu mul-timédia (utilisant MOST) alors que le besoin en bandepassante d'un apteur de température du réseau du orpsest faible (utilise bus LIN). Toutefois, les autres exigenes,que elle de la bande passante, de haque domaine peutvarier. Ainsi, un ompromis peut être fait entre la bandepassante requise et d'autres exigenes. Cette division des122



6.4. Exigenes de ommuniation d'AES

Figure 6.2: Bande passante de quelques tehnologies de ommuniation, leur oût(par noeud) et leur domaine d'appliation,soure [lin ℄ .
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Chapter 6. Résumé françaisAES d'automobiles en domaines est intéressante ar ellepermet l'utilisation d'un réseau spéi�que adapté à un do-maine, sur la base des exigenes. Cette division d'AES endomaines est enore plus intéressante ar un déploiementà grande éhelle d'un bus haut-débit, qui est oûteux àen termes de oût, peut être limité à des domaines spé-i�ques . En outre, une faible bande passante diminue lerisque d'interférene tels que EMI.L'approhe par domaines augmente la diversité desréseaux dans les véhiules, mais il est souhaitable de dis-poser de tehnologies de réseau moins nombreuses et plusgénérales a�n de réduire la omplexité, omme mentionnéau début de la setion 6.3. Cependant, ela n'est passuseptible de se produire dans un futur prohe ar elanéessite un e�ort d'ingénierie onsidérable et le rendd'ailleurs trop her pour des systèmes simples et moinsexigeants (par exemple, LIN).La séuritéLe système à séurité ritique a besoin d'une garantie debon fontionnement lorsqu'il est déployé. Toutefois, lesgaranties ne peuvent pas être déterministes vue que tousles as ne peuvent être étudiés en avane au moment dedéveloppement. Ainsi, des garanties probabilistes sontfournis, attribuant un niveau de ritiité à un ertain sys-tème ou fontion en se basant sur la gravité d'un éhe.Selon les niveaux de ritiité, un ertain niveau de �abil-ité, exprimé omme une probabilité maximale de défail-lane ritique par heure, doit être garanti. Il ya plusieursnormes bien établies fournissant des lignes diretries surles exigenes en matière de séurité des systèmes ri-124



6.5. Le système temps-réel embarqué automobiletiques. Cela inlut des normes tels que IEC61508 (sys-tèmes industriels), DO−178B (avions) et EN50128/9 (sys-tèmes ferroviaires de transport), et IEC61508 (industrieautomobile). En outre, une nouvelle norme de séurité
ISOISO26262, appliable aux systèmes automobiles esten ours d'élaboration. Il adopte une approhe à niveaud'intégrité de séurité (ASIL) pour l'a�etation de prob-abilités pour les risques au niveau du véhiule. Il fournitdes méthodes d'analyse pour identi�er les e�ets indésir-ables (spéi�ques au domaine de l'automobile).6.5 Le système temps-réel embarqué automobileLes systèmes embarqués automobiles sont des arhite-tures distribuées d'appliations basées sur ordinateur avedes proessus physiques (méanique, hydraulique) qu'ilsdoivent ontr�ler. La roissane de la prolifération des or-dinateurs (ECU, Eletroni Control Unit) a un impat surla séurité. L'utilisation arue des alulateurs dans lessystèmes automobiles modernes a apporté de nombreuxavantages tels que la fusion des systèmes de ontr�le a-tif du hâssis ave les systèmes de séurité passive1. Laplupart des appliations automobiles sont ritiques pourla séurité et don fournir des garanties pour es appli-ations est une exigene importante. En outre, une telleprolifération a apporté une hétérogénéité et une omplex-ité arues de l'arhiteture intégrée. Par onséquent, ilya une néessité roissante d'assurer que les systèmes em-barqués automobiles ont une �abilité, une disponibilité etune séurité garanties pendant le fontionnement normal1Les systèmes de séurité ative sont les systèmes qui sont utilisés pour la prévention des ai-dents, tandis que les systèmes de séurité passive sont les systèmes qui tentent de limiter les dégâtsen as de ollision. 125



Chapter 6. Résumé françaisou dans des situations ritiques (par exemple les airbagspendant une ollision), en tenant ompte des onditionsdi�iles (haleur, humidité, vibrations, déharge életro-statique ESD et interférenes életro-magnétique EMI).Pour fournir une garantie sur la propriété de séu-rité, les approhes fondées sur un modèle et les méth-odes analytiques sont néessaires au ours de l'ativité deoneption. Ces approhes devraient être en mesure demodéliser es systèmes, qui sont par nature hétérogènes:systèmes disrets et ontinus, variables déterministes etprobabilistes. En partiulier, valider les propriétés tem-porelles imposées par les ontraintes de temps des sys-tèmes physiques et de leurs lois de ontr�le relève de laplus haute importane. La distribution de es systèmesaugmente la validation de es aratéristiques de séurité.Les systèmes életroniques dans les automobiles sonttenus de répondre d'une manière prévisible, 'est à diredans les meilleurs délais. La prévisibilité de es systèmesest assurée, entre autres, par la véri�ation temporelledes modèles de systèmes, qui véri�e si les exigenes deperformane omme les délais, la gique, le débit et. sontrespetées.Les analyses de véri�ation de temporelle des on-traintes doivent être e�etuées le plus t�t possible dansle yle de vie de développement. En outre, es analysespeuvent être obligatoires pour les questions de erti�a-tion.Toutefois, l'élaboration de modèles de véri�ation tem-porels peut être omplexe à onstruire. Nous devons trou-ver un ompromis entre la préision / omplexité / tempsde alul. Tout d'abord, il est di�ile d'avoir un mod-èle détaillé dès la première étape et don des hypothèses126



6.5. Le système temps-réel embarqué automobilesimpli�atries doivent être faites sur les performanesdu matériel par exemple. Toutefois, de tels ompromisne devrait pas trop simpli�er les modèles rendant ainsiles analyses dangereuses pour l'utilisation. Les modèlestemporels analytiques, qui ont tendane à négliger / sim-pli�er le modèle du système, peuvent onduire à des résul-tats optimistes qui pourraient ne pas onvenir au systèmeréel.Les systèmes automobiles embarqués peuvent êtrelassés selon les atégories suivantes en fontion de leursexigenes temporels:
• dur: Un système temps-réel dur est un système em-barqué qui n'aepte auun retard, ar être en re-tard (il manque une éhéane) pourrait aboutir à unévénement atastrophique (par exemple, aident devoiture quand le frein ne répond pas dans les délaisrequis) pour de tels systèmes.
• ferme:Une système temps réel ferme est un systèmeembarqué qui peut tolérer de rares éhéanes ratés,mais si la fréquene des éhéanes ratées augmente,il peut donner lieu à un événement atastrophiquepour de tels systèmes (par exemple, dans les boulesde ontr�le une éhéane ratée oasionnelle peut êtretolérée, mais des éhéanes ratées fréquentes peuventamener le système à devenir hors de ontr�le).
• Mou:Un système temps réel mou est un système em-barqué qui aepte le fait d'avoir des éhéanes nonrespetées sans auune onséquene atastrophiques,mais ave une dégradation de la performane (parexemple, dans des systèmes multimédia de la per-formane diminue ave l'augmentation des éhéanes127



Chapter 6. Résumé françaisratées sans que ela n'aboutisse à un événement atas-trophique).Par onséquent, il est impératif de véri�er l'exatitudetemporelle du système automobile, ar ils font ertaine-ment partie des atégories de systèmes temps-réel men-tionnées i-dessus .6.5.1 Budget temporelLes onstruteurs et équipementiers (OEM) automobilesdéomposent le temps de latene de bout-en-bout totalentre les budgets temporels de haque ECU et les anauxde ommuniation, et négoie ensuite es budgets tem-porels ave les fournisseurs. Les fabriants ont besoind'a�eter es budgets temporels aux fournisseurs. Paronséquent, les onstruteurs doivent déider orrete-ment le budget temporel pour haque ECU et ommuni-quer le ahier des harges à l'étape initiale du développe-ment de l'automobile. Les OEM peuvent réviser les es-timations initiales de temps du "budget temporel" in-dividuels des fontions du véhiule, pour atteindre desperformanes optimales ou réduire le oût de l'ensembledu véhiule pendant que les fournisseurs a�nent la so-lution (les OEMs peuvent demander aux fournisseursd'ajuster ou d'améliorer le budget-temps). Par on-séquent, les équipementiers devraient être en mesure defaire de meilleures estimations pour l'a�etation des bud-gets temporels dès les premiers stades des projets. Leséquipementiers dans la pratique, par onséquent, peuventdéborder des systèmes existants (validés en utilisation)ave des règles spéi�ques au domaine pour estimer lesbudgets temporels, tels que:128



6.5. Le système temps-réel embarqué automobile
• La harge sur un réseau CAN automobile ne doit pasêtre supérieure à 30 pour ent.
• Une trame en attente de transmission depuis plus de
30ms est annulée.Toutefois, une telle approhe a des problèmes poten-tiels, tels qu'être sous-optimale et être dangereusementonçue, ave des problèmes qui peuvent être di�iles àreproduire et oûteux à réparer plus tard dans le yle dedéveloppement. Cependant, nous pouvons utiliser les in-formations temporelles de la oneption préédente (d'unsystème automobile) pour en déduire les propriétés tem-porelles d'un système à un stade préoe de la oneption,lorsque peu d'informations temporelles sont disponibles,e qui aide à mieux dimensionner le système. Nous pro-posons un modèle de e genre dans ette thèse, qui utilisele modèle probabiliste du tra� apériodique du développe-ment préédent d'un véhiule pour régler le tra� apéri-odique sur un développement atuel d'un véhiule.6.5.2 simulationsLa simulation est un outil pour véri�er la validité d'un sys-tème. Cependant, même si la oneption passe tous lestests ave suès, il n'est pas garanti que les propriétésde séurité seront respetées. Pour la véri�ation du pireas (pour les systèmes à séurité ritique), nous devonse�etuer des simulations exhaustives de la oneption.Les simulations utilisent le modèle logique du système(physique) pour imiter des hangements d'état en réponseà des événements aléatoires ou déterministes à des pointssimulés dans le temps. L'état du système hange sur labase de la desription donnée du système. La simulation129



Chapter 6. Résumé françaisd'un réseau peut être utilisée pour mesurer le temps deréponse de bout-en-bout des messages à travers le réseau.Dans la pratique, les simulations de logiiels sont utiliséesdans les premiers stades du yle de développement. Lessimulations sont également utilisées pour valider les mod-èles analytiques: temps de latene, l'oupation de la �led'attente, et. nous fournissant ombien de temps nousrestons dans la situation du pire as. En outre, les simu-lations sont également réalisées en ollaboration ave lesalulateurs lorsqu'il ommenent à être disponibles, HiL(Hardware in the Loop)2, pour valider le système.Cependant, les simulations ne peuvent pas être utiliséspour faire la véri�ation temporelle pour les systèmes quiont de exigenes de séurité et de ritiité. La raison estqu'il est di�ile de déterminer le pire des as à partir destraes de simulation, ar ils ne fournissent auune bornesur les résultats de performane.6.5.3 Les modèles analytiquesLes modèles analytiques de systèmes automobiles ont étédéveloppées et sont utilisées pour e�etuer des véri�a-tions temporelles. Ces modèles ombinent les ontraintesde ommuniation et de spéi�ations de messages (parexemple, les ativations) pour faire la véri�ation tem-porelle. Les modèles analytiques des systèmes automo-biles onsidèrent souvent les ativations périodiques etsporadiques des tâhes seulement. Par exemple, les mod-èles analytiques développés pour CAN sont utilisés poure�etuer la véri�ation temporelle des messages sur le busCAN en se basant sur les ativations périodiques ou spo-2Nous ne onsidérons pas d'autres méthodes de simulation omme HiL dans ette thèse.130



6.5. Le système temps-réel embarqué automobileradiques.Les modèles analytiques doivent garantir que les exi-genes temporelles de toutes les tâhes sont remplies, àsavoir le délai de ommuniation entre l'envoi d'un mes-sage en �le d'attente des tâhes, et la tâhe de réep-tion étant en mesure d'aéder à e message, doit êtreborné. Ce délai total est appelé le délai de bout-en-boutde ommuniation. Le délai de ommuniation de bout-en-bout est ensuite utilisé pour déduire la faisabilité dusystème. Par onséquent, il est d'une importane primor-diale, notamment pour les systèmes à séurité ritique,que la borne supérieure retournée par es analyses estune vraie borne supérieure.Toutefois, ertains modèles analytiques ont été prouvésd'être optimistes et don faux (surtout les modèles om-plexes non publiés), [Davis 2007℄. Ils ignorent l'impatdes limitations matérielles et les erreurs possibles des logi-iels embarqués. Certains de es modèles font une sures-timation, qui est pessimiste pour les appliations automo-biles à temp-réel mou.En outre, les modèles de véri�ation temporelséhouent à tout modéliser ave préision, par exem-ple, la prise en ompte de la politique d'attente utiliséedans un pilote de périphérique, temps de opie des mes-sages depuis le pilote du périphérique vers le matériel deommuniation, limitation des �les d'émission dans unmatériel, et.. De plus, les normes ne disent malheureuse-ment pas tout à e sujet, e.g., la spéi�ation du piloteAUTOSAR CAN.En outre, es modèles analytiques ne aratérisent pasle tra� réseau e�aement omme par exemple le tra�apériodique. Ces modèles d'analyse s'appuient générale-131



Chapter 6. Résumé françaisment sur des modèles de tra� périodiques ou sporadiquespour l'analyse pessimiste, basée sur des instanes ri-tiques des tâhes et des messages a�n de trouver les pro-priétés temporelles du pire-as et de tester les exigenesd'ordonnançabilité des tâhes / messages. Même si elleest appropriée dans ertains domaines d'appliation bienspéi�ques, ette approhe ne permet pas de répondre àbon nombre d'appliations dans un système hétérogèneomme elui de l'automobile, pare que, si les tempsd'arrivée sont apériodiques ave une variane élevée, ellepeut onduire à un sur-provision de ressoures au momentdu design. Ainsi, pour les systèmes temps réel (RTS) danslesquels l'ensemble tâhe/messages présente une variabil-ité importante des arrivées (apériodique), il est pratiquede développer une approhe qui tiens en ompte la na-ture stohastique des arrivées des tâhes/messages. Detelles approhes peuvent onduire à une rédution dras-tique de la quantité de ressoures prévues. Ce qui ramèneun système, onçu pour être analysable dans le domainetemporel, à une oneption potentiellement dangereuse,e qui est inaeptable en partiulier pour les systèmesautomobiles ritiques pour la séurité.6.6 Les questions de reherhe et les ontributionsCette thèse répond aux questions de véri�ation tem-porelle des systèmes automobiles et fournit des modèlesanalytiques et des lignes diretries de mise en ÷uvre desolutions à es problèmes dans un environnement automo-bile à séurité ritique. Nous enquêtons et fournissons desbornes étroites du pire-as à un paradigme de ommuni-ation mixte basé sur des messages apériodiques (proba-132



6.6. Les questions de reherhe et les ontributionsbilistes) et des messages périodiques, aidant ainsi à mieuxdimensionner des systèmes depuis leurs développements.Nous étudions également l'impliation de divers on-tr�leurs de ommuniation (où l'annulation d'un messageest impossible) sur le temps de réponse des messages quisont supposés être en �le d'attente-par la tâhe du niveauintergiiel avant d'être éhangée sur un réseau CAN etfournissons une borne serrée du temps de réponse desmessages. Nous intégrons également les over-head de lamise en ÷uvre, telles que le temps de opie, dans l'analysed'ordonnançabilité des réseaux CAN. Nous développonsaussi analyse probabiliste au niveau du système pour lesRTS basés sur les omposants ave un paradigme de om-muniation mixte omportant à la fois des arrivées proba-bilistes et déterministes. La plupart des analyses dévelop-pées dans ette thèse intègrent le onept de la séuritéfontionnelle basée sur les niveaux d'intégrité de séu-rité dans l'analyse du temps de réponse, a�n de garantirles niveaux de séurité requis. Chaque hapitre présenteune étude de as qui est évaluée en utilisant l'analysedéveloppée pour fournir une ompréhension des améliora-tions et des innovations que nos analyses ont amené. Pluspréisément, ette thèse tente répondre aux questions dereherhe suivantes:
• Q1 Comment e�etuer une analyse temporelle mixte(probabilistes et déterministes) d'un réseau de om-muniation automobile en vue d'un dimensionnementorret du système?� Q1a Comment modéliser les données apériodiquesprobabiliste?� Q1b Comment intégrer le modèle de données133



Chapter 6. Résumé françaisapériodiques dans l'analyse d'ordonnançabilité?� Q1 Comment faire en sorte que l'analyse garantitle niveau de séurité requis?Réponse: Nous fournissons une approhe probabilistepour modéliser le tra� apériodique et l'intégrationde elui-i dans l'analyse du temps de réponse avela partie déterministe, modélisée par des ativationspériodiques. Cette approhe permet au onepteurdu système de hoisir le niveau de séurité de l'analysefondée sur les exigenes de sûreté de fontionnementdu système. Par rapport aux approhes déterministesexistants, ette démarhe mène à une évaluation plusréaliste du WCRT et don à un meilleur dimension-nement de la plate-forme matérielle
• Q2 Comment un matériel et des implémentations logi-ielles di�érents a�etent le omportement temporeldans un réseau automobile?� Q2a Comment intégrer les over-heads des mise en÷uvre dans l'analyse d'ordonnançabilité?� Q2b Comment intégrer les e�et des �les de trans-mission limitées à l'analyse d'ordonnançabilité?� Q2 Quelles sont les lignes diretries pour les im-plémentations de pilotes de périphériques?Réponse: Nous fournissons une analyse des propriétéstemps-réel du message dans un réseau CAN ayantdes ontraintes matérielles et des over-heads dans lesmises en ÷uvre plus (temps de opie des messages).L'over-head, s'il n'est pas onsidéré, peut entraînerune violation du délai enouru en raison des latenessupplémentaires. Nous expliquons la ause de e134



6.6. Les questions de reherhe et les ontributionstemps de latene supplémentaire et étendons l'analysed'ordonnançabilité existante de CAN pour l'intégrer.Nous fournissons également des lignes diretries quipeuvent être utile pour la mise en ÷uvre de pilotesde périphériques CAN.
• Q3 Comment pouvons-nous e�etuer une analyse deperformane mixte (déterministe et probabiliste) etbasée sur des omposants, pour le dimensionnementdu système et la réutilisation des omposants, d'unsystème automobile?� Q3a Comment modéliser la omposante proba-biliste et son interfae?� Q3b Comment omposer les omposants mixtes(déterministe et probabiliste) dans un système?� Q3 Comment faire l'analyse des performanes dee omposant mixte du système ?� Q3d Comment faire en sorte que l'analyse garantitle niveau de séurité requis?Réponse:Nous fournissons une analyse des systèmestemps-réel omplexes impliquant la oneption baséesur les omposants et les modèles d'abstration. Nousavons développé une abstration qui fournit deuxmodèles probabilistes et déterministes pour les inter-faes des omposants en se basant sur des ourbeset des seuils de probabilité assoiées à es ourbes,e qui a aboutit à une analyse des systèmes temps-réel qui ont à la fois des omposants déterministes etprobabilistes. Cela a été fait en étendant le alultemps-réel au domaine probabiliste. L'analyse peuto�rir soit des garanties temps-réel dures ou molles135



Chapter 6. Résumé françaisselon les exigenes et les spéi�ations du système.Nous montrons également la �exibilité de l'analyse àprendre en ompte le niveau de ritiité de séuritérequis d'un système.6.7 RésuméCette thèse présente une analyse d'ordonnançabilité pourles systèmes automobiles et les réseaux intégrés, qui apour but de failiter la oneption éonomique et �ableet l'analyse des systèmes embarqués automobiles. Leadre est appliqué dans le domaine de l'automobile, envue d'un meilleur dimensionnement du système et d'unerédution du risque d'éhéanes ratées ausé par les limi-tations matérielles et les interférenes dues au tra� prob-abiliste. Les analyses sont présentées pour failiter laséurité-ritiité et l'intégration �exible du tra� prob-abiliste dans la modélisation du système.Nous avons ommené dans le hapitre 1 ave la dé�-nition du problème et la ompréhension des exigenes desanalyses dans les systèmes automobiles embarqués. Nousavons examiné l'état de l'art et nous avons présenté leslimitations en termes de manque de détails de modélisa-tion telles que, l'intégration des limitations matérielles, lesover-head de la mise en ÷uvre, la séurité et l'intégrationdes messages apériodiques. Cela nous a permis de om-prendre les points essentiels qui doivent être intégrés dansles analyses des systèmes automobiles embarqués, e quipourrait entraîner un meilleur dimensionnement du sys-tème.Dans le hapitre 2, nous avons développé une nouvelleapprohe pour intégrer le tra� apériodique dans l'analyse136



6.7. Résumédu temps de réponse. L'intérêt prinipal de la propo-sition, 'est que la surestimation du tra� apériodiqueest maintenue à un minimum qui permet enore au sys-tème de répondre à ertaines exigenes de sûreté hoi-sis. L'analyse développée peut être pessimiste en par-tiulier pour les messages ayant une priorité plus faiblelorsqu'il y a un grand volume de tra� apériodique. No-tons que nous avons pris omme hypothèse le pire-as deproessus d'arrivée lors de l'estimation des temps de pub-liation à partir de la trae des données. Le proessusd'arrivée estimé a la nature d'une rafale et sera visibleplus par les trames ayant une priorité inférieure. Il estpossible d'être moins pessimiste en modélisant haque �uxapériodique individuellement et en intégrant seulementles WAFs apériodiques ayant la plus haute priorité dansl'analyse d'ordonnançabilité. Cependant, nous royonsque ette approhe plus �ne n'est pas toujours pratiquear elle néessite des e�orts de modélisation importantset une quantité importante de traes de données. Nousavons fourni quelques shémas qui permettent de min-imiser le pessimisme ausé par les problèmes de prioritéstout en respetant le seuil de séurité et en étant aussipréis que possible (earter autant que possible le tra�apériodique à faible priorité).Dans le hapitre 3, nous avons fournit un modèle analy-tique pour l'analyse d'ordonnançabilité sur les ontr�leursCAN lorsqu'on onsidère un temps de opie de messages�ni et lorsque les �les de transmission ne peuvent pas êtreabandonnées. Les modèles développés dans e hapitrefournissent une ompréhension très importante des on-séquenes dues aux limitations arhiteturales dans CAN.Nous avons également développé une analyse de temps137



Chapter 6. Résumé françaisde réponse plus réaliste dans un as typique où les on-tr�leurs ont trois ou plus �les de transmission et n'ontpas la possibilité d'annuler les demandes de transmis-sion. Comme on le voit dans l'étude de as de la se-tion 3.4, la qualité d'implémentation et l'arhiteture dupilote d'un dispositif CAN peut avoir des onséquenes(inversion de priorité de message) sur le WCRT des mes-sages et nous fournissons quelques lignes diretries a�nd'éviter l'inversion de priorité de message. Cette anal-yse est d'un intérêt partiulier pour le seteur automobileoù de multiples fournisseurs de niveau 1 fournissent desECU prêt à l'emploi dans une automobile. Cependant,le manque de onnaissanes, au moment de l'intégration,sur les limitations du ontr�leur CAN utilisé ou le pilotedu périphérique fourni par les fournisseurs de niveau 1peut avoir des onséquenes graves.Dans le hapitre 4, nous avons développé un adred'analyse pour les systèmes temps-réel basés sur les om-posants. Nous avons d'abord dé�ni une version proba-biliste des interfaes d'un omposant basée sur des borneset des seuils probabilistes, à travers laquelle il devient pos-sible de modéliser à la fois les omposants déterministes etles omposants probabilistes. L'analyse de faisabilité ré-sultante est apable de faire fae à des systèmes inorpo-rant des arrivées probabilistes et déterministes. Le adreest assez souple pour supporter a) des spéi�ations in-omplètes, e qui peut être le as au début du yle deoneption et b) aux exigenes de faisabilité di�érentes:du temps-réel dur, néessitant des bornes déterministes,au temps-réel souple où les garanties probabiliste sontsu�santes. 138



6.8. Les travaux futurs6.8 Les travaux futursDans le hapitre 2, les résultats sont valables dansl'hypothèse que les inter-arrivées apériodiques sont in-dépendantes et identiquement distribuées. Dans la pra-tique, ette hypothèse peut être failement véri�ée àl'aide de tests statistiques tels que le test statistique BDS(Brok, Dehert, Sheinkman) mais il est lair qu'ellene peut pas être valide pour tous les types de sys-tèmes et de harges. Les travaux futurs devrait êtreonsarés à des études visant à déterminer une analysed'ordonnançabilité en présene de harges apériodiquesnon-i.i.d. Il serait également intéressant d'étudier, enl'ourrene par simulation, la façon dont l'éart par rap-port à la propriété i.i.d. in�ue sur la préision des résul-tats. En outre, il est intéressant d'inlure les as oinsdans les distributions à queue, peut-être par la théoriedes grandes déviations.Dans le hapitre 3, Comme on l'a vu dans l'étude deas de la setion 3.6, le hoix des priorités a un e�et telque le délai supplémentaire a été réduit. Par onséquent,omme travail future, il serait très intéressant d'étudierles shémas de on�guration de priorités qui pourraientréduire le délais supplémentaire dans le as où un messagesou�re du problème d'inversion de priorité. En outre,nous allons étudier le hoix des déalages sur les ECU a�nque les messages ne soient pas envoyés au mêmes instantsa�n de réduire les hanes d'inversion de priorité dans unontr�leur CAN. De plus, l'analyse devrait être étenduepour un as d'éhéane arbitraire tout en onsidérant lese�ets du temps de opie.Dans le hapitre 4, nous avons l'intention d'appliquer139



Chapter 6. Résumé françaisnotre proposition aux appliations distribuées à grandeéhelles, telles que les systèmes automobiles et avion-ique, et d'évaluer les résultats en termes de omplexité,d'étanhéité et d'expressivité par rapport aux autres for-malismes existants. Par ailleurs, explorer d'autres poli-tiques d'ordonnanement doit être pris en ompte, avele même raisonnement. Nous aimerions élargir e adrea�n qu'il puisse gérer et évaluer l'apparition d'événementsrares, par exemple par le biais de la théorie des grandesdéviations ou d'éhantillonnage d'importane. Il seraitintéressant d'appliquer e adre à une véritable étude deas et ensuite démontrer son expressivité.avenir proheDans un futur prohe je voudrais atteindre les étapes suiv-antes pour e travail:
• Mettre en plae un modèle probabiliste des arrivéesde tra� apériodiques, lorsque nous avons des distri-butions à queue et les as non iid.
• Mettre en plae un algorithme d'attribution de prior-ités pour le système ave des arrivées probabilistes etdéterministes, par exemple, fondé sur les attentes.
• Mettre en plae un algorithme d'attribution de prior-ités robuste qui tient ompte des inversions de prioritéet le retard supplémentaire qui en déoule.
• Mettre en plae un toolbox Matlab de modélisationet d'analyse pour un système basé sur les omposantsmixtes (probabilistes et déterministes).
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Shedulability Analyses for the Design of Reliable andCost-e�etive Automotive Embedded Systems7.2 Abstrat:Automotive embedded system is a distributed arhiteture of omputer-based ap-pliations. The proliferation of embedded systems in an automobile has broughtnumerous bene�ts; suh as replaement of old mehanial system with networkedeletroni sensor and atuators, for example, in appliations like adaptive suspen-sions. The replaement of mehanial systems with eletroni ones and the integra-tion of new funtionality in eletronis raises a serious onern; that is to provideguarantees that these embedded systems will be able to perform, even in harsh envi-ronments, partiularly in a safety-ritial system like an automobile.Moreover, theseomputer-based appliations demand timeliness, imposed by a physial proess.For example, to avoid a atastrophi event like a rash the braking appliationhas to meet the timing-onstraints. This implies that the time duration between theinstane of appliation of the brake (at brake pedal) and the instane of atuation atthe wheels of an automobile should be less than the deadline. Moreover, the brakingappliation is usually spread over number of embedded nodes, whih are ommu-niating with eah other using a shared ommuniation resoure. Therefore, it isimportant that we provide some guarantees that an appliation, individually andolletively, is meeting its timing onstraint; that is in the omposition of multipleembedded nodes. Moreover, the proliferation of omputer-based appliations alsoomes with an inreasing heterogeneity and omplexity of the embedded arhite-ture; whih lead to the inrease in the omplexity of the analysis for the automotivesystems.Therefore, there is an inreasing need to ensure that these automotive embed-ded systems meet temporal onstraints and provide safety guarantees during theirnormal operation or during ritial situations. This thesis aims at developing theshedulability analyses for automotive systems and embedded networks; with theaim to failitate, in a ost-e�etive and reliable manner, the design and analysisof automotive embedded systems. The analyses are developed and applied in theautomotive ontext; so as to redue the risk of deadline failure due to: hardwarelimitations; implementation overheads; and interferene due to probabilisti tra�.Keywords:Controller Area Network, CAN, real-time ommuniation, real-timeanalysis, sheduling, probabilisti analysis, omponent based system





Analyses d'Ordonnanabilite pour la Coneption de SystèmesEmbarqués Automobiles Fiables et Optimises7.3 Résumé:Automobile système embarqué est une arhiteture distribuée de l'ordinateur des ap-pliations basées sur. La prolifération des systèmes embarqués dans une automobilea apporté de nombreux avantages, tels que le remplaement du système méaniqueanienne ave apteur életronique en réseau et des ationneurs, par exemple, dansdes appliations telles suspensions adaptatives. Le remplaement des systèmes mé-aniques ave eux életroniques et l'intégration de nouvelles fontionnalités dansl'életronique soulève une grave préoupation, 'est de fournir des garanties que essystèmes embarqués seront en mesure d'e�etuer, même dans des environnementsdi�iles, en partiulier dans un système ritique pour la séurité omme un automo-bile.Moreover, eux-i l'atualité informatique appliations à la demande, imposéepar un proessus physique.Par exemple, pour éviter un événement atastrophique omme un aident de lademande de freinage doit répondre aux ontraintes de minutage. Ce qui impliqueque la durée de temps entre l'instane de l'appliation du frein (à la pédale de frein)et l'instane de l'ationnement au niveau des roues d'un véhiule automobile doitêtre inférieure à la limite. En outre, l'appliation de freinage est généralement ré-partie sur le nombre de n÷uds, qui sont embarqués ommuniants les uns ave lesautres en utilisant une ressoure de ommuniation partagée. Par onséquent, ilest important que nous fournissons des garanties que la demande, individuellementet olletivement, est atteinte de ses ontrainte temporelle; qui est dans la ompo-sition de plusieurs n÷uds embarqués. En outre, la prolifération des appliationsinformatiques est également livré ave une hétérogénéité roissante et la omplex-ité de l'arhiteture intégrée, e qui onduira à l'augmentation de la omplexité del'analyse pour les systèmes automobiles.Par onséquent, il ya un besoin roissant d'assurer que es systèmes automobilesembarqués répondre à des ontraintes temporelles et de fournir des garanties deséurité au ours de leur fontionnement normal ou lors de situations ritiques. Cettethèse vise à développer les analyses d'ordonnançabilité pour systèmes automobileset les réseaux intégrés, ave le but de failiter, d'une manière rentable et �able,la oneption et l'analyse des systèmes embarqués automobiles. Les analyses sontélaborées et appliquées dans le ontexte de l'automobile; de façon à réduire le risqued'éhe en raison de délai: les limites du matériel; frais généraux de mise en ÷uvre,et les interférenes dues à la irulation probabiliste.Keywords: Controller Area Network, CAN, du système de ommuniation tempsréel, analyse en temps réel, ordonnanement, analyse probabiliste, système à basede omposants
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