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Abstrat

Most of our daily ativities are arried out over the Internet, from �le-sharing and soial

networking to home banking, online-teahing and online-blogging. Considering �le-sharing as one

of Internet top ativities, di�erent arhitetures have been proposed, designed and implemented,

leading to a wide set of �le-sharing networks with di�erent performanes and goals. This digital

soiety enables as well users' pro�ling. As Internet users surf the World Wide Web, every sent

or reeived paket passes through several intermediate nodes until they reah their intended

destination. So, an observer will be able to determine where a paket omes from and where

it goes to, to monitor and to pro�le users' online ativities by identifying to whih server they

are onneted or how long their sessions last. Meanwhile, anonymous ommuniations have been

signi�antly developed to allow users to arry out their online ativities without neessarily

revealing their real identity.

Our ontribution is twofold. On the one hand, we onsider hybrid �le-sharing environments,

with a speial fous on widely deployed real-world networks and targeting two de�ned goals. The

�rst goal is to improve ontent indexation in the BitTorrent �le-sharing environment, enabling

BitTorrent ontent to be indexed in the Kad distributed has table and leading to a more robust

BitTorrent system. The seond goal is to improve ontent availability in the I2P �le-sharing

environment. We allow I2P users to anonymously aess publi BitTorrent ontent and we ob-

tain a fully anonymous �le-sharing environment, inluding anonymous ontent indexation and

anonymous ontent distribution.

On the other hand, we fous on the understanding of anonymous environments through exten-

sive monitoring. We haraterise the I2P network, targeting the entire anonymous environment

and its anonymous servies. We onsider di�erent aspets of the network, suh as the number

of users, their harateristis as well as the number of anonymous servies available. Through

long-term measurements on the network and along with di�erent orrelation analyses, we are

able to haraterise a small group of users using a spei� anonymous servie, suh as the users

from a partiular ity performing anonymous �le-sharing.

xv



xvi



Introdution

1





Chapter 1

General Introdution
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1.1 Context

Most of our daily ativities are arried out over the Internet, from �le-sharing and soial

networking to home-banking, online-teahing and online-blogging.

Considering �le-sharing as one of Internet top ativities, di�erent arhitetures have been

proposed, designed and implemented, resulting in a wide set of �le-sharing networks with di�er-

ent performanes and goals. These last years, these networks have been evolving, from entralised

approahes to fully deentralised systems. The BitTorrent network [8℄ used entral TCP-based

trakers to oordinate peers sharing di�erent �les. Later on, the system moved from TCP-based

trakers to UDP-based trakers so as to redue network overhead. Finally, the entire BitTorrent

arhiteture has reently shifted to a ompletely deentralised arhiteture, where two deen-

tralised trakers are available in the network. The other widely deployed peer-to-peer network,

namely the eDonkey network [9℄, has moved from a ompletely entralised arhiteture to a

fully deentralised environment, where a distributed hash table provides a double-indexation

mehanism, enabling a keyword-based searh engine.

Digital soieties bring with them the possibility of pro�ling users. As Internet users surf the

World Wide Web, all data pakets sent and reeived pass through several intermediate nodes

until they reah their intended destination. Although it is not always possible to sni� data

passing by an intermediate point, an observer an determinate where a data paket omes from

and where it goes to. Thus, these intermediate nodes an monitor users, determine whih server

they onnet to, how long their sessions last, where they onnet from. This allows intermediate

nodes to make a pro�le of users' online ativities. Anonymous systems have been designed to

enable users to arry out their online ativities without neessarily revealing their online identity,

like their IP addresses, in the proess. Anonymous systems have beome an intrinsi part of

nowadays ommuniations, driven by an enormous wave of governmental monitoring ativities,
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loose legislations regarding itizens' privay and di�erent privay infringement ases in online

ativities. Country-based bloking [10, 11, 12℄, nation-wide monitoring [13, 14℄ and on�itive

legislations against users' online privay [15, 16℄ have fostered Internet users to move towards

anonymous-based ommuniations.

Our sienti� ontent follows two axes, the wide set of �le-sharing arhitetures, their perfor-

mane harateristis and how these arhitetures an be exploited, on the one hand ; and that

growing anonymous-based Internet ommunity and how it an be monitored, on the other hand.

1.2 Problem Statement

Firstly, we onsider di�erent �le-sharing arhitetures and their properties. Top popular �le-

sharing networks, suh as the BitTorrent network or the Kad/Ed2k network have di�erent per-

formane properties. They have been studied from di�erent angles and have been optimised for

di�erent purposes. The Kad/Ed2k network has an exellent Kademlia-based ontent indexation

sheme, while the BitTorrent's download algorithm is known for its high performane. Therefore,

the hallenge is to determine how to onnet them, thus exploiting the best of both networks.

Nowadays, anonymous-aware ommuniations have led to the reation of di�erent losed

ommunities, suh as dediated anonymous �le-sharing networks. However, one of the weaknesses

of these systems is that they have been designed to preserve users' anonymity and not to aess

publi ontent ommunities, suh as the BitTorrent network. These two senarios lead to the

�rst point of our problemati, the study and analysis of hybrid �le-sharing arhitetures, and the

way we an take advantage of the di�erent aspets of urrent �le-sharing networks to build a

stronger �le-sharing environment.

Seondly, anonymous networks have been signi�antly developed

1

and more and more ser-

vies are available within these systems. A proper haraterisation of these systems is neessary

to understand their real use in urrent ommuniations and to determine whether these systems

are widely deployed or used only by a partiular set of users. In terms of seurity, it is impor-

tant to determine whether this haraterisation presents an anonymity risk for these systems.

This leads to the seond point of our problemati, the proper haraterisation of anonymous

environments.

1.3 Contributions

Our ontribution is twofold. In the �rst plae, we propose two hybrid �le-sharing arhite-

tures, designed to improve ontent indexation within the BitTorrent �le-sharing environment

and to improve ontent availability in the anonymous I2P �le-sharing environment. Then, we

aim at haraterising a hosen anonymous environment, targeting the I2P network. Figure 1.1

summarises these ontributions and presents the relationship between them.

Hybrid peer-to-peer �le-sharing environments

We fous on hybrid �le-sharing environments, espeially on widely deployed real-world net-

works, searhing two de�ned goals. The �rst goal is to improve ontent indexation in the Bit-

Torrent �le-sharing environment by enabling BitTorrent ontent to be indexed in the Kad DHT.

1. The Tor network has tripled its user-base in the last three years, while the I2P anonymous network has

doubled its user-base in the last year. Statistis from https://metris.torprojet.org and http://stats.i2p.

in/, respetively. Last visited on 08/2013.

4

https://metrics.torproject.org
http://stats.i2p.in/
http://stats.i2p.in/
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Figure 1.1 � An abstrat view of our ontributions

The seond goal is to improve ontent availability in the I2P �le-sharing environment by enabling

I2P users to aess BitTorrent ontent anonymously. This would lead to a fully anonymous �le-

sharing environment, inluding anonymous ontent indexation, as well as anonymous ontent

distribution.

Improving ontent indexation in the BitTorrent �le-sharing environment

The BitTorrent network has shifted to a fully deentralised arhiteture using a Kademlia-

based DHT to support its operation. Although Kademlia is a well-studied and mature system,

BitTorrent uses a highly vulnerable implementation whih remains open to di�erent attaks.

Moreover, the urrent implementation of the BitTorrent's deentralised arhiteture enables a

single level of indexation, storing peers that are sharing a given ontent, i.e. enabling a ontent-

to-soures mapping.

At �rst glane, the Kad network has a two-level indexation mehanism, whih is su�ient to

store BitTorrent's ontent-to-soures mapping, while additionally providing an extra keywords-

to-ontent mapping. This extra mapping would enable a fully-distributed keyword-based lookup

servie for the BitTorrent infrastruture, whih is urrently missing, and would provide a more

seure indexation mehanism.

Considering this solution a bit more in detail,we an laim that Kad users would bene�t

from this sheme as well: the BitTorrent network ounts tens of millions of users, who ould

interat with Kad users, improving their performane of download. Figure 1.2 illustrates this

hybrid �le-sharing arhiteture, where di�erent network meeting points are used to interonnet

both networks.

We propose the �rst hybrid �le-sharing model for the BitTorrent and the Kad/Ed2K networks.

We introdue a more robust ontent indexation mehanism within the BitTorrent system, while

enabling a bidiretional interation between Kad/Ed2k and BitTorrent users.

Improving ontent availability in the I2P �le-sharing environment

Current ommuniations have shifted to a more anonymous state, where anonymous �le-

sharing aounts for a onsiderable part. We fous on the I2P anonymous �le-sharing environment

and the interation with a publi environment, with the goal of improving ontent availability

within this anonymous system.

We propose a hybrid �le-sharing model, enabling the I2P �le-sharing environment to inter-

at e�iently with the BitTorrent network, thus improving ontent availability within the I2P

network. This hybrid model guarantees a fully anonymous ontent indexation, as well as an
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Figure 1.2 � Improving ontent indexation in the BitTorrent �le-sharing environment

anonymous ontent distribution sheme, where I2P users aess an BitTorrent ontent while

maintaining their anonymity in the proess.

Figure 1.3 � Improving ontent availability in the I2P �le-sharing environment

Figure 1.3 depits our hybrid �le-sharing model, where the same oneptual network meeting

points are used to allow I2P users to interat with BitTorrent users. I2P users aess these meeting

points anonymously, ahieving an anonymous ontent distribution. The I2P's Mainline DHT is

used to index BitTorrent ontent, obtaining an anonymous ontent indexation, orresponding to

the seond step towards a fully anonymous �le-sharing environment.

Charaterisation of anonymous environments

We aim at understanding anonymous environments via extensive monitoring. These environ-

ments deouple a user's real identity from the assigned system's identity, thus enabling users to

aess di�erent servies anonymously, suh as anonymous �le-sharing or anonymous web sur�ng.

We target the entire I2P anonymous environment, whih inludes a wide range of anonymous

servies. We onsider di�erent aspets of the network, suh as the number of users, the number of

anonymous servies available and the geographial harateristis of the users. Through di�erent
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orrelation analyses, we were �nally able to haraterise a small group of users using a spei�

anonymous servie, suh as the users from a partiular ity performing anonymous �le-sharing.

Figure 1.4 � Charaterisation of the anonymous I2P environment

Figure 1.4 provides a glimpse of our ontribution. Monitoring nodes are distributed through-

out the system, onstantly olleting basi network information, whih is kept in di�erent databases.

Data is then proessed to generate di�erent network measurements, inluding orrelation analyses

between anonymous servies and users.

We propose the �rst appliation-level study of the anonymous I2P network and provide the

�rst group-based haraterisation approah. Our �ndings have improved the I2P anonymous

network to a more seure state, where I2P's designers modi�ed di�erent network parameters,

hardening, yet not avoiding, our monitoring approah.

Manusript organisation

This manusript is organised in three parts. The �rst one orresponds to the state of the art,

while the last two parts present our ontributions.

1.3.1 First Part: State of the art

The �rst part of this doument onsiders all the onepts and previous works neessary to

understand our ontributions and their framework. This setion is divided into three hapters.

Chapter 2 desribes Kademlia-based distributed hash tables, their main omponents and

routing algorithms. We onsider two foremost points within Kademlia-based distributed hash ta-

bles. On the one hand, we desribe di�erent monitoring tehniques for these systems, from passive

to ative approahes, suh as distributed probes or rawling. On the other hand, we deal with

seurity issues within these systems, mainly fousing on two widely deployed implementations,

namely the Kad network and the BitTorrent's distributed trakers.

Chapter 3 presents ooperation shemes between overlay networks, more spei�ally among

�le-sharing networks. We �rst introdue di�erent interonnetion models for general overlay

networks, whih generally aim at improving the routing performane. We desribe the interon-

netion of heterogeneous �le-sharing networks, i.e. networks operating over di�erent protools.
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Finally, Chapter 4 presents anonymous environments urrently deployed, like the Tor net-

work and the I2P network. We onsider a �rst approah where anonymity is �tted into a non-

anonymous �le-sharing network by means of an external anonymous system, e.g. by using the Tor

network to anonymise the BitTorrent tra�. The seond approah fous on dediated anonymous

�le-sharing systems, suh as Freenet or GNUnet. We desribe di�erent monitoring tehniques of

these anonymous systems, and the legal impliations at stake when onduting this kind of

monitoring.

Chapter 2 and 3 provide the bakground onepts for our ontribution on hybrid peer-to-peer

�le-sharing arhitetures. Chapter 4 introdues the onepts underlying our seond ontribution:

the haraterisation of an anonymous environment.

1.3.2 Seond Part: Hybrid peer-to-peer �le-sharing arhitetures

The seond part of this doument desribes our �rst ontribution, namely the analysis and

evaluation of a hybrid peer-to-peer �le-sharing arhiteture and it is organised in two hapters.

Chapter 5 analyses a hybrid approah between the Kad/Ed2k and the BitTorrent networks,

aiming at improving ontent indexation within the BitTorrent �le-sharing environment. We �rst

introdue a omprehensive analysis omparing the Kad DHT and the main BitTorrent's deen-

tralised traker. Then, we ondut a performane analysis omparing the algorithm of download

of both Ed2k and BitTorrent networks. Finally, we bring forward our abstrat hybrid �le-sharing

model, whih is instantiated with both the Kad/Ed2k and the BitTorrent networks.

Chapter 6 desribes the interation between the I2P anonymous �le-sharing environment

and the publi BitTorrent �le-sharing environment, aiming at improving ontent availability

within the I2P network. We instantiate our abstrat hybrid �le-sharing model using these two

networks, enabling I2P users to aess publi BitTorrent ontent anonymously, while still having

the apaity to index BitTorrent ontent within I2P's deentralised traker, resulting in a fully

anonymous �le-sharing environment.

1.3.3 Third Part: Charaterisation of anonymous environments

The third, and last part, of this thesis desribes our seond ontribution, i.e. the harateri-

sation of a widely deployed anonymous environment, and is divided into two hapters.

Chapter 7 introdues I2P's metadata database, a Kademlia-based distributed hash table and

detail how we exploited it and plaed a set of distributed monitoring nodes on the system. Finally,

we show how this metadata was analysed to suessfully haraterise I2P's users and servies.

Chapter 8 analyses the interation between I2P anonymous and I2P BitTorrent-like lients

by applying Pearson's orrelation oe�ient. Di�erent ase studies are onduted to determine

to what extent users ontributed to the ativity of a given appliation.
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Chapter 2

Kademlia-based hash tables: Priniples,

monitoring tehniques and seurity
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2.1 Introdution

A DHT or distributed hash table is a distributed storage system enabling the indexation of

<key,value> pairs like in a regular hash table. This struture relies on distributed nodes to store

data, where every node is responsible for maintaining a subset of all key-value mappings. Due to

the dynami nature of nodes in the system, values are repliated in several nodes to deal with

ontinuous nodes' arrival and departure.

Distributed hash tables are widely used in peer-to-peer infrastrutures to support ontent

indexation. For instane, the widely deployed BitTorrent network [17℄ uses a DHT-based im-

plementation [18℄ for indexing <ontent,peers> pairs, where every online peer in the network
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beomes a node in the distributed hash table. Therefore, by querying the distributed hash table,

we an determine whih peers are sharing a spei� ontent. The Kad network, another popular

peer-to-peer network, is based on a DHT system to support its double-indexation mehanism,

where <keyword,ontents> and <ontent,peers> pairs are stored in the system, enabling a

distributed keyword-based searh system.

In this hapter, we �rst introdue the onept of distributed hash table and its priniples,

followed by a desription of the best known DHT arhitetures, with a spei� fous on Kademlia

[19℄. Then, we desribe a set of passive and ative monitoring tehniques for Kademlia-based sys-

tems and di�erent monitoring experiments on the Kad network and the BitTorrent's distributed

trakers. We detail how these systems are exploited and whih resoures are needed to perform

suh monitoring. Finally, we present di�erent seurity issues of Kademlia-based DHT.

2.2 Priniples of a DHT

We �rst present the main omponents of a distributed hash table, its keyspae and the

organisation of the partiipants. We then onsider the proedure to store data within the system.

2.2.1 Main omponents of a distributed hash table

A distributed hash table has basially two main omponents: a keyspae and a mehanism to

organise the partiipants.

Keyspae

The keyspae is the set of possible values used to identify the di�erent elements (keys, values

or nodes) in a DHT. It is given by the hashing funtion used to map keys to the assoiated

values. For instane, a SHA1 hashing funtion [20℄ leads to a 160-bit keyspae whereas a MD5

funtion [21℄ produes a 128-bit keyspae. Within a DHT, the keyspae is split among all nodes

on the system. Thus, every node is responsible for a subset of the entire keyspae and stores

data related to that setion of the keyspae. As partiipants are more or less dynami within the

system, the keyspae is onstantly re-partitioned and re-assigned among urrent online nodes.

Organisation

DHT nodes are organised in an overlay network where a node maintains a routing table. To

deide whether a node is neighbour with another node, a distane funtion is used. The Kademlia

DHT uses the XOR funtion between two nodes' identi�ers to determine how lose these two

nodes are. One the nodes in the system are ordered aording to their distane, a Kademlia

node an maintain its routing table with a bigger set of loser nodes and just fewer distant nodes.

2.2.2 Data storage proedure

A simpli�ed DHT storage and searh proedure works as follows: let's assume the MD5

funtion is used and a video �le my_video.mpg has to be stored. The MD5 hash of the �lename

is generated, produing a 128-bit long k key and then a message STORE(k,my_video.mpg) is

dispathed to the losest node known in the DHT (in term of distane). This node forwards the

message until it reahes the node responsible for indexing the key k, who �nally stores the �le.

To searh for the video �le, the proedure is exatly the same exept that a GET(k) message is

issued, and the node responsible for the key k returns the video �le.
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To avoid loss of data due to nodes joining or leaving the DHT, some distributed hash table

implementations use a repliation sheme. Considering the previously mentioned example, the

video �le will be stored in a set of nodes instead of in a single node. This set onsists in the x

losest nodes to a given key k, where the value of x depends on the implementation of the DHT,

normally osillating within a range of tens of nodes. These harateristis make DHTs a good

solution when seeking for a salable and fault tolerant distributed storage system.

2.3 Kademlia distributed hash table

The �rst generation of peer-to-peer �le-sharing networks was built on entral diretories and

used ostly �ooding strategies to loate other nodes in the systems. More reent arhitetures

are based on a distributed approah instead, employing distributed hash tables. The most rele-

vant DHT designs inlude Kademlia, Chord [22℄, CAN [23℄ and Pastry [24℄. We only study the

Kademlia protool, sine it is the protool of the peer-to-peer system under onsideration in our

thesis.

Kademlia is a distributed hash table based on the XOR logi funtion to ompute distanes

between nodes. It was proposed in 2002 and sine then it has been applied in di�erent real-world

systems, suh as the Kad network.

2.3.1 Keyspae and k-bukets

Kademlia uses 160-bit long IDs for nodes, keys and values, whih are obtained from the SHA1

hashing funtion. In order to ompare two di�erent identi�ers, the XOR logi funtion is applied

as follows: given ID1 and ID2, the distane between them is the d(ID1,ID2) = ID1 ⊕ ID2 and

interpreted as an integer value.

Kademlia's routing table is organised aording to the distane between nodes' identi�ers.

Assuming a 160-bit keyspae and for every i, where 0 ≤ i <160, a node maintains di�erent lists

up to k of other nodes with distane between 2i and 2(i+1)
from itself. These lists are alled

k -bukets. Nodes are widely spread in the keyspae and therefore lower k -bukets, i.e. for small

values of i, ontain fewer nodes, while higher k -bukets ontain more nodes.

Figure 2.1 shows an example of a node's routing table. Let's onsider a 3-bit keyspae,

resulting in a maximum of 23 nodes and let's assume k = 3, obtaining 3 -bukets and a maximum

of three nodes per buket. We are analysing node 001, whih knows all nodes on the system,

exept for nodes 011 and 110. Considering that the keyspae is 3-bit long and therefore 0

≤ i <3, we have three di�erent 3-bukets whih we will all 3 -buket(0), 3 -buket(1) and

3 -buket(2). The �rst buket stores nodes' IDs with 0 bits in ommon with the node identi�er ;

the seond buket stores nodes' IDs having a pre�x of 0XX (only the �rst bit in ommon) ; �nally

the last buket stores nodes' IDs with pre�x 00X (the �rst two bits in ommon).

Kademlia routing table is updated in an opportunisti manner: every time a node reeives

a message from a remote node N, it updates the information of N in the routing table. In our

example, if node 001 reeives a message from node 110, whih is not yet known, the routing

table needs to be updated. Node 110 is a andidate for the 3 -buket(0). However, this buket

is full and assuming nodes 100, 101 and 111 are always responding to PING messages, the new

node 110 will not be inserted in the routing table.

2.3.2 Kademlia operations

There are 4 di�erent messages in the Kademlia network, PING, STORE, FIND_NODE and FIND_VALUE.
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Figure 2.1 � An example of a Kademlia routing table and a three-bit long keyspae

The ping message heks whether a node is online or not. The store message informs a node

when it has to store a value. A �nd_node message allows a peer to retrieve a list of nodes lose

to a key. A Kademlia node reeiving a �nd_value message returns the same information as in a

�nd_node message, exept if this node has previously stored a value for that key, in that ase it

returns the stored value.

Loating the losest nodes to a given key is the most important proedure in Kademlia and

is alled a node lookup. It onsists in reursively searhing for the k losest nodes to a spei�

key. To improve fault tolerane, Kademlia uses α parallel �nd_node messages, where α, along

with k, are system-wide values, normally k = 20 and α = 3.

Kademlia's storage proedure is implemented on top of the node lookup proess by onduting

a node lookup �rst, and one a list of the k losest nodes is retrieved, a store message is issued

to eah node.

2.3.3 Management of nodes' arrival and departure

Kademlia has an e�etive and loose keyspae management, where the XOR logi funtion

is used to ompute distanes and determine whih set of nodes has to store a given key. This

feature along with a regular republiation of keys, whih a user is responsible for, maintains a

simple routing approah. There is no keyspae reassignment upon a node departure or arrival.

However, by repliating data stored on the system, Kademlia e�iently deals with hurn, greatly

reduing the load of keyspae management [25℄.

However, in the unlikely ase that all Kademlia nodes storing a given key fail, the key will be

unreahable until a new re-publiation takes plae. For high-demanding peer-to-peer appliations,

an unreahable key an be a major inonvenient. An ative mehanism to maintain the routing

table updated is more suitable for ritial distributed appliations, where a key needs to be

anyhow aessible. Therefore, Kademlia-based distributed hash tables are a good option for

non-ritial distributed systems, suh as the BitTorrent's distributed trakers.

2.3.4 Current implementations

We take into onsideration two widely deployed implementations of Kademlia-based systems.
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The Kad network

The Kad network is probably the most known of Kademlia implementations. The Kad net-

work

2

is a peer-to-peer �le-sharing network whih uses an UDP-based Kademlia implementation

to support its double-indexation mehanism. Pairs <keyword,ontents> and <ontent,soures>

are stored in the network, where a user an searh for a ontent using a keyword (�rst level of in-

dexation) and then, one the desired ontent has been found, an searh for the ontent's soures

(seond level of indexation).

The Kad network implements the Kademlia protool through UDP messages, along with a

128-bit keyspae generated by the MD5 hashing funtion. One major di�erene with the original

Kademlia protool lies in an interative node-lookup proess, instead of the initially proposed

reursive proedure. A seond di�erene lies in a systemati proess to update its routing table,

where every k -buket is heked one an hour.

The BitTorrent network

The BitTorrent network is another peer-to-peer network that employs a Kademlia-based

implementation to support its indexation mehanism. The Mainline DHT [26℄ is the BitTorrent

trakerless approah, whih aims at replaing its entral trakers. The Mainline DHT enables a

single level of indexation, ontrary to the Kad network, enabling only <ontent,soures> pairs

to be indexed. This fores BitTorrent's users to use an o�-band mehanism to replae the missing

�rst level of indexation, where torrent �les are retrieved aording to keywords.

A seond trakerless Kademlia-based implementation named Vuze DHT [27℄ is available as

well. This DHT is similar to the Mainline DHT. However, the Vuze distributed hash table is

only used by the Vuze lient (formally named Azureus) and is therefore inaessible to the rest

of BitTorrent's lients.

2.4 Approahes for the monitoring of Kademlia-based DHTs

Due to the wide deployment of Kademlia-based systems, several monitoring tehniques have

been proposed. In this setion, we review approahes for monitoring real-world Kademlia-based

implementations: the Kad network and the BitTorrent's distributed trakers, aiming at evaluating

how e�etive these approahes are and what kind of data an be retrieved from the network.

2.4.1 Passive monitoring tehniques

In passive monitoring, network behaviour is not disturbed or modi�ed by the monitoring

itself. The monitoring nodes behave like normal network nodes and they do not generate extra

network tra� nor disrupt the existing nodes.

This approah onsists in one or more distributed probes olleting and storing network tra�

as it passes through the nodes, suh as the network messages, the seen nodes or the uptime of

nodes. The main advantage of this approah is the transpareny during monitoring. Sine there is

no ative involvement from the monitoring nodes, monitoring an hardly be deteted. However,

the main disadvantage of this approah is that idle nodes do not send any kind of information

and therefore are not deteted during the monitoring, leading to a partial view of the network.

2. The Kad network is the distributed hash table supporting ontent's indexation for the eDonkey network.

This ontent indexation/distribution sheme is used for di�erent peer-to-peer lient, suh as aMule and eMule.

Throughout this doument we refer to this sheme as Kad/Ed2k or simply as the Kad network, even if it inludes

the eDonkey network as well.
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Figure 2.2 � Distributed probes and their assigned network zones

In a distributed environment like Kademlia, the only feasible manner to ondut a passive

monitoring is to be part of the network itself. A straightforward example is the built-in population

estimator of the aMule lient, where an estimation of the number of users in the network depends

on the density of nodes in the lient's loal routing table. Moreover, based on his/her routing

table and in the normal protool operation (like the regular ping messages issued by the lient),

the lient determines the uptime of every seen node. Thus, the lient omputes a set of statistis

about the network, only from information gathered by partiipating on the system.

Distributed probes

Figure 2.2 shows the main onept of distributed probes: eah probe gathers information

about its network zone. Thus, by plaing a group of probes around the network, we an obtain

a general view of it.

Distributed probes require that the monitored network allows nodes to be freely plaed.

Kademlia enables to freely hoose a node identi�er and therefore its plaement within the dis-

tributed hash table. Thus, the distributed probes an be plaed perfetly in partiular network

zones. Choosing a node's identi�er freely in the network has a seond advantage: probes an

target spei� network zones. In Kademlia, a distributed probe will gather information around

its own part of the keyspae, of eah store message it reeives, for instane.

In the Kad network, Memon et al. [28℄ developed a distributed monitoring approah alled

Montra, based on distributed probes. Their approah aimed at reduing network disruption when

apturing network tra�. These monitoring nodes, orminimally visible monitors aording to the

authors, are designed to target a spei� point in the Kad keyspae by only answering messages

from the target and ignoring the rest of messages from the network, thus beoming invisible to

the rest of nodes.

Steiner et al. [29℄ proposed a less elaborated monitoring approah for Kad alled Mistral.

Mistral is similar to Montra in the sense that it uses a large number of distributed probes to

apture network tra�. However, it laks any analysis of nodes plaement, resulting in twie as

muh monitoring nodes than Montra and produing a major disruption in the network.

Cholez et al. [30℄ onduted a ontent-based monitoring on Kad based in few (∼ 20) dis-
tributed probes, using the PlanetLab testbed

3

. The authors targeted a spei� key in the Kad

keyspae, whih was mapped to a value/ontent, similar to the Montra tool. As a result the

authors were able to measure e�iently di�erent harateristis for a spei� ontent, suh as

the �rst publish message to suessive request messages and download messages.

Falkner et al. [32℄ onduted a set of measurements on the Vuze DHT, providing insights about

the hurn, the messages overhead, the routing table inonsistenies, and the lookup performane,

among others. The authors used, although brie�y detailed, a distributed monitoring arhiteture,

whih inluded as muh as 250 PlanetLab nodes.

3. PlanetLab is a researh testbed with urrently 1000+ distributed nodes [31℄.
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Figure 2.3 � Centralised/Distributed rawling

Inreasing the number of distributed probes around the network inreases the total network

overage and therefore improves the monitoring results. However, a large number of probes in

the network hanges the density of nodes in the network, altering the real image of the network

as determined by Memon et al. [28℄. Therefore, the number of distributed probes is a tradeo�

between the network overage sought and the network distortion we are willing to aept.

2.4.2 Ative monitoring tehniques

In ative monitoring, dediated nodes atively san the network and probe every node. How-

ever, as the monitoring nodes do not behave as normal nodes produing a high number of

outgoing messages and onnetions to external nodes, the olleted data an be biased and may

not represent the network state properly.

Crawling

Crawling is one of the best known ative monitoring tehniques. The monitoring nodes in-

teratively disover new nodes through neighbours of known nodes. That way, exploring the

network graph leads to a network snapshot : a preise view of the network at a partiular point of

time. The distribution of values among the nodes on the network is not disturbed by this ative

monitoring approah, beause the data stored in every node is not re-assigned to other nodes.

Yet, additional messages are issued from the monitoring nodes, thus inreasing network tra�.

Crawling an be performed from a single mahine or from several distributed mahines. The

�rst ase is the most usual, sine it does not require any type of aggregation among distributed

nodes and generally ahieves good performane in analysing setions of the network. On the

ontrary, distributed rawling an target several disjoint parts of the network at the same time,

inreasing network overage but inurring in additional aggregation osts. An alternative of a

full rawl is a partial rawl, where only a partiular region of the network is analysed. Figure

2.3 illustrates a simpli�ed view of these two approahes, where the keyspae is represented as a

linear spae only for ease of visualisation. In the entralised rawling, the rawler knows node A

and ontats it to disover further nodes. Node A responds with two nodes, B and C. The rawler

ontats these two nodes to disover further network nodes. This proedure is repeated until no

new nodes are disovered. In a deentralised rawling, every distributed rawler performs the

same proedure, but for a smaller part of the network.

Crawling has di�erent requirements. On the one hand, it an only be done if the network

nodes an be inquired remotely: Kademlia nodes aept a �nd_node message, returning a list of
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the losest nodes known for a given key, whih allows a monitoring node to disover new nodes.

Crawling annot be arried out in a network where messages are aepted only from a partiular

subset of nodes, like in friend-to-friend networks. On the other hand, rawling is expeted to

generate a snapshot of the network. Therefore, if this proess is slower than hanges ourring in

the network, suh as its topology, the resulting snapshot might not be aurate enough. In that

ase, a distributed rawl or a partial rawl an be used to speed-up the proess.

In Kademlia-based networks, rawling is ahieved by iteratively issuing �nd_node messages

to disover nodes and gathering their neighbours. This proess is repeated until no new nodes

are found and every node has been queried. If the dynami of peers is slower than the rawl

itself, the resulting snapshot is a omplete view of the network's users.

Regarding the Kad network, Stutzbak et al. [33℄ onduted a omplete study on the Kad

network to haraterise hurn

4

in the network based on a distributed rawler alled Cruiser.

Cruiser operates a master-slave arhiteture, with di�erent distributed instanes of the rawler

that analyse disjoint setions of the Kad DHT, improving rawling performane through paral-

lelism.

Steiner et al. [34℄ onduted an ative monitoring in the Kad network based on a straight-

forward rawler alled Blizzard. They suessfully rawled the entire Kad keyspae using two

di�erent instanes of the same rawler from two di�erent physial mahines.

Considering the BitTorrent's distributed trakers, Wolhok et al. [35℄ developed ClearView, a

entralised rawler for the Vuze DHT. ClearView deploys a large number of monitoring nodes in

the network from a single physial mahine targeting a spei� network region. After a ertain

period of time (usually 30 minutes), these monitoring nodes are re-loated in the network, tar-

geting a new region, thus rawling the entire Vuze DHT from a single mahine, in a hop-by-hop

fashion.

Jünemann et al. [36℄ presented BitMON, a entralised partial rawler for the BitTorrent's

Mainline DHT. BitMON repeatedly rawls a single partition of the network and determines the

size of the network, the ountry of the users, and the most used ports, among others. BitMON

automatially arries out an analysis of the data gathered and plots it.

Steiner et al. [37℄ extended their Kad rawler, Blizzard, so that it ould operate with the Vuze

DHT. They presented statistial values of the network, suh as the uptime of nodes, the software

versions and the geographial distribution of nodes.

2.5 Seurity issues on Kademlia-based DHTs

Seurity analyses have been extensively arried out in Kademlia-based DHTs, from single-

mahine attaks to more omplex distributed attaks. Along with these studies, several solutions

have been proposed to ope with these attaks. In this setion, we start with brie�y reviewing a

general attak in the ontext of DHTs, namely the Sybil attak. Then we onsider attaks on real-

world implementations of the Kademlia protool, namely the Kad network and the BitTorrent's

distributed trakers.

2.5.1 The Sybil attak

The Sybil attak, �rst introdued in 2002 by Doueur [38℄, is probably the most best known

attak in the literature against DHTs, even if it does not only target these systems. In its basi

4. Churn or Churn rate an be interpreted as the dynami of peers, i.e. the arrival and departures of partii-

pants, and is one of the main harateristis in peer-to-peer environments [33℄.
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form, a Sybil attak takes advantage of the lak of entity-to-identity management, where a

physial entity an reate several logial identities, taking ontrol of a portion of the system, or

even of the entire system. Doueur states that, without a entral authority in harge of issuing

identities, it is almost impossible to avoid this kind of attak on distributed environments suh

as peer-to-peer networks.

Urdaneta et al. [39℄ onduted a rather omplete survey on defene mehanisms against the

Sybil attak. The authors lassi�ed the defene mehanisms into six groups: entralised erti�-

ation authorities, distributed erti�ation mehanisms, identi�ation shemes based on physial

network harateristis, soial networks, omputational puzzles and game theory approahes.

One solution against a Sybil attak is the use of a entral omponent for identity authen-

tiation. Centralised authorities are supposed to be trusted by every network partiipant and

they should be able to ensure a valid entity-to-identity mapping on the system. Nevertheless, a

entral authority is an obvious target of attaks and, along with its high maintaining osts, it is

not always suitable as a solution against Sybil attaks.

A distributed approah seems to better �t a DHT than a entral authority but, due to the lak

of mutual trust in a distributed environment and to the redued view of the network, as stated

by Urdaneta et al., these defene mehanisms are unable to fully prevent a Sybil attak, only

mitigate its e�ets. Dinger et al. [40℄ presented a distributed approah alled self-registration,

where node identi�ers are assigned in a distributed fashion aording to their IP addresses, yet

leading to a probabilisti Sybil-resistant approah. Mashimo et al. [41℄ improved the former

approah by employing a loal trust mehanism, maintaining the Sybil protetion even against

an important inrease of attakers.

Network harateristis, suh as round-trip-times from di�erent network nodes, an be used

to assess whether two logial identities orrespond to a single physial entity or not. Wang et al.

[42℄ proposed the use of a net-print to identify a node within a network, where a loal round-

trip-times vetor is omputed and ompared with another vetor from random nodes. A heating

node an be deteted by omparing both vetors.

The use of soial information as an enhaning mehanism has been proposed to deal with

Sybil attaks. These approahes bind a logial identity to a physial entity, avoiding multiple fake

identities from a single entity. Yu et al. [43℄ proposed SybilLimit, an improved solution to their

previous SybilGuard protool [44℄, whih uses existing soial information (suh as an extended

version of the DBLP bibliography database) to develop a Sybil-resistant routing protool.

Computational puzzles, also introdued as Resoure testing by Levine et al. [45℄, aim at

proving network nodes with highly-demanding omputational puzzles, assuming that an attaker

has less omputational resoures than a normal network node, sine several logial identities are

dependent on the same physial entity. However, the omputational puzzles approah might only

work if all identities are proven in a simultaneous way as stated by Doueur [38℄, and it requires

that honest nodes ontinue to ompute these puzzles in order to remain on the system.

Finally, game theory-based approahes [46, 47℄ pretend to impose a utility model, whih often

needs to use a sort of a urreny in the system. Sine the utilisation of a money urreny within

a distributed environment is highly omplex, these approahes have remained theoretial and

have not been deployed in any large distributed system.

The next two setions introdue real-world attaks on large deployed DHTs, along with their

solutions.
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2.5.2 Attaks in the Kad network

The Kad network has been studied from di�erent angles, inluding its lookup protool, ontent

retrieval performane and seurity aspets. In this setion, we fous on the seurity issues of the

network, whih have been widely investigated, leading to major hanges in the protool during

the last years. We onentrate on three attaks, namely a Spy attak, an Elipse attak and a

DDoS attak.

A Spy attak an be onsidered as an improved passive monitoring, sine it does not a�et

the behaviour of the network, nor the Kad nodes. It is only intended to gather information about

a partiular network zone, suh as publish or searh requests. An Elipse attak, on the ontrary,

has an impat on the network. Sybil nodes are plaed loser than any other node to a spei�

key in the Kad keyspae and, due to Kad routing protool, every message onverges to the Sybil

nodes. These Sybil nodes an hoose not to answer these requests, produing an elipse on that

partiular key: normal nodes searhing for that key will not get any answer. Finally, a DDoS

attak an be ahieved by plaing Sybils in popular zones in the DHT (Sybils lose to a popular

movie ID, for instane) and inluding the IP address of the target in their routing response. That

way, the target mahine reeives a high amount of Kad tra�, whih an be regulated by shifting

the Sybils to more or less popular network zones.

Steiner et al. [48℄ onduted a partial rawl in the Kad network for a six-month period and

disovered an ongoing Sybil attak during their experiments. As mentioned before, the lak of

an identi�er

5

management sheme makes the network prone to that kind of attak. The authors

deployed their own Sybil nodes from a single mahine, where they ahieved a Spy attak, an

Elipse attak and a DDoS attak.

Yu and Li [49℄ performed a DDoS attak in the network, highlighting the lak of identity

management in the Kad's routing table. By �rstly rawling the network and seondly spoo�ng

di�erent protool messages, the authors suessfully ahieved a DDoS attak in their own target

mahine, with both TCP and UDP protool onnetions. This study di�ers from the previous

DDoS attak by Steiner et al., sine it does not use a set of Sybils nodes to announe the target

IP address, but it rawls the network and spoofs di�erent request messages. By simply spoo�ng

a message, a new node (the target node) an be added in a remote node's routing table.

Wang et al. [50℄ presented a spoo�ng-based attak in the network, showing that an attaker

an overwrite legitimate IP addresses in a vitim's routing table by sending Kademlia PING

messages with a spoofed identi�er. Alternatively, the authors proposed a re�etion attak, for

whih the vitim's routing table is populated with the vitim's own IP address. However, the

study took into onsideration a basi lient version (eMule 0.48a), whih does not have any

protetion mehanisms and enables a single-mahine attak. In newer versions of the lient, that

attak is not possible.

Cholez et al. [51℄ measured Kad's latest protetion mehanisms and how these mehanisms

ope with the set of attaks previously introdued by [48℄ and [50℄, among others. They showed

that those protetion mehanisms, whih inlude �ood protetion, IP limitation, and IP veri�-

ation, an suessfully prevent a single-mahine attak, where a set of Sybil nodes would be

deployed from a single physial mahine. However, the authors showed that a distributed attak

using the PlanetLab infrastruture is still possible.

Kohnen et al. [52℄ onduted an Elipse attak in the network, onsidering the same lients

as the former approah by Cholez et al. and their protetion mehanisms. This Elipse attak

exploits the Kad's publishing proess, where a set of distributed Sybil nodes are plaed lose to

the target key, attrating every Kad request. Additionally, these Sybil nodess use a promotion

5. We use identi�ers and Kad IDs interhangeably when referring to the Kad network.
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proess among themselves: they inlude the identi�ers of other Sybil nodes in routing responses,

ensuring that every Sybil node gets known while routing.

In ontinuation of their previous work, Cholez et al. [53℄ introdued an identi�ers' distribution

analysis, where they ompared the real distribution of peers with the theoretial one in the Kad

keyspae, suessfully deteting attaking nodes in a network zone. They additionally proposed

a set of ountermeasures in order to progressively remove those attaking nodes in Kad's routing

proess, whih requires minimum hanges in the urrent lient in order to be deployed in the

real network. However, and as mentioned by the authors, their analysis, whih onsidered a �x

number of users in the network, does not represent a dynami environment like the Kad network

where the total number of users hanges all along the day.

2.5.3 Attaks in the BitTorrent distributed trakers

Seurity attaks in the BitTorrent network have been widely studied [54, 55℄, mainly targeting

its entralised arhiteture, whih inludes a entral traker to oordinate peers. However, this

system has shifted to a deentralised arhiteture. We onsider its deentralised trakers, namely

the Mainline DHT and the Vuze DHT, and introdue the most relevant studies on these om-

ponents. Due to the Kademlia-based nature of these deentralised trakers, some of the attaks

proposed in Kad have already been deployed in the BitTorrent network with few modi�ations.

Wolhok et al. [56℄ onduted a Sybil attak on the Vuze DHT so as to defeat the Vanish

system [57℄. The Vanish system enables the reation of data that will beome inaessible or

vanish after a spei� time period by enrypting the data and storing the enryption keys in

the DHT as with any normal <key,value> pair. The Vuze DHT requires that these pairs be

periodially republished, or the pair will be otherwise dropped from the network. By intentionally

not republishing those pairs, the enryption keys will be lost, and the data previously enrypted

with these keys will be therefore inaessible as well. Wolhok et al. used their ClearView rawler

to implement their attak against the Vuze DHT, showing that a basi Sybil attak was enough

to retrieve the enryption keys. They onluded that a publi DHT, suh as the Vuze DHT, was

not suitable as a building blok for seurity-sensitive appliations.

Wang et al. [58℄ presented a monitoring study in the BitTorrent's Mainline DHT based on

few distributed honeypots. Their study brought forward a large ongoing Sybil attak in the

network and, even if the authors did not arry out an attak by themselves, they showed how

this distributed traker was under attak. They deteted a set of Mainline nodes, orresponding

to a large international ISP, performing tra� loalisation

6

. They additionally deteted another

Mainline node injeting a great amount of Sybil nodes in the network to monitor ontent requests.

Neither of these attaks damaged the network. However, the authors showed how weak the

network was in terms of seurity protetions.

The Kad DHT and the Mainline DHT are both based in the Kademlia DHT, however they

present di�erent seurity issues. The Kad DHT has been widely studied and di�erent protetion

mehanisms have been presented. These protetion mehanisms make the network resilient to

di�erent attaks from a single-mahine attaker. A identi�ers' distribution analysis has been

proposed to deal with a distributed attak. BitTorrent's distributed trakers have been proven

open to attaks, but no seurity solutions have been proposed.

6. Tra� loalisation allows I2P operators to redue inter-ISP tra� by enouraging peers to onnet to other

loal peers, i.e. within the same ISP, as proposed by Varvello and Steiner [59℄, among other authors.
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2.6 Conlusion

We presented di�erent monitoring studies applied to Kademlia-based systems, inluding a-

tive monitoring tehniques, suh as rawling. Monitoring is possible in both Kademlia-based

systems, namely BitTorrent's distributed trakers and the Kad network. Several authors anal-

ysed di�erent aspets of both networks: the average size of network, the average uptime and

geographial distribution of users, the hurn rate and the messages overhead. In most ases, a

single-mahine rawler proved su�ient to analyse the network, although a distributed approah,

like the work arried out by Stutzbak et al., ould over a wider part of the network.

Di�erent attaks have been suessfully arried out in the BitTorrent network. Even with

the previous researh works performed on the Kad DHT, not all protetion mehanisms have

been introdued in the system. Crosby and Wallah [60℄ stated that despite the seurity �aws

known and the ease to launh an attak in both BitTorrent's distributed trakers, these two

Kademlia-based systems were suitable for the BitTorrent infrastruture, and its peer disovering

mehanisms. However, due to the reent shift of BitTorrent to a fully deentralised arhiteture,

it is neessary to improve the BitTorrent's deentralised trakers and toughen their seurity

protetions.

Our thesis is foused on both aspets, seurity and monitoring, for both networks. In Chapter

5, we ondut a seurity and performane analysis of the Mainline DHT, aiming at improving

BitTorrent's ontent indexation sheme. Our approah is based on a hybrid sheme, where the

Kad network is used to index ontent, while the BitTorrent network is used to distribute ontent.

The next hapter introdues di�erent arhitetures for ooperative overlay networks and hybrid

�le-sharing arhitetures.
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3.1 Introdution

More and more, software appliations build up their own servies on top of the Internet

infrastruture, reate their own overlay networks, suh as peer-to-peer �le-sharing networks.

Considering a ooperation sheme among overlays is an interesting approah in order to max-

imise the overall network performane. A ooperation sheme where several �le-sharing overlay

networks are interonneted would enable users to disover di�erent resoures (di�erent �les, for

instane) or to improve the download performane (more available peers, for example).

In this hapter, we study di�erent overlay interonnetion shemes, onsidering additionally

heterogeneous networks. We �rst present interonnetion arhitetures for general overlays and

then fous on interonnetion shemes among peer-to-peer �le-sharing networks.

3.2 Cooperation among heterogeneous overlay networks

A wide set of appliations uses overlay networks to support their operations, suh as ontent

distribution environment, peer-to-peer �le-sharing networks or anonymous networks. Due to the
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wide deployment of overlay networks, it beomes important to analyse whether it is feasible

that these network ooperate among themselves, improving their own quality of servie. The

prinipal idea behind overlay ooperation is to exploit remote hosts with partiular harateristis

and use them among di�erent overlays: a host from overlay A might �nd a spei� ontent

loated only in overlay B, for example. However, overlays tend to be heterogeneous in terms

of performane goals: a streaming-like overlay optimises lateny, while a �le-sharing network

optimises bandwidth. Therefore, these heterogeneous performane goals need to be taken into

aount in an interonnetion sheme.

This setion introdues a general overview of overlay interonnetion shemes. We �rst re-

view three main network arhitetures aimed at easing the interonnetion between possibly

heterogeneous overlay networks. Then, we onsider hybrid network models, whih improve the

organisation of overlays' interonnetion.

3.2.1 Synapse

Liquori et al. [61℄ introdued Synapse, an information retrieval protool based on the inter-

onnetion of heterogeneous overlay networks. The interonnetion model is based on synapses,

whih are nodes ating as bridges between several overlays and forwarding data pakets from/to

the overlays they belong to. These overlay networks an be strutured (suh a Chord-based net-

work), unstrutured, or hybrid networks. The authors proposed two approahes for internetwork

routing: a white box and a blak box protool. A white box protool is used when interonneting

ollaborative overlay networks, i.e. networks that an modify their routing protool to inlude

Synapse information (repliation and routing strategies, for example). A blak box protool inter-

onnets non-ooperative overlay networks. In this ase, all the whole Synapse information needs

to be arried in an additional ontrol layer, the synapse ontrol network. This is a DHT-based

metadata overlay, serving as a temporary ontainer of the protool data.

The authors simulated their network, onsidering only the white box Synapse protool and

Chord-like strutured networks as andidates for the interonnetion. The Synapse protool

proved more performant when ompared to a basi Chord-like implementation, onsidering la-

teny, exhaustiveness (ratio of suessful data lookups) and amount of messages generated by the

Synapses. In this analysis, Liquori et al. showed that inreasing the number of Synapses did not

neessarily improve the lookup lateny in the same proportion, whih means that the Synapse

arhiteture does not need a high number of Synapses to e�iently work.

Liquori et al. hose a highly dynami senario in terms of hurn rate, whih represents the

urrent peer-to-peer �le-sharing environments and showed that faing the same hurn rate, a

Chord-based network is less robust than a Synapse-based network: onsidering that any node in

the system an fail with a 0.25 of probability, a Chord-based network an barely satisfy 10% of

the requests, while this ratio inreases to 50% in a Synapse-based network with two Synapses.

3.2.2 Sinergy

Kwon and Fahmy [1℄ studied diverse ooperation shemes among o-exiting autonomous over-

lays, onsidering heterogeneous networks, salability problems, as well as seurity issues. The

authors determined whether it was possible for autonomous overlays to ooperate, whether this

interonnetion improved the onsidered overlays and �nally, whether a ooperation ould serve

as a basis to test and deploy new Internet servies.

The authors proposed Sinergy, a proof-of-onept arhiteture that enables transparent in-

ternetwork ooperation based on a set of agents. These agents enable ooperative routing among
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Figure 3.1 � Synergy arhiteture. Reprinted from [1℄

overlay networks, in a way similar to the previously mentioned Synapses. Agents are hosen by

eah overlay aording to di�erent system heuristis (nodes with a high number of neighbours,

well-loated nodes within an overlay, et.) and plaed in an overlay mesh, the agent network.

This overlay onstitutes the ore of Synergy and forms alternative and more e�ient routing

paths, whih an be used instead of loal overlay routing paths. Figure 3.1 introdues Synergy

arhiteture: seleted overlay hosts are exported to Synergy, forming the overlay mesh, where

alternative routing paths are reated. An exported host maintains two routing tables, one for its

own ho.me overlay and one for Synergy.

Synergy omputes its routing paths independently from the routing paths in the interon-

neted overlays, whih allows overlays with di�erent performane goals to ooperate. A Synergy

agent maintains linking properties to every other agents with di�erent metris: throughput is

suitable for �le-sharing appliations, while low-lateny is more appropriate for real-time applia-

tions, for example.

Know and Fahmy onduted a performane evaluation on the PlanetLab testbed, deploying

Synergy over 8 overlays (eah of them ontaining 8 users). They showed that Sinergy intro-

dued a minimum overhead (72 Kb/s for the onduted experiment), while improving lateny,

throughput and data paket loss for roughly half of the nodes on the system when ompared

with independent home overlays. The remaining 50% of the hosts showed slight improvements

during their experiments.

Synergy takes into onsideration heterogeneous overlays, where their routing goals learly

di�er from one another, an important point when interonneting overlays. However, the authors

did not speify how non-ooperative overlays

7

ould interat and how Synergy would ope with

this senario, ontrary to Liquori et al., who proposed an alternative routing protool to deal

with those non-ooperative overlays.

3.2.3 Network Symbiosis

Previous studies onsidered interonnetion shemes in an ad-ho manner, where network

nodes establish onnetions with nodes from other overlays. However, it is not lear when, and

7. The term non-ooperative orrespond to the de�nition by Liquori et al. [61℄.
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under whih irumstanes, establishing these onnetions. The way a network evolves through

time and how it deals with nodes' departures and arrivals are important issues to onsider.

Wakamiya et al. [62℄ studied the interonnetion of overlay networks from an abstrat perspe-

tive, onsidering a biologial-based model to delineate the interonnetion sheme. The authors

stated that ooperative overlays evolved through time, interating among them and hanging

their internal struture (i.e. their network topology), eventually developing strong relationships

and ahieving a mature interonnetion model or an overlay network symbiosis.

In their interonnetion model, networks are dynami. Eah node deides to establish a

onnetion with another node in a di�erent overlay, ontrary to the Synergy approah, where the

network itself hooses its own interonnetion nodes or agents. A node onsiders its surroundings

and its own needs to dynamially establish these onnetions. In a �le-sharing environment, for

example, a peer holding a large number of �les might deide to ollaborate with the system by

initiating new interonnetions and making these �les available. Additionally, and opposed to

Synergy, an interonnetion or link an be terminated by the interonnetion node if the link

does not provide the bene�t required: a node with a onsiderable bandwidth onsumption might

deide to terminate the link. As stated by the authors, depending on whih appliations are

deployed on top of the overlays, di�erent forms of symbiosis an be onsidered: mutualism (both

overlays bene�t from the interonnetion), ommensalism (only one bene�t while the other stays

una�eted) and parasitism (one overlay bene�ts while the other gets negatively a�eted).

The authors evaluated their model by simulation. They onluded that an interonnetion

arried a onsiderable load in the internetwork nodes so that, to e�iently work, further meha-

nisms to redue this load needed to be onsidered, suh as ahing data in interonnetion nodes,

as proposed by Konishi et al. [4℄.

3.2.4 Organising the interonnetion arhiteture

The biologially-based study presented by Wakamiya et al. organised a network ooperation

on deisions made by single nodes: they stated that, if a node onsidered it ould help the system

(for example by providing a high bandwidth hannel), it ould start an interonnetion (as well

stop an existing one). Although this feature improved the internetwork model, an organisation

of interonneted nodes is still laking. Plaing these nodes into a mesh-like overlay, as Synergy

does, is a �rst step.

The following studies propose organisation shemes, where strutured and unstrutured peer-

to-peer networks are merged into a single model, bringing together the best of both approahes.

Two-tier hybrid model

Yang et al. [63℄ proposed a two-tiers data-sharing hybrid model. A strutured Chord-based

network served as the bakbone of the system, while unstrutured Gnutella-like networks were

linked to the bakbone and used it for ommuniation among themselves, as illustrated in Figure

3.2.

The authors stated that the Chord-based bakbone provided an e�ient lookup servie,

while the unstrutured networks a �exible lookup servie based on a best-e�ort approah. When

a data lookup is issued, it is �rst bounded to the bakbone to �nd the orresponding unstrutured

network and then forwarded to this network, where a �ooding-based searh mehanism is used to

�nd the orret result. The �ooding-based (or alternatively a random walk) approah generates

a onsiderable amount of network tra�. However, it greatly eases the departure and arrival of

new nodes and provides a robust system against hurn, an intrinsi property of urrent peer-to-
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Figure 3.2 � Yang et al. system with a Chord-like upper layer and a Gnutella-like lower layer

peer systems. This model additionally inludes a tunable system parameter, to determine the

perentage of peers in eah tier. The authors showed through simulations that 30% of the total

nodes in the bakbone was an optimal value, inreasing data lookup e�ieny and reduing data

lookup lateny.

The authors onsidered that a ahing system ould be a good solution to ope with requests

for popular data. Additional improvements to this hybrid model are disussed (although not

implemented), suh as link heterogeneity (onneting a high apaity peer to multiple peers with

low link apaities), topology awareness (mathing the logial topology with the atual physial

topology), ontent awareness (peers with the same ontent preferenes an be plaed in the same

Gnutella-like network, thus improving data lookup), internetwork links (a temporary link an

exist between Gnutella-like networks to alleviate the load on the Chord-based network) and

BitTorrent-style networks (instead of Gnutella-like, a BitTorrent-like network is used, where the

node belonging to the Chord-based network ats as a traker).

Hierarhial Content Distribution Network

Jiang et al. [2℄ proposed a hybrid ontent distribution model based on a ontent delivery

network (CDN for short) and a peer-to-peer network, named HCDN (Hierarhial Content Dis-

tribution Network), as shown in Figure 3.3. This model onsists in a �rst layer of entral servers

and edge servers and a seond layer of user nodes. Central servers behave as in the traditional

CDN arhiteture, where the ontent to be distributed is �rstly stored. Edge servers at as hot

spots, where highly popular data is repliated and stored, the same was as in surrogate servers

in CDNs (although within HCDN, an edge server an additionally share data with another edge

server). Finally, user nodes onnet to edge servers, as well as with other user nodes to form a

peer-to-peer network and exhange data.

In the CDN layer, ontent is repliated from entral servers to spei� edge servers. When

the number of repliations reahes a threshold, ontent an be removed from entral servers,

inreasing the storage apaity available. Existing repliation strategies from CDN arhitetures,

suh as the heuristi distributed algorithm by Wauters et al. [64℄, an still be used in HCDN.
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Figure 3.3 � Hierarhial Content Distribution Network (HCDN). Reprinted from [2℄

In the P2P layer, urrent peer seletion poliies an be used, suh as the BitTorrent tit-for-tat

sheme. However, peers should only download from other peers when possible so as to lighten

the load in edge servers.

The authors onduted a performane analysis omparing HCDN with a normal CDN and

a P2P model. They showed that their model outperformed a normal CDN in terms of servie

apaity (measured in Kb/s), sine a user onnets to other users and edge servers. However,

HCDN did not outperform the P2P model under study, ahieving worse result in terms of network

ost (measured in number of network hops) and it only got better performane than a P2P

approah when the number of user nodes having the entire ontent in the system reahed 70%.

3.3 Interonnetion of heterogeneous �le-sharing networks

Interonnetion of peer-to-peer �le-sharing overlays aims at improving data searh within

the system, the time to download time or bandwidth utilisation. One of the ontributions of

our thesis is the analysis of hybrid �le-sharing arhitetures. This setions introdues di�erent

interonnetion shemes for �le-sharing networks.

3.3.1 A multi-layered interonnetion sheme

Lloret et al. [3℄ developed an interonnetion sheme for data searh in peer-to-peer networks.

Super-peers are used to interonnet several networks and forward tra� among them.

The interonnetion sheme is based on a three-layer arhiteture as illustrated in Figure 3.4.

The organisational layer is an ad-ho network of super-peers, alled Onodes, from di�erent peer-

to-peer networks. This layer is used to organise the interonnetion between networks based on

nodes of the lower layer, named distribution nodes or Dnodes. The distribution layer is omposed

of a group of Dnodes whih, in fat are the ones forwarding data between networks. Finally, the

lowest layer onsists in the rest of the nodes of every interonneted network. Figure 3.5 depits

an interonnetion example between networks A and B. A Dnode Da1 from network A needs to
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Figure 3.4 � Lloret et al.'s multi-layered interonnetion sheme. Reprinted from [3℄

request Dnodes from network B through one known Onode, in this ase, Oa. By means of the

organisational layer, Oa an ontat Ob and retrieve two Dnodes from network B, Db1 and Db2.

One Da1 retrieves a set of Dnodes from network B, it an start a distribution link.

Figure 3.5 � Interonneting networks A and B through Lloret et al.'s multi-layered interonnetion

sheme

The authors onduted a simulation analysis, for whih they onluded that inreasing the

number of Dnodes improved the overall performane of the network, while maintaining an a-

eptable number of organisational messages, i.e. the messages neessary to maintain the inter-

onnetion sheme.

However, it is not lear how and when a Dnode should start a link with a Dnode from another

network. The authors stated that a Dnode ould request an adjaeny by using an on-demand

approah to upper Onodes. Additionally, the authors onsidered an ative approah for Onodes

leaving or joining the system, whih required to re-run a routing algorithm in order to replae

o�ine Onodes. Even if Onodes are eleted by onsidering the most stable nodes in the system, the

hurn rate is onsiderably high in urrent peer-to-peer �le-sharing environments. This an lead

to a high load in the organisational layer due to the re-omputation of this routing algorithm.
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A omprehensive analysis onsidering real hurn rates is missing and the performane values

presented are tied to a stati-network topology, whih is not adequate for urrent �le-sharing

networks.

3.3.2 Interonneting pure and hybrid �le-sharing networks

Konishi et al. [4℄ introdued a ooperative sheme for pure

8

�le-sharing peer-to-peer networks

based on ooperative peers as seen in Figure 3.6. These ooperative peers at as a logial link,

forwarding searh messages and their responses, while the atual data transfer is arried out by

normal peers in eah network.

Figure 3.6 � Konishi et al.'s ooperation sheme. Reprinted from [4℄

Networks nodes willing to improve their own quality of servie

9

postulate to beome oop-

erative peers. Their andidature or appliation is aepted on the basis of a distributed voting

approah, where every voter loally omputes its deision. Nevertheless, only highly onneted

and separated peers an beome ooperative peers. Highly onneted refers here to peers with

a high number of neighbours, while the separation between two peers refers to the number of

network hops. On the one hand, by seleting highly onneted ooperative peers, the authors

expet an e�etive message dissemination. On the other hand, by seleting separated ooperative

peers, the onentration of messages is expeted to be distributed along the whole network.

The authors analysed their sheme by interonneting two networks with ten-thousand users

and plaing ten ooperative peers. They onluded that ahing at the ooperative peers did

not improve the searh lateny within the interonnetion sheme, mainly beause the size of

the ahe needs to be disproportionally big to ahieve a high hit rate (>70%). The simulation

additionally showed that hoosing ooperative peers randomly did not improve the quality of

servie, but that it was all the same neessary to hoose highly onneted peers to enhane it.

However, Konishi et al. only onsidered stati peer-to-peer networks with a �xed number of users

8. In a pure �le-sharing interonnetion the implied networks use the same protool, so there is no need to

perform a protool onversion.

9. The quality of servie an be improved by introduing new peers into the peer-to-peer network or extending

the searh for a given ontent to di�erent networks, for example.
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and a �xed network topology, whih is not representative of the urrent dynami of peer-to-peer

�le-sharing networks.

Fu et al. [5℄ extended the work done by Konishi et al.. They onsidered hybrid peer-to-peer

networks, as opposed to the ontrary to pure �le-sharing networks, where ooperative peers need

to apply message onversions beause of the inompatibility of protools between networks. In

the hybrid approah desribed in Figure 3.7 a shared peer enables the interonnetion among two

networks. This shared peer, e.g. the ooperative peer, is in harge of forwarding searh messages as

well as data pakets between networks. Sine networks might use di�erent protools, ooperative

peers need to translate messages before forwarding them.

Figure 3.7 � Fu et al.'s hybrid ooperation sheme. Reprinted from [5℄

The authors evaluated their interonnetion sheme's performane through simulations and

onluded that the appliation-level's quality of servie was improved thanks to these ooperative

peers, but one must still note that the load within these peers remains onsiderable. However,

their simulations did not inlude message onversions, whih is the main harateristi of hybrid

interonnetions, and so that the total load within ooperative peers annot be onsidered as

properly measured.

3.4 Conlusion

We reviewed di�erent studies in the area of interonnetion of overlay networks and ooper-

ation shemes, inluding heterogeneous networks. A varied set of solutions have been proposed,

for whih the use of intermediate nodes or shared nodes is a ommon denominator. Table 3.1

shows a lassi�ation of the reviewed interonnetion systems, highlighting their most important

harateristis. Synapse is one of the most omplete arhitetures, onsidering network hurn

and heterogeneous network protools, proposing blak-box and white-box protool. We addition-

ally desribed di�erent organisational models, where strutured and unstrutured networks are

merged. The strutured network is usually the bakbone of the model and it is omposed of the

minority of nodes in the system. The unstrutured network serves as the distribution platform,
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where peer-to-peer onnetions are normally employed among the partiipants, whih aount

for the majority of nodes in the system.

Use General use Organisational models Peer-to-peer �le-sharing

Model Synapse Synergy Net.

Symbio-

sis

Yang's

sheme

HCDN Lloret's

sheme

Konish's

sheme

Fu's ex-

tension

Intera-

tion

ompo-

nent

Synapses

(Bridges)

Agents Random

onne-

tions

N/A User

nodes

Super

nodes

Coope-

rative

peers

Shared

Peers

Organisa-

tion

ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

2-Tiers

(Stru-

tured&

un-

stru-

tured)

CDN

layer

2-layers

/ ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

Deploy-

ment

Simul.

(With

Churn)

PlanetLab

(No

Churn)

Simul.

(No

Churn)

Simul.

(No

Churn)

Sim. (No

Churn)

Simul.

(No

Churn)

Simul.

(No

Churn)

Simul.

(No

Churn)

Topology Dynami Random

(Small

size)

N/A Barabasi-

Albert

(10000

nodes)

/ Ran-

dom

Fixed Random Barabasi-

Albert

(1000

nodes)

Kazaa

topology

Multi

protool

Yes No No No Unde�ned Unde�ned No Yes, but

untested

Start of

inter-

onne-

tions

Network

deision

Network

deision

Loal de-

ision

Network

dei-

sion

Network

deision

Network

deision

Network

deision

Loal de-

ision

Table 3.1 � Classi�ation of the reviewed interonnetion systems

Yet, most of the solutions have been evaluated through simulation analyses. None of them

onsidered real-world implementations of interonnetion shemes taking into aount popular

�le-sharing networks, neither onsidering an improved data searh sheme nor onsidering an

improved download protool. Furthermore, most of the performed simulation analyses did not

inlude the hurn rate, a ritial network aspet within peer-to-peer networks, and therefore their

appliability in real-world system beomes questionable.

In our thesis, we onsider the interonnetion of widely deployed �le-sharing networks. Chap-

ter 5 presents a hybrid model between the BitTorrent and the Kad networks. This model improves

BitTorrent's ontent indexation. Chapter 6 proposes a hybrid model onsidering anonymous net-

works, where the I2P network and the BitTorrent network are interonneted to improve I2P's

ontent availability. In the next hapter, we detail di�erent anonymous systems, with a speial

fous on the I2P network, as well as di�erent anonymous �le-sharing systems.
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4.1 Introdution

Nowadays, people perform most of their soial and business ativities over the Internet.

Information, sent or reeived, goes through various intermediaries nodes, di�erent autonomous

systems, di�erent networks, and an be reorded for a spei� and targeted monitoring purpose.

Either way, data we send over the net does not vanish easily nor rapidly. In the early days of the

Internet, the notions of privay and anonymity were vague and left aside. But, more and more

users have moved to a privay-preserving digital environment, mainly driven by di�erent poliies

and data retention

10

diretives suh as the European Data Retention Diretive.

11

10. Also known as data preservation, whih seems less aute but it is still as signi�ant as retention.

11. The Data Retention Diretive, or Diretive 2006/24/EC. L105/54, from the O�ial Journal of the European

Union 2006, roughly state that every teleommuniation ompany needs to store users' data for a period between

six to twenty-four months, to ease possible riminal investigations.
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The onepts of anonymity and privay are di�erent, although they are interspersed. Anonymity

allows a person to be unreognisable among a greater group of people, while privay stands for the

right of a person to ontrol his/her personal information to avoid any unwanted dislosure. In this

privay-preserving Internet, �le-sharers have been faing various situations, suh as monitoring

and pro�ling of users or strit anti-piray laws, for whih several privay-preserving �le-sharing

tehnologies have been developed to o�er di�erent degrees of anonymity to users. Fully-dediated

anonymous �le-sharing networks have been proposed, as well as di�erent mehanisms, to inrease

users' privay, suh as anonymising the BitTorrent tra� via a proxy or an anonymous layer.

Due to the high use of these anonymous systems, it is important to study and analyse them to

determine their real use. Beause of the very nature of anonymous ommuniations, monitoring

these systems is very hallenging and requires further tehniques.

Most of the urrent anonymous �le-sharing systems are based on urrent anonymous sys-

tems. That is why, we �rst desribe anonymous systems and their assoiated paradigms. Then,

we desribe urrent anonymous �le-sharing environments. We fous on monitoring tehniques,

espeially for widely deployed anonymous networks. We brie�y onsider the legal impliations

when monitoring publi networks, as well as a few fats to keep in mind so as not to weaken

users' privay.

4.2 Anonymous ommuniations

Anonymous ommuniations mask the parties in a ommuniation: the sender, the reeiver

or both. Within the Internet, an anonymous system hides, for example, the IP address of the

sender when ontating a given web server. These anonymous systems serve as a basis for a wide

range of appliations, from ensorship-resistant networks to anonymous �le-sharing systems.

This setions presents two anonymous paradigms and di�erent urrent anonymous systems.

4.2.1 Anonymous paradigms

Edman and Yener [65℄ onduted a survey on anonymous ommuniation systems, where they

proposed to lassify these systems into high-lateny and low-lateny systems. Before outlining

these paradigms, we �rst introdue the terminology when onsidering anonymous systems. P�tz-

mann and Hansen [66℄ presented a study on terminology, aiming at standardising the various

terms within the �eld.

Anonymity is the impossibility to identify a partiular subjet within a set of subjets, the

anonymity set. This anonymity set is not �xed and depends on a possible attaker. If the attaker

is powerful, it an narrow down the set, thus easing the identi�ation of a partiular subjet.

Unlinkability of two or more items of interest (IOI from an attaker's point of view is the

impossibility to distinguish whether these items are related or not. Finally, anonymity through

unlinkability is de�ned as the unlinkability between subjets and the ations of these subjets,

suh as sending or reeiving a message. In a simpli�ed version and from an attaker's point of

view, a user is anonymous if he/she annot be tagged as the sender or the reeiver of a partiular

message.

High-lateny systems

High-lateny systems ensures strong anonymity in exhange of high delays and are only

appliable to non-interative appliations, suh as email appliations.
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David Chaum [67℄ wrote one of the �rst studies on anonymous ommuniations, presenting

the onept of mix-nodes, whih is the basis for almost all urrent high-lateny systems. Mix-

nodes reeive enrypted messages, derypt them, add random padding to maintain their length

and put them into a bath. A bathing strategy

12

is used to determine when to send a reeived

message to its atual destination. An attaker observing the inoming and outgoing messages of

a mix-node will not be able to orrelate them, sine they were previously derypted, produing

a di�erent set of bits. Additionally, the messages have been delayed and reordered within the

mix-node.

Although ensuring some anonymity, a single mix-node is a single point of trust: a ompromised

mix-node an reveal the relation between inoming and outgoing messages. An alternative is to

use a set of mix-nodes, where a message is routed through an ordered list of mix-nodes, thus

inreasing the overall anonymity, sine every hop knows only the predeessor and the suessor

out of the total mix-nodes in the path. There are two lassi mix-node topologies: mix-asades

and free routes. In the �rst one, a lient's tra� is routed through one or more prede�ned routes ;

in the seond one, users selet their own ordered list of mix-nodes to route their messages.

There have been di�erent implementations of anonymous email systems using the onept of

mix-node from Chaum. They are usually lassi�ed in remailers type I, II or III. The anonymous

remailer type I, also known as Cypherpunk remailer, was initially presented by Hughes and

Finney

13

and onsists in a group of distributed mix-nodes. A header for every hop in the path is

added by the sender before the message is sent. Eah mix-node derypts the inoming message

with its private key, removes the header and forwards the still-enrypted data to the next hop,

until data reahes the last mix-node. Anonymous remailers type I do not implement Chaum's

padding strategy nor his bathing or delaying strategies, and therefore they are sensitive to

orrelation attaks by a passive attaker. The type II remailer, or Mixmaster, was developed

by Möller et al. [69℄. It is an improved version of the previous type I remailer, whih inludes

padding to maintain a �xed message-size, as well as a bathing strategy to prevent orrelation

from a passive adversary. Finally, the type III remailer, or Mixminion, presented by Danezis et

al. [70℄, is the latest implementation of an anonymous remailer and inludes link enryption. The

Mixminion remailer additionally ensures anonymity to both sender and reipient, ontrary to

remailers type I and II, whih only ensure anonymity for the sender.

Low-lateny systems

In a low-lateny system, there is no reordering nor bathing of inoming messages, with only

tra� forwarding being performed. These systems �t better interative appliations, like web

browsing. In a low-lateny system, the equivalent of a mix-node is a proxy.

On the one hand, we have a single-proxy approah or one-hop approah, whih uses an inter-

mediate hop, namely a proxy server, to route a user's tra�. The reeiver gets the intermediate

hop's IP address and not the original user's IP address. The main disadvantage of this approah

is that a proxy server is run by a single operator, whih an be ompromised, thus deanonymis-

ing any user using the servie. On the other hand, most of the urrent low-lateny anonymous

systems use a set of proxies to form a multi-hop path, generally enrypting the data all along

this path. The Crowds system, the Web Mixes approah and Onion routing are the most relevant

low-lateny systems.

12. A bathing strategy spei�es up to when the messages should be stored. "We keep up to 100 messages in

the bath" or "Every minute the bath is leared out", are some examples.

13. Parekh presented Hughes and Finney's work in his journal artile Prospets for remailers [68℄.
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Reiter and Rubin [71℄ designed the Crowds system, espeially for anonymous Web transa-

tions. In their mode, a user on the system forwards tra� following a forwarding-probability

sheme: half of the time it forwards an inoming message to another user than its atual des-

tination. An attaker partiipating on the system is not able to disover whether an inoming

message was generated from the previous node or, if it has simply been forwarded. Thus, the

system guarantees anonymity to the sender or probable innoene, as the authors lassi�ed their

system.

Berthold et al. [72℄ designed a mix-based arhiteture for anonymous real-time Internet aess.

A user routes its tra� through one of several available mix-asades. The last mix-node in the

asade forwards the tra� to a proxy-server, whih forwards tra� to the Internet. The tra�

within the mix-asades is enrypted, thus hardening a tra� analysis attak.

Onion routing, �rstly introdued by Goldshlag et al. [73℄, is based on the onept of Chaum's

mix-asades, where onion routers are used instead of mix-nodes. An onion router aepts a

message, performs a ryptographi operation on the message and forwards it immediately to

the next hop in the path, avoiding any bathing or delaying strategies. A user selets a group

of onion routes in the system and reates a iruit : a bidiretional path among di�erent onion

routers. During the reation of the iruit, eah onion router in the iruit reeives the identi�er

of the next hop (exept of the last node) ; two enryption keys, one for forward tra� and one

for bakward tra�, and an enrypted payload to be forwarded to the next hop. Thus, every

onion router in the iruit knows its predeessor, its suessor, and whih enryption keys need

to be used during the data transfer.

Figure 4.1 � An Onion routing example

Figure 4.1 depits a senario after the reation of a three-router iruit, where a user sends

data over the iruit. The original message is enrypted with the forward key C of the last onion

router, the resulting enrypted paket is re-enrypted with the forward key B of the middle router

and �nally with the forward key A of the �rst router, leading to a layered enryption. The onion

routing onsists in every onion router removing a layer of enryption, or peeling o� a layer, to

obtain further routing instrutions and a still-enrypted payload. Router C gets the real message

and forwards it to the Internet. When router C reeives an answer, it enrypts the message with

its bakward enryption key and forwards it to router B. Every onion router performs the same

operations until the message reahes the user. The user then peels o� every layer of enryption

to retrieve the atual message.

Onion routing does not inlude bathing nor delaying strategies, as most of anonymous low-

lateny systems, although it performs padding in every message to maintain a onstant message

size.

Our lassi�ation of anonymous systems is illustrated in Figure 4.2. Among the alternatives

previously presented for anonymous low-lateny systems, we fous on Onion routing-based ap-

proahes. One of our ontributions targets the I2P network, an anonymous system based on a
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slight variation of Onion routing.

Figure 4.2 � Classi�ation of anonymous systems

4.2.2 The Tor network

The Tor network is probably the most used and most widely deployed anonymous low-lateny

system, with �ve-hundred-thousand users in average

14

. This network enables anonymous TCP-

based ommuniations by tunnelling a user's tra� through a virtual three-nodes iruit before

reahing the Internet.

The initial design was presented by Dingledine et al. [74℄ and it based on the original Onion

routing design. However, it inludes several variations, suh as a entral diretory server and a

telesopi approah for the reation of iruits.

The Tor network implements a entral approah to distribute signed network information by

means of trusted nodes, ontrary to the original Onion routing design, whih suggests �ooding

the network with routers' information. These trusted nodes are alled diretory servers and

they maintain a synhronised diretory of the all onion routers available in the network. Users

periodially query these diretory servers to obtain a list of onion servers.

In the original Onion routing design, a single message for tunnel reation is passed through

every router, thus reating the intended iruit with only one message. The Tor network uses

an interative approah instead. In this approah, alled a telesopi iruit building approah,

the user reates initially the �rst hop of the iruit and then uses this one-router iruit to send

another request to the seond router in the iruit and so on for the rest of the routers. Therefore,

the user uses the iruit as it is being reated to tunnel further iruit building messages.

Sine the Tor network is a volunteer-based network, anyone an run a Tor node and forward

third-party tra� in the network. Additionally, a user an forward tra� outside the Tor network,

to the Internet by running a Tor exit node. By using exit poliies within an exit node, a user an

selet whih type of tra� he/she willing to forward. Figure 4.3 shows an example, where Alie

14. Statistis available at https://metris.torprojet.org/users.html. Last visited on 08/2013.
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Figure 4.3 � The operation of the Tor network

uses the Tor network to ontat Bob and Charlie using the same iruit, with the last node in

the iruit ating as an exit node. Besides enabling anonymous TCP-based ommuniations to

the Internet, the Tor network provides a mehanism to deploy anonymous web sites or hidden

servies in the network, whih are only aessible within the Tor network.

The Tor network has been widely studied and di�erent improvements have been proposed,

suh as entry guards to ope with attaks on hidden servies [75℄ ; an inentive-based approah

to reward ooperative bridges (bridges are similar to Tor exit nodes) and improve the network

overall performane [76℄, and a simpli�ed used of hidden servies on the network [77℄, among

others.

However, it has been shown by MLahlan et al. [78℄ that, if the Tor network keeps growing

up to a millionaire user-base like popular peer-to-peer servies (suh as Skype, for instane),

Tor nodes will spend onsiderably more bandwidth in distributing the network diretory than

in atually forwarding tra�. The authors proposed a distributed diretory servie based on a

Kademlia DHT to ope with the problem of salability.

On the one hand, a distributed diretory servie would allow the Tor network to sale and

support several million users. On the other hand, we onsider that a network originally designed

with a distributed database would be a better approah. The I2P network, whih does not utilise

a entral omponent to oordinate the nodes in the system, but a distributed network database,

�ts our goal.

4.2.3 The I2P network

The Invisible Internet Projet, or also known as I2P, is an anonymous network intended for

low-lateny anonymous UDP-like and TCP-like ommuniations, mainly designed for anonymous

web hosting and anonymous �le-sharing. The system is designed as an anonymous network layer

and does not ensures anonymity by onealing the originator or reipient of the ommuniation,

but by enabling users to ommuniate among themselves anonymously and in a seure way.

Within I2P, both ends of a ommuniation are unidenti�able to eah other or to third-parties.
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I2P's anonymity

The I2P network layer is omposed of partiipants known as I2P nodes or I2P routers

15

. The

information regarding every partiular I2P router, suh as its IP address, is gathered in a speial

struture alled routerinfo. An I2P node uses tunnels, similar to Tor's iruits, to ommuniate

with other nodes, being these tunnels formed by others I2P nodes. Whenever an I2P router A

wants to reate a tunnel with an I2P router B, router A needs router B's routerinfo.

Within the I2P network, a user's appliation is not identi�ed via the tuple <IP address, port

number>, but through a loation-independent identi�er whih deouples a user's online identity

and his/her atual physial loation. This hash-like identi�er is known as a destination. Every

time a user deploys an I2P appliation, suh as a �le-sharing lient, a destination is reated for

that appliation. This destination is used to reeive inoming messages from third-parties, like

others I2P �le-sharing lients. The information onerning a partiular destination is grouped in

a speial struture alled leaseset. A remote I2P user needs that leaseset to establish a onnetion

with the appliation.

The basis of I2P's anonymity is the unlinkability between leasesets and routerinfos. It is not

possible to link a partiular leaseset, representing an appliation, with a partiular routerinfo,

representing an I2P user. Let's illustrate that senario with two I2P users, running two BitTorrent

appliations on top of the I2P network. Eah user A and B has its own routerinfo ria and rib,

respetively. Eah BitTorrent appliation has its own leaseset lsa and lsb, respetively. Within

the I2P network, it is not possible to link ria with lsa or rib with lsb and, therefore, an I2P user

with a partiular appliation.

A leaseset has a set of entry points or gateways to reeive messages from third-parties. Lsa
will have one (or more) entry points, so remote appliations, e.g. aapb, an send messages. These

entry points are the I2P nodes in the end of the tunnel of the user A, whih are represented with

di�erent routerinfos. Therefore, an appliation aapa will have a leaseset lsa, where the entry

points are rix and riy. The remote appliation aapb will ommuniate with aapb through rix and

riy.

Distributed network database

I2P uses a distributed database to store its network metadata, that is, leasesets and routerin-

fos. The database is alled the netDB and is a Kademlia-based DHT, omposed of �ood�ll nodes.

Flood�ll nodes are normal I2P nodes with high bandwidth rates. All routerinfos and leasesets

are stored within these �ood�ll nodes and are aessible by every node in the I2P network.

Considering the previous example, ria, rib, lsa and lsb are stored within the netDB. An I2P

user A running an appliation appa has a destination desta and its assoiated leaseset lsa. If an

I2P user running an appliation aapb wants to ontat the appliation aapa, he/she needs to

searh in the database the leaseset lsa through the destination desta (we an onsider that, in a

hash table, desta is the key and lsa is the value).

Thanks to a distributed database, the I2P network avoids a single point of failure, as opposite

to Tor's entral diretory. Additionally, the I2P network uses a dynami approah to deploy

�ood�ll nodes and improve salability.

15. The terms I2P node and I2P router are used interhangeably throughout this doument.
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Garli routing

The I2P network uses a slight variation of the onion routing approah, alled garli routing.

As previously mentioned, in Onion routing, a message is routed from its sender to the �nal

endpoint through several intermediate nodes using layered enryption. The sender adds, to the

message to be sent, an enryption layer for every node in the path. Eah intermediate node peels

o� one of these layers, exposing routing instrutions along with still-enrypted payload data.

Finally, the last node removes the �nal layer of enryption, exposing the original message to the

endpoint.

Garli routing allows the sender to inlude several messages in a single garli message. The

main idea is to take advantage of the expensive initial enryption proess to add further messages

in the same enrypted outgoing message, whih an be seen as the inside of a garli, hene the

garli routing's analogy.

I2P urrently uses this approah to inlude two extra messages into a single garli message: a

delivery status message and a netDB store message. Let's onsider a ommuniation between an

I2P user and an anonymous web server hosted within the I2P network. The user sends a garli

message with the atual request to the web server, inluding these two extra messages. The �rst

message is a delivery status message to be sent bak to the I2P user one the web server reeives

the request, as an aknowledgement. The seond message is the atual leaseset of the I2P user,

whih is used by the web server to send messages bak to the I2P user. Thanks to this feature,

every leaseset does not need to be published in the netDB.

Unidiretional tunnels

Contrary to Tor's iruits, I2P tunnels are unidiretional and formed by the gateway (entry

point), a set of partiipants (intermediate nodes) and an endpoint. Two types of tunnels exist:

inbound tunnels enable a user to reeive data and outbound tunnels, to send data. Therefore,

a fully bidiretional ommuniation between two users involves four tunnels, as illustrated in

Figure 4.4, whih shows a simple onnetion between Alie and Bob. Alie's outbound gateway

and inbound endpoint (the losest to Alie), as well as Bob's outbound gateway and inbound

endpoint, are implemented by Alie's and Bob's routers, respetively.

Figure 4.4 � Independent and unidiretional inbound/outbound tunnels

I2P leans on a onstant loal pro�ling mehanism of all seen I2P routers, regarding their

performane, lateny, and availability. The indireted behaviour of users is reorded and used to

pro�le them, ontrary to the Tor network, where users' laimed performane values are published

in the entral diretory. No published performane information is used in I2P's loal pro�ling

mehanism, so as to avoid attaks from nodes laiming high performane values. An I2P router

uses these pro�les to selet the most appropriate nodes for its tunnels.
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Figure 4.5 depits a simple view of the I2P network, where Alie ommuniates with Bob

and Charlie. In this ase, Alie's tunnels inlude three routers (Alie's router, a partiipant and

a gateway/endpoint). Bob's and Charlie's tunnels have no partiipants and only two routers.

Additionally, a same I2P node an be used for di�erent tunnels, like the shared endpoint in

Charlie's and Bob's outbound tunnel.

The tunnels used for the I2P appliations are alled lient tunnels and are reated as pre-

viously mentioned, onsidering the best pro�led I2P routers. An I2P router additionally reates

exploratory tunnels, whih are formed by routers that have not yet been pro�led. These ex-

ploratory tunnels are used to pro�le new routers.

Figure 4.5 � Simple view of the I2P network

I2P appliations

The I2P network is optimised for anonymous hosting, enabling not only the I2P user aessing

the web server to stay anonymous, but the web server operator as well. Deploying a normal web

server on top of an I2P router generates a leaseset whih, one published in the netDB, an

be reovered and used to aess the web server. I2P provides a DNS-like servie to support a

name-mapping servie with web sites names ending in .i2p.

I2P also provides a wide set of dediated appliations, suh as hat lients (IRC-like and

Jabber-like), �le-sharing lients (BitTorrent-like, Kad-like and Gnutella-like), a blogging servie, a

distributed data store and newsgroups servies, and has di�erent libraries to develop appliations

on top of the network.

I2P seurity

The I2P network has not reeived as muh aademi attention as the Tor network, and

therefore the amount of attaks and protetions is not well doumented. However, one important

aspet to highlight is that in Tor, as the network is intended to route tra� to the Internet, a

timing attak is always feasible. An attaker plaing two nodes, one entry node and one exit node,
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an orrelate messages and de-anonymise a user aessing a ertain servie, suh as a web server.

I2P tra� rarely goes out the mix-net, and therefore that attak is muh harder to ahieve.

However, Herrmann and Grotho� [79℄ onduted an attak on I2P's anonymous web sites,

alled eepsites, where an attaker with moderate resoures is able to de-anonymise the user

hosting an anonymous web site. The authors exploited I2P's loal pro�ling mehanism and biased

the seletion of peers towards their own maliious nodes. Thus, they inreased the hanes of

plaing more maliious nodes in the same I2P tunnel. One a tunnel ontains maliious nodes,

it is more simple to measure messages going through the I2P nodes and determine the real host

of a given anonymous web server.

Crenshaw [80℄ exploited the appliation layer of anonymous web servers within the I2P net-

work to de-anonymise di�erent users hosting these servies. The author did not ompromise the

anonymity of the network per se, but showed that even with a strong underlying anonymity sup-

port like the I2P network, it was extremely important to onsider privay leaks in the appliation

layer.

Mayzaud [81℄ modelled I2P's ryptographi protools through the AVISPA projet [82℄, where

di�erent tunnel on�gurations were tested. The author determined that I2P suessfully pro-

teted a user identity on the system in all senarios tested, exept for the ase of two-hops

inbound tunnels. If an attaker is plaed as the only partiipant within a two-hops inbound tun-

nel and if an determine that the previous node within the tunnel is published as an inbound

gateway in the netDB, then he/she an onlude that the next hop within the tunnel is the

reator of the tunnel. The author onluded that I2P's anonymity lies on the fat that I2P's

tunnels are de�ned by every user and therefore their length remains unknown by a remote peer.

I2P and Tor

There are two major di�erenes between the Tor network and the design of the I2P network.

On the one hand, the I2P network does not enable to aess the Internet like the Tor network

does. Only one or two out-proxies

16

are available on the network, while several hundred exit

nodes exist in the Tor network. On the other hand, every I2P node forwards tra� on behalf of

the network, while only a small subset of the entire user-base partiipates in in the Tor network

17

.

4.3 Anonymous �le-sharing approahes

File-sharing has always ontributed signi�antly to the overall Internet tra� and, due to the

privay-preserving environment we are involved in nowadays, more and more users are shifting to-

wards anonymous environments. Anonymous �le-sharing networks enable an anonymous ontent

distribution sheme, where users onnet themselves to exhange data, while not been reognised

via their IP address. Some anonymous �le-sharing networks additionally enable anonymous on-

tent indexation as well. Thanks to that latter feature, users do not have to share ontent's

identi�ers out-of-band, in a non-anonymous way.

This setion reviews the best known anonymous peer-to-peer �le-sharing approahes. We

present di�erent studies, showing that �tting anonymity in non-anonymous environments has

several impliations and that a user's identity an still be leaked. Fully dediated anonymous �le-

sharing networks, on the ontrary, have strong identity protetion mehanisms, but the amount of

16. An out-proxy allows tra� to be routed outside the I2P network, to the normal Internet, as a Tor's exit

node does.

17. At mid-2013 there are 500000+ Tor users and only 4000+ partiipants in the Tor mix-net, whih represents

the 8% of the entire user-base.
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available ontent on the network is highly redued when ompared to publi �le-sharing networks,

like the BitTorrent network.

4.3.1 Fitting anonymity in the non-anonymous BitTorrent environment

Two of the most widely deployed �le-sharing networks, namely the BitTorrent and the Kad

networks, were not designed to take into onsideration anonymity issues. As these networks ount

several millions of users, di�erent approahes have been onsidered to introdue anonymity within

these systems.

Within a non-anonymous peer-to-peer �le-sharing environment, peers ommuniate with eah

other to exhange data, usually in an ad-ho manner: based on a peer-seletion algorithm, a peer

onnets to remote peers, exhanges data and disonnets on a regular basis. These are diret

peer-to-peer onnetions, and therefore a single attaker at one end an be able to monitor

and identify other partiipant peers. A straightforward example is the ative monitoring within

BitTorrent swarms presented by Bauer et al. [83℄, where a monitor peer probes every known peer

in a given swarm to determine whether a peer is atively sharing a given ontent.

Hene, to ahieve some degree of anonymity, a peer might opt for hiding its identity

18

, while

onneting to remote peers. Proxy-based approahes or anonymising layers are the most used

solutions.

Figure 4.6 � Employing the Tor anonymising layer to aess the publi BitTorrent network

Figure 4.6 depits a BitTorrent user routing its tra� through the Tor network while interat-

ing with publi users. This on�guration has been hosen by a onsiderable number of BitTorrent

users to anonymise their tra�, as stated by Le Blond et al. [84℄. However, this approah is far

from being seure in terms of ensured anonymity. Manils et al. [85℄ onduted an attak on

BitTorrent users using the Tor network by exploiting Tor's lak of UDP support, among others.

Sine BitTorrent is mainly based on a distributed UDP-based traker, users need to overpass

the Tor network and onnet diretly to that servie, revealing their publi IP address. By or-

relating the information in this distributed traker and the information logged by a maliious

Tor exit node, an attaker an de-anonymise a user. However, this attak does not ompromise

the anonymity provided by the Tor network, and it only exploits an appliation-level problem: if

BitTorrent users are able to anonymise their UDP tra� or enrypt their TCP tra� over Tor so

as to prevent exit nodes from monitoring exiting tra�, this attak would no longer be possible.

18. Within Internet ommuniations it is given by an IP address.
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The same senario is feasible when onsidering proxies or VPN (virtual private networks): if

these servies do not provide UDP support, a user's identity an be leaked by diretly onneting

to UPD trakers or deentralised UDP-based trakers. There are ommerial solutions, suh as

the BTGuard proxy

19

, that do not route UDP tra�, and however it is announed as a perfet

solution to ope with anonymous downloads. TorGuard

20

, on the ontrary, is another ommerial

proxy whih supports UDP trakers, thus avoiding the leakage of identity information when

using a BitTorrent appliation. Nevertheless, a proxy is run by a single operator, who an always

ondut a monitoring on users' ativities or keep IP logs, leading to more di�ult to enounter,

but yet possible, anonymity problems.

4.3.2 Fully-dediated anonymous environments

There are basially two di�erent approahes when onsidering fully-dediated anonymous

�le-sharing solutions: brightnets and darknets.

A brightnet allows users to freely establish onnetions with any other peer on the network.

Its main harateristis lies in the fat that shared data is atually meaningless data. Therefore,

there are no opyright laws that an be applied to it, thus detahing users from legal matters.

Atual data is transformed into a meaningless set of bytes by ombining and enoding di�erent

parts of real �les into a single blok of bytes, for a later regrouping and deoding. The brightnet

onept does not ensure anonymity per se, sine anyone joining the system an identify every

other user on it. However, it is not possible to determine whih �les are being distributed on

the system by simply observing it, and therefore there is no inentive to monitor the system.

Albeit interesting, the brightnet onept has not been widely used in anonymous �le-sharing

systems, being the Owner-Free File System [86℄ the only semi-stable, although unmaintained,

real implementation.

A darknet, or often alled a friend-to-friend network, aims at providing anonymity to end-

users by maintaining trust-based links among them. A user onnets only to trusted peers (i.e.

his/her friends) by means of spei� appliation protools. A �le-sharing darknet an be seen

as an instant messenger appliation with an added �le-sharing layer, as suggested by Seeger

[87℄. The darknet notion has been more widely adopted within anonymous �le-sharing networks.

OneSwarm, Freenet, GNUnet and the I2P �le-sharing environment are probably the best known

and deployed anonymous �le-sharing networks. We fous on the darknet approah in the following

subsetions.

OneSwarm

Isdal et al. [6℄ presented OneSwarm, a �le-sharing arhiteture omposed of three di�erent

�le-sharing senarios in a single framework: anonymous publiation, anonymous download and

friend-based �le-sharing. Sine every senario has di�erent tradeo�s between download e�ieny

and ahieved privay, we an obtain a omplete anonymous �le-sharing arhiteture by ombining

them. A high-level view of the arhiteture is illustrated in Figure 4.7. The priniple is that

OneSwarm users form an overlay, where any kind of ontent an be shared without restritions

(de�ned by the authors as without attributions), yet still obsuring users identity through soure-

address rewriting and multi-hops paths. New ontent an be introdued in the system by any

OneSwarm peer onneted to normal BitTorrent swarms (publi sharing). Additionally, users an

19. http://btguard.om/. Last visited on 08/2013.

20. http://torguard.net/. Last visited on 08/2013.
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establish permissions for ertain data and only share it with a ertain number of known peers

(with permissions).

Figure 4.7 � OneSwarm arhiteture. Reprinted from [6℄

Prusty et al. [88℄ highlighted OneSwarm's seurity issues by suessfully onduting a twin

timing attak and demonstrating that a ollusion attak was highly e�etive. This ollusion

attaks allowed the authors to determine the real soure of a given ontent, breaking the anony-

mous publiation proess. The twin timing attak takes advantage of OneSwarm's design, where

arti�ial delays are introdued to ope with a single attaker. The authors stated that with 15%

of attakers on the system, 90% of the system was vulnerable to this attak. Moreover, Prusty

et al. additionally showed that the original software release inluded a hard-oded value for a

probability value (p=0.95 instead of the p=0.5 delared value), whih enabled a ollusion attak

to nearly a�et the entire system with 25% of attakers. New versions of OneSwarm are now able

resistant to this attak.

Cunhe et al. [89℄ reinfored the ollusion attak on OneSwarm by suessfully launhing an

improved of it version alled indiret ollusion attak. This attak relies on a few monitoring

nodes not neessarily onneted to the targeted vitim, but to the general OneSwarm overlay.

The authors suessfully deteted the soure of the ontent with a zero false negatives probability

and barely a 2% false positives.

OneSwarm learly steps forward in anonymous �le-sharing by onsidering its di�erent aspets:

publishing, downloading and friend-based sharing. By repliating ontent downloaded from the

publi network into OneSwarm, this arhiteture allowed the BitTorrent ontent to be introdued

into the system. However, this proedure needs to be manually arried out by a user. As the

BitTorrent network already holds a onsiderable amount of ontent, it beomes unrealisti to

perform up-to-date �le-sharing. OneSwarm is not adequate if a user wants to download up-to-

date ontent anonymously.

Freenet

Clarke et al. [90℄ introdued Freenet, a ensorship-resistant distributed data storage being,

arguably, the only urrently deployed full darknet. It is based on distributed nodes that share

unused disk spae to ontribute to the network's total storage apaity. Based on this distributed

storage, servies like anonymous hosting, anonymous hatting and anonymous messaging have

been deployed on top of the system.

Whereas in normal peer-to-peer �le-sharing arhitetures, a user owns data and makes it
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available within the system for later sharing, Freenet divides data into enrypted hunks and

stores it in several nodes throughout the system. This approah, alled data partition, reinfores

the anonymity of the original publisher, as well as data availability, sine data is still aessible

even when the original publisher goes o�-line. By inluding enryption in the former approah,

Freenet guarantees plausible deniability to users, sine they do not only store hunks of the

original data, but they enrypt them.

Figure 4.8 depits a simpli�ed approah of Freenet's storing and retrieving proess. The

produer stores a �le whih is divided in two parts, p1 and p2. Node A is responsible for one

part, while node C is responsible for the other part. During the storing proess, node B ahes

part p1, while forwarding the request. The requester retrieves part p1 diretly from node C, while

part p2 is retrieved from node A, where node C ahes this part in the proess. That way, future

requests for this �le from nodes lose to the requester will be answered faster, sine both parts

are now ahed in node C.

Figure 4.8 � Bird's eye view on Freenet's storing and retrieving proess

Freenet nodes are organised as a small-world network

21

, where most of the nodes on the

system have few onnetions with other nodes. Yet, a small group of nodes is highly onneted

to other nodes. These networks take advantage of these well-onneted nodes to ahieve a small-

length-path between any pair of nodes, as well as to inrease fault-tolerane. In Figure 4.8,

node C is a highly-onneted node, whih serves as a hub to reah almost every other node in

the system. Freenet was originally designed as an opennet, where every node established a few

onnetions with untrusted peers. In a reent release, an extension has been proposed so as to

operate in dark mode, enabling peers to onnet only with trusted peers, resulting in a �xed

network.

Regarding Freenet's seurity, the authors stated that the network was suseptible to a wide

range of attaks when operating in open mode, inluding orrelation attaks and fully monitoring

the network to determine who the original publisher of a given ontent was. Operating in dark

mode highly inreases the overall anonymity of the system. However, di�erent studies have shown

21. Introdued by Stanley Milgram in his work, The Small-World Problem [91℄.
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that even in dark mode, the network is still vulnerable to di�erent attaks.

Evans et al. [92℄ demonstrated that Freenet's routing algorithm in dark mode was prone

to a lusterisation attak. In dark mode, Freenet's nodes are randomly distributed, and due to

reeive the same amount of store requests, thus balaning the load on the network. The attak

works by grouping nodes and, in that way, unbalanes the distribution of nodes. The result is

that a perentage of nodes do not reeive any store request, while other ones reeive a high

number of requests, exeeding their storing apaity and onsequently ausing data loss. Shiller

et al. [93℄ ompleted the work by Evans et al. by onsidering two extra attaks in the urrent

Freenet's routing algorithm: a divergene attak (aimed at disrupting the routing) and a non-

optimal distribution attak (aimed at disturbing the distribution of nodes within the system).

The authors proved that all of these three attaks, inluding the original lusterisation attak,

were possible on the system by exploiting a routing primitive.

Finally, Tian et al. [94, 95℄ proposed two attaks on Freenet, a traebak attak and a routing

table insertion attak. In their model, a routing table insertion attaks aims at establishing

onnetions between a target node and an attaker by onsidering the network topology around

the attaker and prediting the routing paths for data insert/request messages. Freenet's routing

algorithm maintains a dynami topology so as to prevent stati routing paths from forming,

where a onnetion between two nodes A and B is maintained until a suessful number of

requests have been reeived by these nodes. One a threshold is ahieved, the onnetion is

dropped and a new one is reated. The routing table insertion attak takes advantage of this

mehanism by enforing a onnetion between two honest nodes to be dropped so as to establish

a new onnetion between the attaker and one of those honest nodes. The routing table insertion

attak enables the seond attak, namely the traebak attak, whih aims at determining the

origin of a message, suh as a data insertion message, thus de-anonymising the original publisher

of a given ontent.

GNUnet

Bennett et al. [96℄ proposed GNUnet, a deentralised reputation-based network for anonymous-

based peer-to-peer ommuniations, with anonymous �le-sharing being the main servie built on

top of the network. GNUnet operates in open mode, where nodes onnet to untrusted parties.

However, it additionally has a friend-to-friend mode to operate in dark mode, restriting on-

netions only to trusted parties. In both ases, every onnetion between two nodes is enrypted

by means of a SSH-like approah. GNUnet also inludes a ranking mehanism to support its

reputation-based ommuniation, where nodes are ranked aording to their behaviour within

the system: nodes have to pay for queries (by dereasing their ranking value) and are rewarded

when they respond them with valid replies (by inreasing their ranking values). Eventually, high-

ranked nodes have priority over low-ranked nodes, long-trusted nodes being thus favoured over

reent untrusted nodes, in an overall attempt to avoid Denial-of-Servie attaks.

A ensorship-resistant �le-sharing protool [97℄ has been developed on top the urrent GNUnet

system, ahieving: 1) plausible deniability for intermediate nodes forwarding searh queries and

ontent ; 2) ontent fragmentation among several nodes to balane the load on the network ;

3) enrypted regular-expression-based searh queries so as to hide what users are searhing for

intermediate-forwarding nodes. This �le-sharing system is based on a hash-tree struture. A �le

is divided in multiple 1 Kb �xed-size bloks and di�erent levels of indexation are used to main-

tain the �le struture, inluding a �le desription and a keyword. Eah blok is enrypted and

then stored in di�erent nodes through the entire system in order to balane the load. The main

disadvantage is that some bloks might be lost due to network hurn, making it impossible to
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reonstrut the entire �le. The authors stated that the redued size of the bloks makes their

repliation almost ostless. However, the downside is the high number of queries needed to re-

over a �le, whih stresses the network. This hash-tree-based enoding is vulnerable to attaks

where an attaker proesses a given �le, obtaining the set of bloks. If he/she then ompares

every seen blok going through its GNUnet node with the set of bloks previously proessed,

he/she an �lter out that spei� ontent, leading a limited form of ensorship. Sine the entire

system is designed to help users to introdue new ontent, the former attak is hard to avoid.

Kügler [98℄ also exploited the enoding sheme previously mentioned, onduting a shortut

attak, whih is a variant of the intersetion attak, in order to detet the initiator of a request.

By exploiting a routing optimisation, known as hot path routing, the author was able to de-

anonymise the initiator of a request (a download request for instane).

I2P anonymous �le-sharing environment

Lastly, we onsider the I2P's anonymous �le-sharing environment. Sine the I2P anonymous

network has already been previously introdued, we only fous on its anonymous �le-sharing

harateristis.

Unlike the previously mentioned �le-sharing approahes, suh as OneSwarm or Freenet, I2P

provides a seure layer for appliations to ommuniate anonymously among themselves. On

top of this layer, di�erent �le-sharing appliations were adapted to work with the onept of

destinations

22

, more like the ensorship-resistant �le-sharing protool of GNUnet.

Three �le-sharing lients are available within the I2P network: one Gnutella-based, named

I2Phex, one aMule-based, alled iMule and one BitTorrent-like, named I2PSnark. We mainly

onsider the I2PSnark beause of its extended use within the system and, by ontrast, the redued

user-base of the two other �le-sharing lients. I2PSnark is a BitTorrent-like lient, operating on

top of I2P, maintaining every feature of BitTorrent-like lients. The only major di�erene is

that remote peers are identi�ed through destinations. The BitTorrent's tit-for-tat mehanism

23

,

its piee seletion algorithm, and every harateristi of the protool are maintained within the

I2PSnark lient.

Figure 4.9 shows the I2P BitTorrent-like �le-sharing environment. On the one hand, ev-

ery user ommuniates anonymously with other users on the network via the underlying I2P

anonymising layer, leading to an anonymous ontent distribution sheme. As in the BitTorrent

network, di�erent swarms are formed within the I2P anonymous �le-sharing environment to

share ontent. On the other hand, there are di�erent anonymous built-in trakers, as well as an

additional deentralised traker, whih allow ontent to be indexed within the system, result-

ing in an anonymous ontent indexation sheme. The built-in trakers at as normal BitTorrent

trakers, although they are ontated through the I2P network. The deentralised traker is an

adaptation of the BitTorrent's Mainline DHT, designed to work with the onept of destination

instead of IP address.

I2P thus enables a fully anonymous lose �le-sharing environment, inluding anonymous

ontent distribution and anonymous ontent indexation. It is a losed environment beause it is

not possible to aess ontent from the regular BitTorrent network, but only ontent previously

introdued in the I2P network. I2P BitTorrent-like users do not interat with publi BitTorrent

22. A destination is the loation-independent abstration used by I2P to replae a tuple <IP address,port>. It

has been previously introdued in Subsetion 4.2.3.

23. BitTorrent uses a tit-for-tat approah to implement an inentive mehanism to optimise download rates

[17℄.

48



4.3. Anonymous �le-sharing approahes

Figure 4.9 � I2P's BitTorrent-like environment

users. Therefore, the deentralised traker is exlusively omposed of I2P BitTorrent users and

it only indexes I2P BitTorrent ontent.

Classi�ation of anonymous �le-sharing approahes

Figure 4.10 depits our lassi�ation of the anonymous �le-sharing systems reviewed in this

setion. We fous on anonymous up-to-date �le-sharing, i.e. the possibility to anonymously aess

ontent in open �le-sharing ommunities, like the BitTorrent network, whih remain the major

soures of ontent.

Figure 4.10 � Classi�ation of anonymous �le-sharing systems

Non-dediated systems stand as a good option regarding ontent, sine users an aess open

�le-sharing ommunities while preserving their online anonymity. However, these approahes,

suh as using the Tor network to anonymise BitTorrent tra�, imply di�erent anonymity risks,

leading to appliation-level identity leaks.

Fully dediated anonymous �le-sharing approahes an ensure strong anonymity for end-
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users, suh as the I2P �le-sharing environment. This approah makes possible anonymous on-

tent indexation and anonymous ontent distribution, leading to a fully anonymous �le-sharing

environment. Nevertheless, the amount of available ontent in the system is substantially less

important than in non-anonymous environments suh as the BitTorrent network.

In this thesis, we fous on I2P's �le-sharing environment and propose a mehanism to enable

I2P users to aess publi BitTorrent ontent, while preserving their anonymity.

4.4 Monitoring anonymous networks

As Chaabane et al. [99℄ stated in their monitoring study, a shared belief in the researh

ommunity is that anonymous networks are used for the sake of freedom of speeh and they

should therefore remain unexplored or unharaterised, so as not to reveal sensitive information.

The authors later agreed on the fat that a monitoring study on anonymous environments would

help understanding the network and would thus represent a mandatory step in the growing

proess of the system. We strongly agree upon this onept, as well as on the idea that any

anonymity system that leaks sensitive information about users through a monitoring study is

not mature enough and needs to be improved.

Monitoring an anonymous environment implies additional hallenges when ompared with a

normal monitoring: 1) partiipants in an anonymous network do not neessarily use the network,

but they might just forward tra� on behalf of the network ; 2) real users, suh as �le-sharers,

might not forward tra�, but they are still anonymous ; 3) tra� is usually enrypted and a

passive monitoring might therefore not be adequate.

We fous on the monitoring of anonymous low-lateny systems, mainly targeting the Tor

network and the I2P network. This setion presents di�erent monitoring studies on these net-

works. Our goal is to show whih kind of information an be retrieved from a preise anonymous

environment, how that information is retrieved and whih monitoring arhitetures are more ad-

equate when the network has a entral diretory, like the Tor network, or a distributed database,

like the I2P network.

4.4.1 Monitoring the Tor network

On the Tor network, we have two types of monitoring approahes: a low-resoure monitoring

on the one hand, and a more aggressive approah, based on deep paket inspetion on the other

hand.

Low-resoure monitoring

As Tor is a volunteer-based network, it beomes easy to plae a monitoring node. Sine the

network is intended to route tra� to the Internet, an attaker an log every paket leaving

the mix-net through his/her exit node by plaing a monitoring node as an exit node. This

feature, along with the fat that inseure protools are used on the network, allows a low-resoure

monitoring to be highly e�etive. Figure 4.11 shows a simpli�ed view of the Tor network, inluding

relays, bridges, entry guard nodes and exit nodes, as well as all the possible monitoring points

in the infrastruture.

Most of the analyses on the way to monitoring the Tor network take advantage of Tor's

main feature: enabling an anonymous aess to the Internet, where exit nodes are used. Another

required feature for an easier monitoring is the use of a entral omponent, suh as the Tor
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Figure 4.11 � Monitoring points in the Tor network's infrastruture

entral diretory, whih an be publily queried. Both of these features failitate the networks'

monitoring.

One of the �rst monitoring studies on the Tor network was performed by Egerstad and

brought forward by di�erent people [100, 101℄. Egerstad obtained a large list of email redentials

for embassies and di�erent orporate agenies around the world. His monitoring onsisted in

plaing a few exit nodes distributed worldwide, while logging every TCP paket that went in

and out of his nodes. Many Tor users do not enrypt the tra� they relay to the network and

therefore the last node in the anonymous path, i.e. the exit node, is able to log data pakets in

a plain-text form.

MCoy et al. [102℄ onduted a tra� haraterisation study of the Tor network. The authors

olleted tra� regarding Tor lients, as well as exit tra�. By analysing the appliation layer of

the data pakets exiting the network, they were able to haraterise di�erent appliations using

Tor and showed that HTTP onnetions aounted for over 90% of the total deteted tra�.

These results indiated that interative web tra� represented the main use of the Tor network.

The authors additionally deteted a onsiderable number of onnetions using inseure protools,

like POP or FTP, whih allows the operator of the exit node to log di�erent users redentials,

i.e. the user's names and passwords. Moreover, the Tor network de�nes entry guards, whih are

nodes that are used for the �rst hop in a tunnel and are assigned by a entral authority. By

having a node assigned as an entry guard, an attaker an monitor di�erent lients using the Tor

network and determine their ountry of origin, for example.

Loesing et al. [103℄ also performed a statistial analysis on the Tor network, di�erentiating the

users' ountry of origin and the port number of exiting tra�, where interative web tra� was

the most deteted tra� one again. On the one hand, to determine the users' ountry of origin,

the authors onsidered all the statistial information olleted by entry nodes and bridges

24

,

whih is uploaded to the entral diretories in a regular basis. That information onsists in an

24. A bridge ats as a Tor relay, but it is not listed in the entral diretory, making more di�ult to blok it.

This feature helps ensored users to onnet to the Tor network when Tor relays are bloked.
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aggregation of users' ountries of origin and not in their IP addresses, whih somehow preserves

a user's anonymity. On the other hand, to determine the port number of onnetions, Loesing et

al. used a Tor exit node

25

to measure the target port and the amount of inoming and outgoing

bytes per onnetion.

These previous researh works learly highlight the di�erene between privay and anonymity.

The Tor network anonymises a user's tra� by passing it through di�erent nodes before it goes

out of the network and therefore the end of the ommuniation annot determine the user's

real IP address. However, Tor does not enrypt nor authentiate the tra� outside the network.

If this data is in a plain-text form, the exit node an monitor the data passing through, thus

attaking the users' privay.

Mulazzani et al. [104℄ presented a simple statistial analysis on Tor servers, extending the

funtionality of the TorStatus projet

26

to support long term measurements. The authors ar-

gued that having a detailed knowledge of Tor servers over time ould help to detet anomalous

behaviours, suh as a ountry-wide bloking (all Tor servers from a given ountry suddenly stop

working, for instane) or to improve the path seletion algorithm (if the number of Tor servers

for a given ountry dereases, users from that ountry might opt to build longer tunnels for

example).

The use of the Tor network was approahed from varied angles: MCoy et al., as well as

Loesing et al., aimed at haraterising the network based on the geographial distribution of

users and the type of exiting tra� ; Mulazzani et al. however onduted a more simple analysis

of the network, fousing only on Tor servers and their behaviour on the network.

Deep paket inspetion

Chaabane et al. [99℄ onduted a more omplex analysis on the Tor network by employing

Deep Paket Inspetion tehniques on six Tor exit nodes. The authors disovered that around 30%

of the total deteted tra� was BitTorrent enrypted tra� whih, along with the non-enrypted

BitTorrent tra�, it aounted for more than 50% of the total deteted tra�, making BitTorrent

the biggest soure of tra� on the Tor network. They additionally deteted several Tor users

using a one-hop iruit to obtain a SOCKS proxy instead of a full three-hop Tor iruit, whih

inreases the throughput but greatly redues the anonymity of the user. Finally, Chaabane et al.

were able to rawl the Tor network so as to detet Tor bridges, whih are not o�ially listed in

the main entral diretory of the network. Their single-node rawler puts in evidene the lak

of protetion against automati rawling in the entral diretory regarding Tor bridges, whih

redues the purpose of non-listed Tor bridges.

4.4.2 Monitoring the I2P network

When onsidering the I2P network, the same tehniques as in Tor annot be applied due to

its lak of a entral diretory and exit nodes. The I2P network is a losed network in the sense

that no tra� leaves the network to the Internet. As previously mentioned, the I2P network is

optimised for anonymous hosting and therefore most of the generated tra� remains in the I2P

network.

There are two main statistial servies for the I2P network. The �rst servie, whih is the

25. It is unlear whether a single node or multiples nodes were used in their study.

26. A projet to maintain statistis about Tor servers, available at http://www.torstatus.net/. Last visited

on 08/2013.
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o�ial statistis portal

27

, provides approximate values for the number of users on the network,

the number of appliations deployed, as well as di�erent parameters for I2P's tunnels, suh as

building suess rates, building rejetion rates and the number of average tunnels a normal I2P

user partiipates in. These values are obtained from a single �ood�ll node deployed by the authors

of the network. Aording to the number of urrent �ood�ll nodes in the network, the values of

a single �ood�ll are extrapolated to have total approximate values for the entire system. The

main issue with that servie is that it only provides an estimation of the number of users and

not the type of appliations deployed on the network. All statistial values are extrapolated and

therefore, only an estimated view is produed by this servie.

The seond servie provides uptime statistis for I2P's anonymous web sites

28

. This servie

works by pooling all listed and known I2P eepsites to determine whether they are running or

they are down. This servie only ontats the eepsites listed in I2P's DNS-like servie. If di�erent

eepsites have been reated but not added to I2P's DNS-like servie, they are not ontated and

are thus exluded from the monitoring.

4.4.3 Legals aspets on network monitoring

Whenever a monitoring study is arried out, it is neessary to onsider its impliations re-

garding a user's privay. By arefully monitoring, logging and analysing the network tra�,

several onlusions an be drawn onerning the users in the network. When it omes to anony-

mous networks, those impliations beome more ritial and further ethial guidelines must be

onsidered.

This setion introdues di�erent aspets of anonymous network monitoring from a legal per-

spetive. We onsider that it is ompulsory to take these aspets into aount when monitoring

an anonymous environment sine it might not only engender anonymity problems for the users

of the system but also for the researhers performing the monitoring.

Ohm et al. [105℄ showed that there was no speial onsideration nor safe harbours for aa-

demi researh when onduting any kind of network monitoring and that it ould therefore be

onsidered violation of privay. The authors mainly foused on federal laws in the United States

but international were examined as well. The authors analysed tens of monitoring studies so as

to evaluated the extent to whih researhers ontemplated users' privay in their monitoring and

up to whih degree they sari�ed researh on behalf of privay. They reahed the onlusion

that due to the vagueness in the law

29

, several authors sheltered their studies in well-known

sentenes like "we have anonymised the data and therefore it is not illegal" or "apturing only

headers does not imply a privay violation". However, these a�rmations are not su�ient to be

exempt of any further legal impliations, and even if there is not any �xed set of rules of thumb,

Ohm et al. proposed di�erent guidelines to minimise the liability, while onduting a monitoring

study: 1) apture only the data needed for the study ; 2) distort the retrieved IP addresses if

possible ; 3) if sensitive data (IP addresses, for instane) is stored, enrypt it whenever not used ;

4) restrit the monitoring to the smallest network required ; 5) be aware of �ltering tools that

might still keep the entire data paket on disk and 6) get a onsent from users whenever possible.

This previous researh work presented di�erent aspets regarding the monitoring of non-

anonymous networks. Loesing et al. [103℄ gave a set of guiding priniples in their statistial

27. Aessible at http://stats.i2p.in. Last visited on 08/2013.

28. Aessible at tino.i2p.in. Last visited on 08/2013.

29. Although United States federal laws were onsidered, many international laws have been harmonised through

onventions and treaties, as stated by [105℄, and therefore worldwide researhers an still �nd the authors' on-

lusions highly valuable.
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study on the Tor network, whih ould be taken into onsideration when onduting a monitor-

ing study in anonymous networks. The authors onsidered that the legal requirements, i.e. the

involved laws, depended upon whih ountry the monitoring was onduted in and, along with

the vague de�nition of these laws on the Internet ommunity, it is eventually di�ult to apply

them orretly. User's privay is one of the authors' main onerns and they argue that mon-

itoring should not allow an attaker to extend its own logging apabilities. Finally, the ethial

approval is another important point to onsider, while onduting a monitoring study, regarding

whih Loesing et al. proposed to obtain informed onsent from either the entirety of users on

the system or from an Institutional Review Board whih, in the �eld of omputer siene, is not

always available.

When monitoring either a publi network or an anonymous environment, ertain aspets need

to be onsidered so as to preserve users' privay and omply with the appliable laws, while still

maximising the monitoring.

4.5 Conlusion

We reviewed di�erent anonymous systems, mainly fousing on anonymous �le-sharing en-

vironments. We showed that �tting anonymity by means of external anonymity servies, like

anonymity layers or VPNs, ould possible leak users' online identity. Dediated anonymous �le-

sharing networks, on the ontrary, ensure a strong anonymity for the end-user, but the lak of

ontent in these systems an disourage users seeking up-to-date anonymous �le-sharing, like in

the ase of the I2P's anonymous �le-sharing environment. In Chapter 6, we onsider the interon-

netion between anonymous and publi �le-sharing environments, aiming at improving ontent

availability in the I2P's �le-sharing environment.

We introdued di�erent monitoring approahes regarding anonymous environments, where

the low-lateny anonymous Tor network has been widely haraterised. Its entral diretory

along with its exit nodes allow a low-resoure monitoring to be highly aurate. The anonymous

I2P network guarantees a strong anonymity for the end-user and has doubled its user-base in

the last year. Yet, there have not been any omprehensive studies of the system nor a proper

haraterisation of it. Former monitoring tehniques applied to the Tor network annot be applied

to this network, mainly beause of I2P's lak of entral diretory or exit nodes. In Chapter 7, we

present the �rst monitoring study of the I2P network, while in Chapter 8 we introdue the �rst

study towards group-based haraterisation in the I2P network.

The next hapter presents our work in the area of hybrid �le-sharing networks and the way

we managed to improve the indexation of BitTorrent's ontent via the Kad DHT.
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Chapter 5

Improving ontent indexation in the

BitTorrent �le-sharing environment
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5.1 Introdution

Previous Internet studies [106, 107℄ reported that peer-to-peer (P2P) �le-sharing appliations

ontributed signi�antly to all Internet tra�. Currently, the situation has hanged in favour of

online streaming servies, suh as Youtube or Net�ix [108℄. However, in Europe 46% of the

upstream tra� is still generated by P2P �le-sharing appliations, while in North Ameria it

aounts for the 42%, aording to the same study. Therefore, P2P �le-sharing appliations

remain still in the top positions when it omes to Internet tra�.

Considering P2P �le-sharing appliations, BitTorrent is the biggest ative appliation being

ranked �rst with millions of simultaneous users and available torrents. Legal issues involving

opyrighted data in the network have yielded to the losure of major entralised traker sites,

suh as The Pirate Bay or Mininova, leading to a deentralised arhiteture. This has aelerated

the evolution of the network towards a fully distributed approah o�ering the same features

as a entral traker. The BitTorrent network has two deentralised trakers, both based on the

Kademlia DHT, as presented in Subsetion 2.3.4. The Mainline DHT traker is the most deployed
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one, whih has been embedded in most of the BitTorrent lients sine 2006. Alternatively, a

seond distributed implementation has been developed exlusively for the Vuze lient (formerly

Azureus). Both deentralised trakers o�er a single level of indexation, mapping torrent to peers,

whih allow users to �nd soures to download a partiular ontent. The main advantage over a

entral traker is availability, sine in a deentralised traker several peers store the information.

However, the level of seurity in these deentralised trakers is redued, enabling di�erent types

of attaks.

The eDonkey (Ed2k) network has ranked seond [108℄ in the most used P2P �le-sharing

appliations, aounting for a third of all P2P �le-sharing ativity (BitTorrent aounts for the

remaining two-thirds). In 2004, the main lient of the eDonkey network, namely the eMule lient,

introdued a new fully deentralised P2P network alled Kad, whih was designed to be bakward

ompatible with eDonkey. Sine the shutdown of the major eDonkey servers in the past years

due to legal drawbaks, Kad has gained popularity. Thanks to its fully distributed arhiteture

and the open-soure nature of its lients (eMule and aMule), Kad has been widely studied

and improved, as detailed in Subsetion 2.5.2. Being that the BitTorrent network is the most

used P2P appliation but its deentralised omponents have not been improved from a seurity

perspetive, we argue that the BitTorrent network ould easily bene�t from the performane

and seurity features of the Kad network to index ontent. Additionally, Kad ould bene�t from

the performane of the BitTorrent download algorithm, thus both networks taking advantage of

their mutual ollaboration.

This hapter introdues our hybrid �le-sharing model, whih is instantiated with both Bit-

Torrent and Kad/Ed2k networks. We �rst ondut an analysis of BitTorrent's Mainline DHT

30

and the Kad network and ompare them from a performane and seurity perspetive. Then,

we evaluate the performane of the download algorithm of BitTorrent and ompare it against

the download algorithm of Ed2k network. Finally, we instantiate our abstrat hybrid model with

these two networks and assess it through the implementation of a hybrid lient alled hMule.

5.2 Comparison of DHTs

We ompare both DHTs, Mainline and Kad, from two di�erent perspetives. On the one

hand, we need to determine the level of protetion of both Kad and Mainline DHTs against

basi attaks. On the other hand, we assess whether the Kad DHT performs better in terms of

publiation time and messages overhead than the Mainline DHT.

We used the aMule lient version 2.2.6 for our analysis of the Kad DHT and the Vuze lient

version 4.5 with its Mainline DHT plugin version 1.3.3.1 for our analysis of the Mainline DHT.

5.2.1 Seurity omparison

This setion is organised as follows. Firstly, we evaluate the protetion level of the Mainline

DHT against a basi routing table attak, whih is the basis for more omplex attaks. Seondly,

we bring forward a study of protetion mehanisms in the Kad DHT, whih prevent simple as

well as omplex attaks in the network.

30. The Mainline DHT has been adopted by major BitTorrent lients, while the Vuze DHT is only employed

by a single lient. Therefore, we only onsider the former DHT for our omparative study. However, Crosby and

Wallah [60℄ showed that both DHTs presented the same seurity properties.
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Assessing the seurity features of the Mainline DHT

In order to evaluate the seurity level in the Mainline DHT, we onsider the attak desribed

by Steiner et al. [109℄, ommonly known as a routing table poisoning attak, from a single

attaker. With this basi attak an single attaker an take ontrol of a remote peer's routing

table by adding several fake routing ontats. Suessfully ahieving that attak will prove that

the network is open to basi vulnerabilities, and more omplex attaks an be easily performed.

Our �rst experiment onsisted in positioning one Sybil per buket. We onduted this attak

by sending several ping requests (equivalent to a hello request in the Kad DHT) to the same

target peer, using a unique IP address and di�erent ports. A ping request ontains the IP address

and port of the reeiver and the ID of the sender. In our ase, every ping message ontained a

random ID. Figure 5.1(a) shows the number of ontats on the target peer's routing table. Firstly,

we let the target peer bootstrap and reah a steady number of ontats, normally around 170

ontats. Seondly, we initiated the attak at the twelfth minute, where 160 ping requests were

emitted in parallel

31

. As a result, the target peer's routing table got �lled with almost all these

fake ontats, reahing a total number of around 310 ontats. Beause the target peer's �rst

twenty bukets were already full with normal (not fake) ontats, new ontats ould not be

added in those bukets.
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Figure 5.1 � Routing poisoning attak in the Mainline DHT & the Kad DHT

We performed a seond experiment aiming at entirely �lling eah buket, whih means eight

fake ontats per buket

32

. Therefore, we sent 1280 (8 * 160) ping messages properly sheduled

to the target peer. Notwithstanding, only one fake ontat sueeded to enter a buket, beause

the Mainline DHT does not allow two ontats in the same buket to share the same IP address.

This feature proteted the routing table from a full poisoning (eight fake ontats per buket),

but not from a partial poisoning (one fake ontat per buket).

Seurity features in the Kad DHT

As previously mentioned in Subsetion 2.5.2, Cholez et al. [7℄ studied the protetions meh-

anisms of the Kad DHT, whih have been progressively introdued in di�erent versions of the

lient. These mehanisms inlude a �ood protetion mehanism, an IP limitation mehanism and

a IP veri�ation mehanism. A �ood protetion mehanism is ahieved by keeping a history of

all data pakets reeived in the last 12 minutes, so as to avoid peers sending a high number of

31. Sine we have 160 bukets, we send one message per buket.

32. Routing table's desription available at www.http://bittorrent.org/beps/bep_0005.html. Last visited on

08/2013.
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Clients Flood protetion IP limitation IP veri�ation

eMule 0.48a / aMule 2.1.3 No No No

eMule 0.49a / aMule 2.2.1 Yes Yes No

eMule 0.49b / aMule 2.2.2 Yes Yes Yes

The Mainline DHT No Partial No

Table 5.1 � Enabled protetions for eah lient version. Reprinted from [7℄

messages as well as unrequested messages. The IP limitation mitigates the Sybil attak from an

attaker owning a single publi IP address by avoiding more than ten ontats from the same

/24 subnet. Finally, an IP veri�ation avoids identity spoo�ng (both for IP address and node's

ID) by introduing a three-way handshake before adding a ontat.

Figure 5.1(b) shows the behaviour of the Kad DHT against a routing poisoning attak. When

there was no protetion ativated, the target peer's routing table was ompletely �lled with fake

ontats (full poisoning). However, when the target's peer ativated all three protetions, no fake

ontats ould be plaed into its routing table.

Table 5.1 shows the di�erent protetions mehanisms in the Kad DHT (over the di�erent

lients) and in the Mainline DHT. These protetion mehanisms mitigate an attak from a single

IP address or from a /24 subnet. However, it ould still possible to launh a distributed attak

using several IP addresses. Cholez et al. [110℄ additionally proposed an analysis of the distribution

of IDs in the Kad DHT, where the density of the IDs of peers is taken into onsideration. Sine

an attaker aims at plaing several attaking nodes in a partiular DHT zone, it inreases the

normal density of nodes in that DHT zone and it an be therefore deteted.

We have ompared Kad and Mainline DHTs from a seurity perspetive. The protetion

mehanisms inluded in the Kad DHT make the network resilient to a simple, but highly e�etive,

routing poisoning attak, oppositely to the Mainline DHT, whih is widely open to this simple

attak. We ontinue our analysis from a performane point of view, to omplete our omparison

of both DHTs.

5.2.2 Performane omparison

For our performane analysis we onsider three properties:

� Publishing time: How many seonds are required to publish a value in the DHT?

� Overhead during publishing: How many messages are required to publish a value in

the DHT?

� Lifetime of the stored information: How long does a previous stored value last in the

DHT?

We have hosen to measure the performane regarding how long it takes to publish a value,

but not how long it takes to searh for it, sine both operations are based on the same lookup

mehanism and are expeted to be symmetri. The Kad DHT and the Mainline DHT use the

same routing proedure with a di�erent request message for both, publishing and searhing a

value.

Publishing time

Publishing a value is one of the basi funtions in any DHT. It onsists in �nding the adequate

peers, i.e. the losest ones to the value, to later store the value. The time taken to publish a new
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ontent is a good metri to measure the performane of the routing algorithm. An important

di�erene between Kad and Mainline DHTs is the number of nodes a value will be stored in. In

the Kad DHT a value is stored in the ten losest peers, while in the Mainline DHT a value is

stored in the eight losest peers. To measure the publishing time, we onsider the time it takes a

full store in the Mainline DHT (in the eight losest nodes) and the time it takes to store a value

in the eight (instead of ten) losest nodes in the Kad DHT.

During a period of twenty-four hours, we published one-thousand random values (one value

per minute) in both DHTs, and measured the time to publish. Figure 5.2 shows the average

time to publish for all published values. Both DHTs onsumed between thirty and forty seonds

to store a value, where the Mainline DHT performed a bit faster. The Kad DHT inludes a

�x three-seond timer between the losest ontats are found and the atual publish request is

emitted. Steiner et al. [111℄ showed that this three-seond timer an be redued to half a seond

without a�eting the routing algorithm. Figure 5.2(b) depits the time to published of the Kad

DHT without this timer.
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Figure 5.2 � Time to publish in the Mainline DHT & the Kad DHT

Crosby and Wallah [60℄ onduted a performane analysis on the Mainline DHT, where

they measured the time to publish around 60 seonds. They analysis was performed based on

the Mainline BitTorrent lient, while our analysis was performed using the Vuze lient and its

Mainline DHT extension

33

. Crosby and Wallah stated that di�erent implementations of the

Mainline DHT had di�erent performanes, whih is visible in this ase.

Overhead during publishing

We also measured the number of routing messages required to publish a value in both DHTs.

Figure 5.3 depits these values for both DHTs. The Kad DHT requires between 25 and 30

messages on average for eah publiation, while the Mainline DHT requires 40 messages on

average.

To publish a value, we require �rst to searh for the losest nodes and then to instrut them

to store the value. This last part of the publishing proess requires always the same number of

messages: if we have a set of eight losest nodes, then we will send eight messages, one for eah

node. Therefore, the di�erene on the number of messages sent is due to routing messages to

�nd the losest nodes. Thus, the Mainline DHT produes more routing messages than the Kad

DHT.

As mentioned by Crosby and Wallah [60℄, the Mainline DHT implements the Kademlia

33. Plugin aessible at http://plugins.vuze.om/. Last visited on 08/2013.
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Figure 5.3 � Number of messages sent during the publishing proess in the Mainline DHT & the Kad

DHT

protool with a branhing width

34

of two, whih only guarantees one bit loser at every lookup

step. For that reason, the Mainline DHT uses more messages to onverge to the set of losest

nodes.

Lifetime of the stored information

Sine hurn is an intrinsi harateristi of DHTs, values previously published need a periodi

republishing or they might be otherwise lost. The information lifetime gives us an approximation

of the rate needed to maintain a value in the network. A DHT with a high hurn rate requires a

higher republishing rate.

In order to measure the lifetime of information in both DHTs, we kept the set of peers where

we initially published the thousand random values and periodially heked whether these peers

were alive or not. Figure 5.4 depits the measured aliveness of these peers through time.
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Figure 5.4 � Perentage of alive peers in the Mainline DHT & the Kad DHT

Regarding the Kad DHT, we an observe that after the �rst 30 minutes, 84% of all peers are

alive, and after �ve hours only 50% are alive. Finally, after a whole day only 28% of all peers

are reahable. The Kad DHT adapts its publishing proess aordingly by republishing keywords

every twenty-four hours and �les after �ve hours. Keywords are republished by all peers sharing

�les, and therefore a twenty-four hours republishing rate is suitable.

34. During the lookup proess, a node �nds systematially the losest nodes to store a value. The branhing

width indiates how fast the lookup proess onverges.
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The Mainline DHT has higher hurn levels. After the �rst thirty minutes, only 41% of all

peers are alive. If we onsider the initial set of eight nodes where a value is stored, it means

that after thirty minutes, only three nodes remain online, dereasing the probability of �nding a

value. Finally, after twenty-four hours only 9% of the entire set of nodes is no longer reahable.

The analysis by Crosby and Wallah [60℄ presents the same results, where they de�ned as infant

mortality events those nodes that beome unreahable after a short period of time. This explains

the sudden drop in the urve of aliveness in the Mainline DHT.

The Kad DHT outperforms the Mainline DHT in both aspets, seurity and performane.

This DHT inludes three protetion mehanisms to avoid di�erent attaks, suh as routing table

poisoning attaks. It also requires less messages to publish a value and the hurn rate in the

network is lower when ompared to the Mainline DHT.

5.3 The download algorithm of the BitTorrent and the Ed2k net-

works

The performane harateristis of the Kad DHT and its seurity features make it an exellent

DHT: its routing algorithm ahieves good lookup times and it is resilient to most known attaks.

The hurn level measured in the network is a key feature to take into onsideration, sine it

strongly a�ets the �nal performane, even though it does not depend on the DHT design itself,

but on users' behaviour.

Although the DHT level is important, the �nal users are more sensitive to the performane

of the algorithm of download. The overall download an be overshadowed by a slow download

algorithm, even if the indexing proess operates extremely fast and well.

In order to determine the performane of the algorithm of download of the Kad/Ed2k and

the BitTorrent networks, we measured how long it took for a Kad/Ed2k and a BitTorrent lients

to download a seven-hundred mega-bytes random �le. Our experiment was deployed using the

PlanetLab testbed with a total of �fty distributed nodes. We onsidered a single-�le download

for our experiments, sine that is a normal ondition in �le-sharing environment, to download a

single �le at a time.

We onsider two ases, with one initial seeder and with ten initial seeders

35

. For our experi-

ments we used the same lients as for the omparison of DHTs in Setion 5.2.

5.3.1 Download time with one seeder

Starting with one initial seeder is the normal behaviour, sine the original publisher initially

uploads itself as the only soure and new peers eventually omplete the download and beome new

seeders. Figure 5.5 shows a omparison between BitTorrent and Ed2k lients. While BitTorrent

lients ahieved a omplete download of the �le in 315 minutes, Ed2k lients ahieved it in 745

minutes.

The algorithm of download of BitTorrent performs better and ahieves, on average, a omplete

download in 42% of the total time of a Ed2k lient. It is normal that the total number of seeders

inreases fast, therefore we onduted a seond experiment with ten initial seeders and measured

the �nal time to download.

35. Despite seeder being a BitTorrent's term, it represents in the Ed2k network a peer with the entire ontent.
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Figure 5.5 � Time to download for BitTorrent & Ed2k lients with one initial seeder

5.3.2 Download time with ten seeders

New ontent tends to disseminate fast and new seeders beome available in a short period

of time. We onsidered that ten initial seeders adequately represent non-popular ontent. Figure

5.6 depits the results of the experiment. In this ase, BitTorrent lients took 224 minutes to

omplete the download, while Ed2k lients took 395 minutes in total. BitTorrent lients still

perform better, ompleting the download in 57% of the total time to download of Ed2k lients.
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Figure 5.6 � Time to download for BitTorrent & Ed2k lients with ten initial seeders

BitTorrent's download algorithm overomes Kad/Ed2K's algorithm when it omes to a single-

�le download, when 2% of the peers are seeders (1 soure among 50 peers) and when 20% of

peers are seeders (10 peers out of 50). In both experiments, BitTorrent lients ompleted the

download in half of the time of Ed2K lients.

5.4 A hybrid model with the BitTorrent and the Kad/Ed2k net-

works

Our previous evaluation demonstrated that the Kad DHT outperforms the Mainline DHT

and inludes di�erent protetions mehanisms. These mehanisms make the network resilient to

omplex attaks, on the opposite to the Mainline DHT, whih is open to a basi routing poisoning

attak. However, in a single-�le download senario, the algorithm of download of BitTorrent

performs faster than the Ed2k's algorithm
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Aording to these results, we onsider a ombined approah. This approah aims at im-

proving the indexation of ontent within the BitTorrent environment by using the Kad DHT

to index BitTorrent's ontent, leading to a hybrid �le-sharing network. In this setion, we �rst

introdue an abstrat and hybrid model for �le-sharing. Then, we instantiate this model with the

BitTorrent network and the Kad/Ed2k network. Finally, we detail a hybrid lient alled hMule

serving as the interonnetion point between these two networks.

5.4.1 An abstrat hybrid model for �le-sharing

Figure 5.7 shows a high-level view of our interonnetion model. We onsider two networks,

A and B, and an interonnetion layer serving as the meeting point for users from both networks.

Hybrid nodes form this interonnetion layer and are responsible for forwarding messages and

tra� between networks. Three types of interations are possible: 1) among nodes from an

interonneted network and hybrid nodes ; 2) among hybrid nodes ; and 3) among nodes from

the same interonneted network.

Figure 5.7 � Abstrat hybrid �le-sharing model.

Table 5.2 gives all the parameters of our hybrid model, to be de�ned when the model is

instantiated.

� The parameter interation type indiates whether both networks' users ommuniate

between eah other (through the interonnetion layer) or if the ommuniation is only in

one way (from network A to network B, for instane).

� Hybrid nodes deployment denotes whether the hybrid nodes are deployed at the begin-

ning of the interonnetion or they dynamially deployed on-demand.

� The number of hybrid nodes is diretly related to the number of users in both networks,

the apaity of eah hybrid node and the intended overage of the interonnetion, as

denoted in Equation 5.1. Ua and Ub indiates the number of users in networks A and

B respetively, while Ca and Cb represent the number of users a single hybrid node an

manage in networks A and B, respetively. IC indiates the intended overage and an

take values in the range [0,1℄. A value of one spei�es that we want to interonnet every

node in both networks at the same time.

nb_hybrid_nodes = MAX(⌈Ua/Ca⌉,⌈Ub/Cb ⌉) * IC (5.1)

65



Chapter 5. Improving ontent indexation in the BitTorrent �le-sharing environment

Parameter name Type of value Desription

Interation type Unidiretional/Bidiretional Unidiretional (A->B or B ->A)

or Bidiretional (A<->B)

Deployment of hybrid nodes On-demand/Fix Are hybrid nodes deployed dy-

namially ?

Number of hybrid nodes Numeri value How many hybrid nodes do we

need ?

Protool translation Yes/No Do networks A and B use the

same protool ?

Interation of hybrid nodes Yes/No Do hybrid nodes interat among

themselves ?

Type of hybrid node Passive/Ative Are hybrid nodes detetable by

non-hybrid nodes ?

Table 5.2 � Parameters of the hybrid model

� A protool translation is needed when both interonneted networks operate under

di�erent protools, suh as di�erent �le-sharing networks.

� The interation of hybrid nodes is useful to exhange network and ontrol messages. This

interation an improve the interonnetion, but it inreases the load among hybrid nodes.

� Finally, type of hybrid node indiates whether these nodes are pereived as di�erent

nodes on both networks A and B and therefore users are aware of the these hybrid nodes ;

or hybrid nodes behave and operate exatly as normal nodes, thus being unidenti�able by

the users.

5.4.2 An instantiation with the BitTorrent and the Kad/Ed2k networks

Figure 5.8 introdues a high-level-view of this hybrid senario, inluding the Kad DHT and the

BitTorrent's algorithm. A user queries the �rst level of indexation of the Kad DHT with di�erent

keywords to searh for the desired ontent. One the partiular ontent (and its assoiated hash

value) has been hosen, the user queries the seond level of indexation of the Kad DHT to retrieve

the list of soures for that ontent. This list of soures enables the user to join a partiular

BitTorrent swarm and download the required �le through the BitTorrent's algorithm. All these

steps are summarised in Table 5.3.

Steps Desription Input Output

1 Retrieve a set of possible ontent and selet one Keywords Hash

2 Retrieve a list of soures for that Hash Hash Soures

3 Join the BitTorrent swarm Soures File

Table 5.3 � A hybrid ontent indexation/distribution mehanism.

Whenever a �le has been downloaded through the normal BitTorrent network, it is published

automatially into the Kad DHT. Thus, BitTorrent ontent beomes indexed in the Kad DHT,

enabling users to publish or searh torrents by keywords, a missing feature in the BitTorrent's

deentralised trakers.
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Figure 5.8 � BitTorrent-Kad/Ed2k hybrid approah

We instantiate this high-level-view senario with our abstrat model. Figure 5.9 depits the

instantiation of our model with both BitTorrent and Kad/Ed2k networks, where the interon-

netion layer is formed by hybrid nodes alled hMule.

Figure 5.9 � Instantiation of our hybrid model with the BitTorrent and the Kad/Ed2k networks

The hMule lient is the meeting point for both networks and implements the three-step pro-

ess depited in Figure 5.8. HMule is able to searh in the Kad DHT for BitTorrent ontent based
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on di�erent keywords. One the ontent has been found, it is downloaded using the BitTorrent's

algorithm. Thus, hMule users an bene�t from a seure and keyword-based indexing mehanism

while using the BitTorrent's algorithm. Besides being able to exploit both networks, hMule lients

are bakward ompatible and an onnet to normal BitTorrent lients and download ontent

from the pure BitTorrent network, as well as onnet to normal Kad/Ed2k lients and download

ontent from aMule/eMule lients.

Table 5.4 introdues the values for eah of the parameters of the hybrid model for �le-sharing.

Firstly, hMule lients are able to aess the Mainline DHT and download ontent from the

normal BitTorrent network. One this ontent has been downloaded, it is automatially published

in the Kad DHT, where remote aMule/eMule lients an searh for it and download it through

the hMule lient (using the Ed2k's algorithm). Seondly, hMule lients an download ontent

from the Kad/Ed2k network and publish it in the Mainline DHT, where normal BitTorrent

lients an aess it and download it from the hMule lient (using the BitTorrent's algorithm).

This is the best option to maintain a bakward ompatible lient, while introduing our hybrid

model. So, the Interation type is bidiretional interation.

Hybrid nodes are deployed by users, fully ontrolling the lient. Users an start or stop the

hMule lient by themselves, leading to an on-demand deployment proess. Therefore, it is not

appliable to de�ne a number of required hybrid nodes to support the interonnetion, sine

there is no entral oordinator to manage the interonnetion.

Tra� do not �ow from one network to the other one diretly. The hMule nodes keep the

ontent and make it aessible to both networks. So, a protool translation is not required.

HMule nodes interat among themselves through the BitTorrent's algorithm to share BitTor-

rent ontent. Even if hMule nodes implement the Ed2k's algorithm, they always use BitTorrent's

algorithm to share ontent among themselves.

Finally, hMule nodes are passive nodes. Normal aMule/eMule lients, as well as normal

BitTorrent lients, annot identify hMule nodes when interating with them.

Parameter Value

Interation type Bidiretional

Hybrid nodes deployment On-demand

Number of hybrid nodes Not Appliable

Protool translation Not Appliable

Hybrid-nodes interation Yes

Type of hybrid node Passive

Table 5.4 � Parameters of the instantiation for the BitTorrent and the Kad/Ed2k networks

We de�ned the parameters to maximise the harateristis of both networks. We maintain

a fully bakward-ompatible lient, where BitTorrent and Kad/Ed2k lients an interat with

hMule lients without any modi�ations.

5.4.3 The hMule lient

The hMule node is the interonnetion point between both the BitTorrent and the Kad/Ed2k

networks, improving the indexation of ontent in the BitTorrent environment. Users are required

to use this hybrid lient to pro�t from our improved three-steps indexing mehanism, while still

being able to aess the BitTorrent and the Kad/Ed2k networks, resulting in a fully bakward-
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ompatible lient. The development of the hMule lient was done in ollaboration with Damian

Viino [112℄.

We now desribe the implementation of the hMule lient and its main harateristis.

Implementation of the hMule lient

HMule is a modular C++ implementation, where we extend the aMule lient to support the

BitTorrent's algorithm as an additional algorithm to download. The aMule

36

open-soure lient

was employed due to its modular arhiteture and its Linux-based implementation.

LibTorrent-Rasterbar

37

is the library used to support the BitTorrent funtionality owing to

its high-level interfae to manage download sessions and individual torrents and peers. Addi-

tionally LibTorrent-Rasterbar supports a wide set of BitTorrent extensions, suh as aess the

Mainline DHT, BitTorrent's metadata exhange

38

, UPnP and IP �lters.

The strategy to download and the hMule's referee

HMule uses both BitTorrent and Ed2k algorithms to onnet to both networks. Whenever an

hMule lient intends to download ontent from the Kad/Ed2k network, it searhes in the Kad

DHT for ontent's soures. These soures an be, either normal aMule/eMule lients or hMule

lients.

If the list of soures ontains only aMule/eMule lients, the hMule lient uses the original

Ed2k's algorithm. However, if among the retrieved soures there are other hMule lients, the

hMule lient onnets only to these hybrid lients and download the ontent using the BitTor-

rent's algorithm. This proedure is made by a omponent alled referee, whih deides to whih

remote soures onnet to.

The diagram of sequene 5.10 depits this interation. The hMule lient retrieves a set soures,

both aMule/eMule and hMule lients from the Kad DHT. It then requests the ontent's �lename,

where eah remote soure responds with the �lename. Remote hMule soures will respond addi-

tionally with the BitTorrent's infohash identi�er of the ontent.

One the hMule lient has reeived a response from every remote soure, it evaluates if the

number of hMule lients aounts for more than a prede�ned threshold

39

. If so, the hMule lient

deides to download the ontent using the BitTorrent's algorithm and request the torrent �le

from the remote hMule lients. If the threshold is not reahed, the hMule lient downloads the

ontent from the aMule/eMule soures. Thus, hMule dynamially deides whether to use the

BitTorrent's algorithm or Ed2k's algorithm.

Conversion of hash identi�ers

The Kad DHT uses the MD5 hashing funtion and therefore 128-bit identi�ers are employed

to index keywords and �les. On the ontrary, the Mainline DHT uses the SHA-1 hashing fun-

tion and hene 160-bit identi�ers. A problem arises when an hMule lient publishes BitTorrent

ontent, whih ontains a 160-bit identi�er, into the Kad DHT, whih uses a 128-bit identi�er.

Before publishing BitTorrent ontent into the Kad DHT, the hMule lient hashes the original

160-bit identi�er of the Mainline DHT with the MD5 funtion, obtaining the required 128-bit

36. http://soureforge.net/projets/amule/. Last visited on 08/2013.

37. http://www.rasterbar.om/produts/libtorrent/. Last visited on 08/2013.

38. http://bittorrent.org/beps/bep_0009.html. Last visited on 08/2013.

39. Preliminary tests were onduted with a threshold of 50%, indiating that if half of the remote soures are

hMule lients, then the ontent is downloaded through BitTorrent's algorithm.
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Figure 5.10 � The adaptive download mehanism of hMule

Kad identi�er. This mapping is loally maintained by the hMule lient and persisted through

di�erent sessions. Whenever the hMule lient reeives a �lename's request for a given Ed2k's

hash, it searhes in its loal map for the hash to determine whether it has been previously

omputed from a Mainline DHT's infohash. If so, it an additionally answer the request with the

Mainline DHT's infohash.

This mapping solves the main inompatibility problem between the identi�ers of the Mainline

DHT and the Kad DHT. It only requires a extra message to ommuniate the Mainline DHT's

infohash, whih is implemented as an extension of the eMule protool. The mapping between

hash identi�ers is extremely light in terms of memory use, with barely thirty-�ve kilobytes for a

list of one-thousand <Ed2k's identifier, Mainline's identifier> pairs.

5.4.4 Evaluation of the hMule lient

The hMule lient is part of the hMule projet

40

, is fully implemented and freely aessible

under GPL liense.

The lient has been deployed on the PlanetLab tested to orroborate the right integration in

both BitTorrent and Kad/Ed2k networks. We suessfully downloaded non-opyrighted ontent

from the BitTorrent network, and published it into the Kad DHT, where further hMule lients

downloaded it using the BitTorrent's algorithm. Additionally, aMule lients were able to searh

and download this ontent from hMule lients, using the Ed2k's algorithm.

We did not modify the algorithms of download and therefore they are expeted to perform

as previously measured. The proess of indexation of the Kad DHT was not modi�ed and there-

40. The hMule projet is aessible at http://hmule.gforge.inria.fr/.
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5.5. Conlusion

fore it behaves as previously shown. Table 5.5 positions our hybrid model with the reviewed

interonnetion models presented in Chapter 3. Our model in the only model onsidering widely

deployed �le-sharing networks and their dynami topologies. We use an ad-ho overlay to organise

our hybrid nodes, a ommon denominator in hybrid interonnetion models.

Use General use Org. models Peer-to-peer �le-sharing

Model Synapse Yang's

sheme

Lloret's

sheme

Konish's

sheme

Fu's

extension

hMule

Interation

ompo-

nent

Synapses

(Bridges)

N/A Super

nodes

Cooperative

peers

Shared

Peers

Hybrid

nodes

Organisa-

tion

ad-ho

overlay

2-Tiers

(Stru-

tured&

unstru-

tured)

2-layers

/ ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

Deploy-

ment

Sim.

(With

Churn)

Sim. (No

Churn)

Sim. (No

Churn)

Sim. (No

Churn)

Sim. (No

Churn)

Real net-

works

Topology Dynami N/A Random Barabasi-

Albert

(1000

nodes)

Kazaa

topology

BT/Ed2k

topology

Multi pro-

tool

Yes No Unde�ned No Yes, but

untested

Not ap-

pliable

Start of

interon-

netions

Network

deision

Network

deision

Network

deision

Network

deision

Loal de-

ision

On-

demand

Table 5.5 � The hMule hybrid model ompared with existing interonnetion models

5.5 Conlusion

In this hapter we presented a omprehensive study of the Mainline DHT and the Kad DHT

from a seurity and performane perspetive. We further ompared BitTorrent's algorithm and

Ed2k's algorithm in a single-�le download senario.Through real-world experiments we put in

evidene the lak of protetions mehanisms of the Mainline DHT against basi attaks and

demonstrated that the Kad DHT is resilient to the same attaks. Our experiments showed that

BitTorrent's algorithm is approximately twie as fast than Ed2k's algorithm when onsidering a

real-world single-�le download senario.

We analysed and proposed a hybrid approah for �le-sharing, whih uses the Kad DHT

to index ontent and the BitTorrent's algorithm to download it. Our hybrid model is the �rst

interonnetion model to onsider widely deployed �le-sharing networks. We instantiated our

model through a fully bakward-ompatible �le-sharing lient alled hMule. This lient enables

a user to index BitTorrent ontent in the Kad DHT, still enabling the user to onnet to both

networks individually. The hMule lient is fully implemented and freely aessible.

71



Chapter 5. Improving ontent indexation in the BitTorrent �le-sharing environment

The next hapter presents the interonnetion of anonymous and non-anonymous �le-sharing

environments. We use the same abstrat model presented in this hapter, and we instantiate it

with the anonymous I2P network and the BitTorrent network.
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Chapter 6

Improving ontent availability in the

I2P �le-sharing environment
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6.1 Introdution

Peer-to-peer �le-sharing appliations generate an important part of urrent Internet tra�,

where the BitTorrent network produes, in average, a third of all European upstream tra�.

Currently, the BitTorrent network hosts several millions of torrents and users simultaneously,

making it the biggest ontent peer-to-peer delivery ommunity.

Additionally, anonymous ommuniations have been onstantly inreasing and Internet users

are shifting to a privay-preserving Internet. Users realise the importane of maintaining a ertain

degree of anonymity when aessing the Internet so as to keep their online ideas and their real

identities separated. In anonymous ommuniations, anonymous �le-sharing whose goal is to

maintain a user's identity hidden and avoid ensorship or �le-sharing pro�ling through data

mining, while downloading di�erent ontent.

However, and despite the wide range of anonymous �le-sharing options, the available ontent

on these systems is redued and often out-dated. Publi ommunities, on the other hand, are

still the biggest soure of ontent. Therefore, the problem beomes to anonymously aess publi

ontent.
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This hapter presents a hybrid approah for the BitTorrent and I2P networks, aiming at

improving ontent availability in the anonymous I2P BitTorrent-like �le-sharing environment.

We propose a fully anonymous �le-sharing environment, where ontent indexation, as well as

ontent distribution are anonymous. We �rstly show that I2P's �le-sharing environment su�ers

from a onsiderable lak of ontent, barely ontaining 1% of all BitTorrent's available ontent.

Seondly, we instantiate our abstrat hybrid model presented in Subsetion 5.4.1 with both

BitTorrent and I2P �le-sharing networks. Finally, we evaluate our instantiation through the

implementation of a hybrid lient, alled BiTIIP, whih allows I2P �le-sharing users to aess

publi BitTorrent ontent.

6.2 Content availability in the I2P network

It seems normal that popular ontent gets available �rst in publi ommunities than in anony-

mous networks, mainly when onsidering ontent suh as Movies, TV shows, Games or Musi.

Users download ontent from publi �le-sharing networks and then introdue it in anonymous

�le-sharing ommunities. Inevitably, the amount of ontent available in anonymous �le-sharing

environments should be onsiderably lower than in publi ommunities. In order to assess the

lak of ontent in the I2P anonymous �le-sharing environment, we onduted a thirty-day mea-

surement to determine the rate of new ontent introdued per day in the publi BitTorrent

ommunity, and in the I2P �le-sharing ommunity.

We onsidered Torrentz

41

, a major meta-searh engine for BitTorrent ontent, whih indexes

torrent from various torrent sites, inluding The Pirate Bay

42

and BitSnoop

43

. Regarding I2P,

we used the Postman traker

44

., whih is the biggest BitTorrent traker available in the I2P

network.
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Figure 6.1 � New ontent introdued in the BitTorrent and the I2P �le-sharing networks

Figure 6.1 depits the amount of new ontent introdued every day in the BitTorrent publi

ommunity and in the I2P Postman traker. There are, in average, 720 new torrents in Torrentz

and roughly 8 new torrents in the Postman traker every day. We an also observe that Torrentz

presents a more stable rate of new torrents per day, as opposed to the Postman traker, where

we an notie di�erent peaks, most of them lose to weekends (29/06, 07/07, 14/07 and 20/07).

41. http://torrentz.eu/. Last visited on 08/2013.

42. http://thepiratebay.sx/. Last visited on 08/2013.

43. http://bitsnoop.om/. Last visited on 08/2013.

44. http://traker2.postman.i2p/. Last visited on 08/2013.
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6.3. Interonneting the I2P and the BitTorrent networks

Trakers Movies TV Shows Games Musi Total

Torrentz 21.11% 47.45% 8.27% 23.15% 21648

Postman 48.30% 18.22% 2.96% 30.50 % 236

Table 6.1 � Categories of new ontent in the BitTorrent and the I2P �le-sharing networks

We took into aount four main ontent ategories for our measurement: Movies, TV shows,

Musi and Games. Table 6.1 shows the amount of new ontent per ategory for every traker

and the total number of torrents measured. Barely the 1% of the torrents in Torrentz are present

in the Postman traker. Moreover, Torrentz reported 19 million ative torrents, while the Post-

man traker reported around 12000 ative torrents. Even though the e�ort of di�erent users to

introdue BitTorrent ontent into the I2P network, we an assert the lak of new ontent in the

I2P �le-sharing environment.

We propose an on-demand mehanism, enabling I2P users to aess BitTorrent ontent. The

next setion presents our interonnetion model for the BitTorrent and I2P networks.

6.3 Interonneting the I2P and the BitTorrent networks

We showed that the available ontent in the I2P �le-sharing environment is redued. We

bring forward an interonnetion sheme for both BitTorrent and I2P �le-sharing networks,

aiming at improving the ontent availability in the latter. Thus, we enable a fully-anonymous

ontent distribution sheme, whih inludes anonymous ontent indexation as well as anonymous

ontent distribution.

Interonneting anonymous and non-anonymous environments needs to take into onsidera-

tion whih omponents of the interonnetion have to be anonymous and whih not. As previously

mentioned in Subsetion 4.2.1, the anonymity of a subjet is the impossibility to disriminate

the subjet among a set, alled the anonymity set. Unlinkability refers to the impossibility to

link together two items of interest (e.g. a message to a user, for instane) from an attaker's

point of view.

Hene, our main design goal for the BitTorrent-I2P interonnetion is twofold. On the one

hand, we aim at maintaining the anonymity of an I2P user, de�ned as UA

i

, while interating

with a BitTorrent user, de�ned as UB

j

, for the anonymity set de�ned in 6.1. On the other hand,

we seek the unlinkability between an anonymous I2P user and the ontent he/she is downloading.

From an attaker's point of view, it implies that it is not possible to bind suessfully an I2P

user with a publi BitTorrent download.

anonymity_set = {UAi,UBj}, ∀i, j (6.1)

In this setion, we �rst instantiate our abstrat model for �le-sharing, de�ned in Subsetion

5.4.1 and its parameters aordingly. Then, we detail the hybrid lient BiTIIP and its operation.

Finally, we onsider the omponents' anonymity of our model and their harateristis.

6.3.1 A hybrid �le-sharing model for the BitTorrent and I2P networks

The BitTorrent network, as well as the I2P �le-sharing network, are swarm-based, where

di�erent users share a partiular ontent on the same �le-oriented peer-to-peer network. Di�erent

swarms form the entire �le-sharing network, where a user an take part in more than one swarm
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at a time. We onsider the interonnetion among anonymous and non-anonymous swarms, thus

we have di�erent interonnetions for di�erent swarms.

Figure 6.2 introdues every omponent of our interonnetion model. The interonnetion

layer is omposed of hybrid nodes alled BiTIIP. I2P users from a partiular swarm interat

with BitTorrent user from another swarm through our BiTIIP lients, thus forming a unique

swarm and sharing the same ontent.

In our interonnetion design, an I2P user needs to request spei�ally the BitTorrent ontent

to download. This proedure is ahieved in a single step in our design. The I2P user needs to

request in our interonnetion's eepsite

45

, alled onnetMe.i2p, the desired BitTorrent ontent

(through a magnet link or a torrent �le) to download. With this single step, a new BiTIIP lient

will be started to respond to this demand and allows the I2P user to aess the desired BitTorrent

ontent. The new BiTIIP lient will index the requested ontent in the I2P's Mainline DHT and

in this way, the I2P user an subsequently query the I2P's Mainline DHT and �nd the ontent.

Figure 6.2 � Instantiation of our hybrid model with the BitTorrent and the I2P networks

A BiTIIP lient onnets to both BitTorrent and I2P swarms and allows the I2P users to

aess BitTorrent tra�, while enabling BitTorrent lients to request di�erent piees

46

of the

ontent being downloaded from the I2P side. Therefore, we onsider a bidiretional interonne-

tion, sine BiTIIP lients forward tra� from the BitTorrent network to the I2P network and

vie-versa.

One important feature of our design is that every interonnetion is started on-demand. The

�rst I2P user willing to download a partiular BitTorrent ontent will request it in our eppsite

and a new BiTIIP lient will be started. One an interonnetion has been started, further I2P

users requesting the same BitTorrent ontent in the eepsite will be notify that the ontent has

already been requested and therefore is already aessible in the I2P network.

A BiTIIP lient has a limited apaity in terms of onnetions to remote lients. We analysed

the ode of di�erent BitTorrent lients and determined that the maximum number of onnetions

osillates around one-hundred onnetions. We onsider this value as the apaity for eah BiTIIP

45. I2P enables anonymous web sites alled eepsites. These have been previously presented in Subsetion 4.2.3.

46. BitTorrent ontent is divided into �xed-size piees for download, where lients request the piees one-by-one

as spei�ed at http://bittorrent.org/beps/bep_0003.html. Last visited on 08/2013.
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lient, i.e. how many users a BiTIIP lient an manage in every swarm and therefore in Equation

5.1 we have Ca = Cb = 100. However, urrent top BitTorrent swarms have more than ten-

thousand users

47

, while I2P swarms barely have one-hundred users

48

. For this reason, we only

onsider an interonnetion between an I2P swarm and a fration of a BitTorrent swarm

49

, thus

applying the intended overage (IC ) parameter only to the smallest swarm, the I2P swarm. As

a result, equation 5.1 beomes nb_hybrid_nodes = ⌈Ui2p/100⌉ * IC .

The I2P and BitTorrent network use di�erent protools. The I2P network uses destinations

instead of tuples <IP address, port number> and tunnels to support its anonymous ommuni-

ations. Therefore, BiTIIP lients need to translate I2P messages into BitTorrent messages and

vie-versa.

In our instantiated interonnetion model, BiTIIP lients do not interat among themselves

to perform ontrol operations nor to share piees. BiTIIP lients do not hold the downloaded

ontent, but just forward it. Every request to a BiTIIP lient is forwarded and not resolved on

the lient. Connetions between BiTIIP lients will only inrease the load in the interonnetion

and therefore are not allowed.

Finally, BiTIIP lients behave exatly as BitTorrent lients in one side and I2P users in the

other side, and therefore they are undetetable for the rest of the users. Table 6.2 summarises

all the parameters of our instantiation for the I2P and BitTorrent networks.

Parameter Value

Interation type Bidiretional

Hybrid nodes deployment On-demand

Number of hybrid nodes ⌈Ui2p/100⌉ * IC

Protool translation Yes

Hybrid-nodes interation No

Type of hybrid node Passive

Table 6.2 � De�ned parameters for the hybrid model instantiated for the BitTorrent and the I2P

networks

This instantiation enables a full anonymous �le-sharing environment. The indexation of the

ontent is performed through the I2P's Mainline DHT, while the distribution of the ontent is

ahieved by means of the use of BiTIIP lients. The next setion introdues how the BiTIIP

lients operate and their interation with I2P users.

6.3.2 Operation and interation of BiTIIP lients

BiTIIP lients are dynamially started and deployed based on requests from the I2P users.

Whenever an I2P user wants to download BitTorrent ontent, he/she needs to ontat our eepsite.

The sequene diagram 6.3 depits the interation between an I2P user and our eepsite.

The �rst step is to request the ontent in our eepsite using a magnet link or a torrent �le. If

the ontent has already been requested by other I2P user, i.e. a BiTIIP lient has already been

started, the eepsite noti�es the I2P user that the ontent is already available. If the ontent is

47. Statistis available at http://torrentz.eu/. Last visited on 08/2013.

48. Statistis available at http://traker2.postman.i2p/. Last visited on 08/2013.

49. We are aiming at introduing BitTorrent ontent into the I2P network and therefore we do not require to

interonnet all BitTorrent users.
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Figure 6.3 � Interation between an I2P user and the onnetMe.i2p eppsite

being requested for the �rst time, the eepsite noti�es the users that a new BiTIIP lient has been

reated.

The seond step, performed by all I2P users, is to searh the I2P's Mainline DHT for ontent's

soures. In the event the ontent has already been requested, the I2P user will retrieve not only

a BiTIIP lient but others I2P users sharing the ontent.

The sequene diagram 6.4 depits the interation between our eepsite and BiTIIP lients.

Figure 6.4 � Interation between onnetMe.i2p and a BiTIIP lient

When the onnetME.i2p eepsite reeives a request message and no interonnetions exist, a

new BiTIIP lient is started (1). The BiTIIP lient will searh the BitTorrent's Mainline DHT
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for BitTorrent soures, and will onnet to all retrieved soures to join the BitTorrent swarm

(2). Finally, the BiTIIP lient will index the requested BitTorrent ontent in the I2P's Mainline

DHT. This last step allows I2P users to �nd soures for the requested BitTorrent ontent.

6.3.3 Interonnetion layer's anonymity

We de�ne an interation between anonymous and non-anonymous environments, where our

design goal is to maintain the anonymity of users in the I2P network. It also implies to maintain

the unlinkability between an anonymous I2P user and a BitTorrent download.

As mentioned in Subsetion 4.2.3, I2P uses unidiretional tunnels to ensure anonymous om-

muniations, where every user de�nes his/her own tunnels and therefore his/her own tradeo�

between anonymity and performane: shorter tunnels ahieve better performane but guarantee

less anonymity on the ontrary to longer tunnels.

Alie uses its own tunnels to onnet to remote BiTIIP lients as depits in Figure 6.5 and

therefore her ommuniations remain anonymous. BiTIIP lients use a 0 -hop tunnel on�guration

to onnet to remote I2P users. They redue their anonymity but inrease their performane. As

BiTIIP lients onnet diretly to BitTorrent lients, their anonymity will be redued to zero in

any ase and a on�guration with 0 -hop tunnels is adequate in this ase.

Figure 6.5 � Tunnel-based ommuniation and BiTIIP's non-anonymous ommuniations

This on�guration allows us to ahieve better throughput rates, while preserving I2P users'

anonymity. From an attaker's point of view, it is only possible to link a publi download with

a partiular BiTIIP lient and not further into the I2P network. Even by plaing a maliious

BiTIIP lient, an attaker will not able to de-anonymise an I2P user.

6.4 Evaluation of the BiTIIP lient

BiTIIP is a Java-based lient, using the Snark BitTorrent Library

50

and the I2PSnark �le-

sharing library. The Snark library enables BiTIIP to interat with BitTorrent lients, while

I2PSnark enables BiTIIP to ommuniate with other I2P users performing �le-sharing. BiTIIP

serves as an interfae between these two libraries and to synhronises requests from one network

to the other one, while performing opportunistially ahing of piees.

Figure 6.6 depits all the omponents on a BiTIIP lient. The Snark library requires further

extensions to support deentralised traking through the Mainline DHT, as well as to support the

BitTorrent extension protool to exhange BitTorrent metadata

51

, and therefore two omponents

50. The Snark projet is available at https://ode.google.om/p/snark/. Last visited on 08/2013.

51. Spei�ation available at http://bittorrent.org/beps/bep_0009.html and http://bittorrent.org/

beps/bep_0010.html. Last visited on 08/2013.
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were inluded to the BiTIIP lient to support these funtionalities. On the ontrary, the I2PSnark

library enables deentralised traking through the I2P's Mainline DHT. It additionally does not

need an extension to support exhange of metadata, sine in our interonnetion model an I2P

user aesses BitTorrent ontent and therefore only BitTorrent's metadata. The shared storage is

the entral omponent interating with both libraries, reeiving piee requests from one network,

retrieving these piees from the other network, and forwarding the requested piees.

Figure 6.6 � Funtional omponents of a BiTIIP lient

This synhronisation requires time and a�ets the ahieved download rates of the interon-

netion. This setion analyses the performane ahieved by our hybrid model when downloading

publi ontent from the I2P network. We onduted di�erent experiments onsidering two on-

�gurations: a single BiTIIP lient per swarm and multiple BiTIIP lients per swarm.

6.4.1 Download performane of the I2P network

We need to assess the urrent download performane of the I2P's �le-sharing environment

�rst, for a later omparison with our hybrid model.

We hose the top twenty torrents from the Postman traker (regarding swarm size). We mea-

sured the download rates ahieved, using the on�guration depited in Figure 6.5. We onsidered

the overall swarm speed ahieved, as well as the fastest peer in the swarm.

Figure 6.7 shows the results for the urrent performane of the I2P's �le-sharing environment.

The fastest peer in every swarm had an average rate of 9 KB/s, while the overall download speed

of the swarms presented an average rate of 33 KB/s.

We observed that I2P's �le-sharing environment did not exhibit a good performane. The

tunnel-based ommuniations of I2P penalise the �nal throughput. However, I2P's design goal is

not high throughput but anonymous ommuniations. Therefore, that is the tradeo� we need to

aept for an anonymous download.

6.4.2 A single BiTIIP lient

One we assessed the performane of I2P, we evaluated our BiTIIP lient. We took into

aount the on�guration shown in Figure 6.8(a). A single I2P user onneted to a BiTIIP lient

to download a random ten MB �le hosted by a single BitTorrent lient. This simple on�guration
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Figure 6.7 � Download performane of the I2P's �le-sharing environment

enabled us to measure how fast our BiTIIP lient performed as a onnetion point between these

two networks.

(a) Con�guration of the experiment

 0

 10

 20

 30

 40

 50

0 % 20 % 40 % 60 % 80 % 100 %

K
B

ps

Download

Fastest I2P peer
BiTIIP

(b) Download performane of a single BiTIIP

Figure 6.8 � Download performane of a single BiTIIP lient

We performed the same download a of twenty-�ve times and obtained an average rate of

17 KB/s throughout our BiTIIP lient. Figure 6.8(b) depits our result and ompares BiTIIP's

performane against the fastest peer in I2P's swarms. As mentioned in Setion 6.3.3, BiTIIP

lients use a 0 -hop tunnel on�guration, whih redues their anonymity in the I2P network, but

onsiderable inreases their performane and hene they ahieve better rates than normal I2P

users.

6.4.3 Multiples BiTIIP lients

A single BiTIIP lient doubles the download performane of the fastest I2P peer deteted. By

inluding further BiTIIP lients within an swarm, we an inrease its performane. We onduted

a seond experiment, where we added extra BiTIIP lients expeting to proportionally inrease

the performane. Figure 6.9(a) depits the on�guration of the experiment, where we used two,

three and four lients. For ease of visualisation, only one BiTIIP lient aessed both DHTs in the

�gure. However, every BiTIIP lient had aess to the I2P's Mainline DHT and the BitTorrent's

Mainline DHT.

As expeted, eah BiTIIP lient proportionally inreased the throughput of the download as

shown in Figure 6.9(b). Two BiTIIP lients provided around 37 KB/s, similar to the performane

of the I2P's swarms.

81



Chapter 6. Improving ontent availability in the I2P �le-sharing environment

(a) Con�guration of the experiment
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(b) Download performane of multiple BiTIIP lients

Figure 6.9 � Download performane of multiple BiTIIP lients

We propose to inrease the overall interonnetion performane by adding, when possible,

further BiTIIP lients to an existing interonnetion with the only objetive of inreasing the

overall performane.

It is important to onsider the salability of our design. As mentioned in Subsetion 6.3.1,

we aim at interonneting an I2P swarm with a fration of a BitTorrent swarm. Therefore, the

required number of BiTIIP lients is proportional to the number of I2P users within an I2P

swarm. Based on the number of I2P users in top I2P swarms, presented as well in Subsetion

6.3.1 and the estimated apaity of a single BiTIIP lient, we are able to interonnet an I2P

swarm with any BitTorrent swarm with a single BiTIIP lient.

6.4.4 The onnetME projet

The onnetME projet

52

enourages Internet users to ontribute to the improvement of

anonymous environments, with a speial fous on anonymous �le-sharing environments. The

BiTIIP lient an be deployed so as to inrease our urrent set of available BiTIIP lients. As

more BiTIIP lients beome available, more ontent an be introdued in the I2P's �le-sharing

environment. The projet's website brings together our implementation of the BiTIIP lient,

distributable under a GPL liense. The BiTIIP lient was developed in ollaboration with Tarang

Chugh [113℄.

Table 6.3 positions our hybrid model against the interonnetion models previously pre-

sented. Like the hMule model, our hybrid model onsiders widely deployed networks and their

real topologies. This model enables an on-demand mehanism, where I2P users an request Bit-

Torrent ontent, where BiTIIP lients are deployed to meet this demand. There is no modi�ation

from the side of the I2P users, whih enables a fully bakward-ompatible model with previous

I2P lients. Our hybrid model is the �rst model to onsider an interation between anonymous

and non-anonymous environments, where anonymous users an aess publi ontent without

ompromising their anonymity.

6.5 Conlusion

This hapter introdued a hybrid model for �le-sharing aiming at improving the ontent

availability in the I2P's �le-sharing environment. We showed that barely 1% of all available

BitTorrent ontent was available in the I2P network, ontaining mostly out-dated �les. Aording

52. Aessible at http://onnetme.gforge.inria.fr/.
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Use General use Peer-to-peer �le-sharing

Model Synapse Lloret's

sheme

Konish's

sheme

Fu's ex-

tension

hMule BiTIIP

Interation

omponent

Synapses

(Bridges)

Super

nodes

Cooperative

peers

Shared

Peers

Hybrid

nodes

Hybrid

nodes

Organisation ad-ho

overlay

2-layers

/ ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

ad-ho

overlay

Deployment Sim.

(With

Churn)

Sim. (No

Churn)

Sim. (No

Churn)

Sim. (No

Churn)

Real net-

works

Real

net-

works

Topology Dynami Random Barabasi-

Albert

(1000

nodes)

Kazaa

topology

BT/Ed2k

topology

BT

topol-

ogy

Multi proto-

ol

Yes Unde�ned No Yes, but

untested

Not ap-

pliable

Yes

Start of

interon-

netions

Network

deision

Network

deision

Network

deision

Loal dei-

sion

On-

demand

On-

demand

Anonymous

interon-

netion

No No No No No Yes

Table 6.3 � The BiTIIP hybrid model ompared with existing interonnetion models

to that lak of ontent, we designed an interonnetion model enabling I2P users to aess publi

ontent.

Our hybrid model allows I2P users to aess BitTorrent ontent while preserving their

anonymity. This leads to a sheme, where an anonymous ontent indexation and distribution

mehanisms are possible. We evaluated our model through a hybrid lient alled BiTIIP, whih

outperforms the fastest I2P user and preserves I2P's users anonymity. BiTIIP ats as the meeting

point between I2P users and BitTorrent users, enabling a bidiretional onnetion. By means of

I2P's tunnel-based ommuniations, an I2P user an anonymously ontat a BiTIIP lient and

aess BitTorrent ontent without jeopardising its anonymity.

We onsidered the I2P anonymous network for our interonnetion model aording to its

harateristis. The next hapter presents our haraterisation of this network onsidering, among

others, the number of users, the number of appliations and the type of these appliations.
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Chapter 7

Charaterisation of the I2P network
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7.1 Introdution

Anonymous ommuniations have been aquiring more and more interest sine the past

deade, either for �ghting against any type of ensorship, passive attaks (third-parties sni�-

ing, tra� analysis, user pro�ling) or for maliious purposes (opyrighted material downloads).

Anonymous �le-sharing is one of the most ative �elds in anonymous ommuniations and is

inreasingly growing. This growth is partially due to the onrush of negative news on publi

�le-sharing ommunities, inluding legal ations by governmental institutions, law-enforement

agenies to major �le-sharing ommunities. Another reason is the rising onerns of privay and

anonymity in the Internet.

A large-sale monitoring analysis on a �le-sharing ommunity provides an overview of the

network [114, 115, 116℄, enabling us to know whih kind of ontent is distributed in the anonymous

environment, the amount of users performing anonymous �le-sharing, as well as determining

whih users are downloading a spei� ontent. However, a large-sale monitoring on anonymous

environments is very hallenging and has not been extensively investigated. Most of the studies

are essentially foused on the Tor network [99, 117℄.

This hapter introdues the �rst monitoring arhiteture for the anonymous I2P environ-

ment, providing deep insights about the utilisation of the network and its users. We demonstrate
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the ability to detet most of I2P anonymous appliations, inluding anonymous �le-sharing ap-

pliations, and determine their use on the network through time, as well as to geoloate I2P

users. Firstly, we introdue I2P's DHT, alled the netDB, whih is the entral omponent in

our arhiteture and we explain how it an be exploited. Seondly, we detail the entire monitor-

ing arhiteture and its omponents. Finally, we evaluate our monitoring arhiteture through a

six-day experiment.

7.2 Exploiting the I2P network

In this setion, we �rst omplete the harateristis of the netDB, previously presented in

Subsetion 4.2.3. Then, we detail how the netDB is exploited to allow us to monitor the I2P

network.

7.2.1 The netDB

The netDB is omposed of �ood�ll nodes. These �ood�ll nodes are normal I2P nodes whih

have loally deide to beome �ood�ll nodes. An I2P node evaluates the urrent number of

�ood�ll nodes in the network, its available bandwidth rates and its health

53

. If the number of

�ood�ll nodes is less than �ve-hundred peers

54

, the urrent I2P user has more than 256 KB/s

available and it is well-integrated in the network, it automatially beomes a �ood�ll node.

The distributed nature of the netDB and the loal mehanism to deide whether to beome

a �ood�ll node hardens the I2P network. These harateristis avoid a single point of failure,

sine there is no entral omponent to attak.

NetDB storing proess

The netDB uses an iterative lookup proedure to publish and retrieve values, based on the

Kademlia XOR metri. This metri determines the distane between two identi�ers. On the

I2P network, the metri is applied between a �ood�ll's routing identi�er and the value identi�er

(either a routerinfo or a leaseset). Whenever an I2P user wants to publish a value in the netDB, it

performs an iterative lookup as detailed in Subsetion 2.3.4. It iteratively queries remote �ood�ll

nodes, starting �rstly by its known �ood�ll nodes, in order to �nd the losest �ood�ll nodes for

the value to be published.

Figure 7.1 depits an example, where an I2P user wants to store a routerinfo with a hash

value of 13. It starts by querying its only known �ood�ll, node 2. Node 2 responds with node 7.

A seond request is sent to node 7, whih responds with node 12. A �nal request is sent to node

12, whih responds with itself as the losest node to the value 13. A �nal store request is then

sent to node 12, whih will store the value. In this example, the I2P user stores the routerinfo

in a single �ood�ll node. However, in the urrent netDB implementation an I2P user stores a

value in the losest �ve �ood�ll nodes. This parameter is known as the replia set and is used to

improve fault tolerane against �ood�ll nodes going o�-line.

53. A router's health indiates how well the router is integrated in the network.

54. The I2P design spei�es that around 6% of the network should form the netDB, where with the urrent

estimation of 24000 I2P users, there should be nearly �fteen-hundred �ood�ll nodes. However, a minimum value

of �ve-hundred nodes is hard-oded and therefore the real perentage dereases to nearly 2%.
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Figure 7.1 � NetDB's iterative lookup

Keyspae shifting

As every Kademlia-based DHT, I2P's netDB uses the XOR metri to determine in whih

nodes a value should be published in or retrieved from by omparing a node's identi�er and

a value's identi�er. A node's identi�er is determined during the �rst exeution and normally

remains unhanged throughout the entire life of the node.

Nevertheless, the netDB uses a temporary identi�er instead of a �x identi�er to ompute

the XOR distane. This temporary identi�er, alled a routing identi�er as opposed to the node

identi�er, is obtained by appending the node identi�er with the urrent date and hashing the

result, as shown in 7.1. Therefore, the identi�er used in the netDB is the routing identi�er, whih

hanges every day, while the node identi�er remains �xed.

routing identi�er = SHA256(node_identifier||yyyyMMdd) (7.1)

At midnight, every previously published value needs to be republished in another DHT lo-

ation, sine the routing identi�er hanges, as shown in Figure 7.2. I2P uses this approah to

inrease the ost of a loalised Sybil attak in the netDB, sine attakers are plaed lose to a

target identi�er in the DHT by forging their identi�ers, aiming at reeiving every publish and

searh request for the targeted identi�er. However, as the DHT keyspae hanges every day,

Sybils' identi�ers need to be daily reomputed, inreasing the ost of the attak.

The major drawbak of this approah is when the DHT's keyspae is shifting, most of the

publish and searh requests fail, until every value is aordingly republished.

7.2.2 Exploiting the netDB

We exploit the netDB by taking advantage of its mehanism to beome a �ood�ll node. The

netDB uses a loal mehanism without any entral authority nor a general onsensus among all

�ood�ll nodes. Any I2P user an volunteer as a �ood�ll node. This strategy allows us to deploy

a set of monitoring �ood�ll nodes in the netDB.

We ondut a passive monitoring, as desribed in Subsetion 2.4.1, where our monitoring

�ood�ll nodes behave as distributed probes, targeting di�erent zones in the netDB. These moni-

toring �ood�ll nodes at as normal �ood�ll nodes, forming the netDB along with other �ood�ll

nodes and storing I2P's metadata.

We aim at gathering as muh network metadata as possible. Whenever we reeive a publish

request, either for a routerinfo or for a leaseset, we proess it as a regular �ood�ll node, and
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Figure 7.2 � NetDB's daily shifting

store it for a latter analysis. The sequene diagrams 7.3 show the di�erene between a normal

non-monitoring �ood�ll node and our modi�ed monitoring �ood�ll node. From an I2P user's

point of view, there is no notable operational di�erene whih make our monitoring �ood�ll

nodes passive monitoring nodes.

(a) Interation of a normal �ood�ll node (b) Interation of a monitoring �ood�ll node

Figure 7.3 � Interation of normal and monitoring �ood�ll nodes

By plaing di�erent monitoring �ood�ll nodes in the netDB, we are able to gather a vast

amount of network metadata, analyse it and haraterise the I2P network. Routerinfos are used

to geoloalise I2P users and determine their online behaviour in the I2P network. Leasesets are

used to determine whih anonymous appliations are deployed, as well as their uptime in the

network.
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7.2.3 Distribution of the monitoring �ood�ll nodes

A monitoring approah using distributed probes works better if the network to be monitored

enables free plaements of nodes, whih is not the ase of the netDB. The netDB uses a node

identi�er and a routing identi�er. In the normal Kademlia design, the node and routing identi�ers

are idential, enabling a node to easily hoose its position in the DHT. On the ontrary, the netDB

realulates its routing identi�er every day. Therefore, in order to position a node in the DHT, we

need to ompute a hash ditionary, retrieving a node identi�er given its atual routing identi�er.

This is known as a pre-image attak [118℄ and it is pratially infeasible with the SHA2 hashing

funtion, whih is netDB's hashing funtion.

As we are not able to plae a monitoring �ood�ll node in a spei� netDB position, a loalised

attak in the network would require an enormous omputational ost. However, to retrieve as

muh I2P's metadata as possible, the monitoring �ood�ll nodes are required to be well distributed

in the keyspae, i.e. not being grouped all together in a partiular part of the keyspae.

As a ryptographi funtion, the SHA2 funtion presents an uniform distribution of all gen-

erated hash odes and therefore the urrent set of �ood�ll nodes' routing identi�ers should

theoretially present a uniform distribution. In order to evaluate the real distribution of the

�ood�ll nodes, we monitored all �ood�ll nodes (whih aounted for �ve-hundred nodes during

our measurements) during one month and reorded their routing identi�ers. At every new shift-

ing of the keyspae we determined the new distribution of the routing identi�ers and omputed

a daily average.

Figure 7.4 � Distribution of the �ood�ll node's routing identi�ers in the netDB

Figure 7.4 depits the results of our experiment, where we redued the entire netDB keyspae

to eight equal zones for ease of visualisation. We obtained a uniform distribution of the �ood�lls

nodes. We were also able to detet around forty �ood�ll nodes that did not respet the shifting

mehanism and stayed �xed during our measurements. Those �ood�ll nodes were deployed by a

few IP addresses, whih does not orrespond to the normal operation of the network.

7.3 Monitoring arhiteture

This setion desribes our monitoring arhiteture and its omponents. It inludes the analysis

of routerinfos and leasesets, as well as an analysis of the required number of monitoring �ood�ll

nodes to monitor the entire I2P network.
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Figure 7.5 � A passive distributed monitoring arhiteture for the I2P network

7.3.1 Monitoring arhiteture overview

We have a passive distributed monitoring arhiteture, where monitoring nodes are dis-

tributed on the network and behave as normal nodes. Figure 7.5 depits our arhiteture.

A set of monitoring �ood�ll nodes are plaed in the netDB to ollet I2P's routerinfos and

leasesets. One this metadata has been analysed, the results of the analyses are stored in a entral

database. Later, they are aggregated and displayed in a statistial website.

The deployment of monitoring �ood�ll nodes is ompletely �exible. These nodes an be

dynamially added to the netDB, thus inreasing the amount of network metadata retrieved and

analysed. The next setions introdue both routerinfo and leaseset analysers and the required

number of monitoring �ood�ll nodes to have a omplete network overage.

7.3.2 Analysis of Routerinfos and Leasesets

A routerinfo identi�es an I2P user on the network by speifying its ontat details, as shown

in Figure 7.6. It inludes a 2048-bit ElGamal enryption key, a 1024-bit DSA signing key, as

well as a erti�ate, whih is all de�ned as the router identity. The routerinfo inludes a ontat

address, suh as ontat.om:4567, a set of text options, suh as the apability �ags of the

router, and �nally, a signature of the entire routerinfo. The ElGamal enryption key is used

when ontating a router, while the DSA key is used to verify routerinfo integrity.

A leaseset provides the ontat details for a lient's anonymous I2P appliation, as shown in

Figure 7.6. A leaseset inludes a 2048-bit ElGamal enryption key, a 1024-bit DSA signing key,

as well as a erti�ate, whih is all de�ned as the destination identity. The leaseset also inludes

an enryption publi key for end-to-end enryption, a signature of the entire leaseset and a set of

leases, whih are the real entry points for the anonymous appliation. Eah entry point spei�es

a gateway, a tunnel ID, whih is represented as a four-bytes number, and an expiration date for

the lease.

These strutures are proessed and analysed by every monitor �ood�ll node as shown below.

Routerinfo analysis

A routerinfo is analysed in order to know the geographial loalisation of the I2P user it

represents. A monitoring �ood�ll node uses di�erent servies to aurately determine the ge-
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Figure 7.6 � I2P's metadata, a Routerinfo and a Leaseset

ographial loalisation of a partiular IP address, as shown in the Sequene Diagram 7.7. It

employs a loal database based on the MaxMind servies

55

to determine the ountry, the region

and the ity of the given IP address. In the ase that some �elds are not retrieved, suh as the

ity, the monitoring �ood�ll node uses two external web servies, Geo IP Tool

56

and Who is this

IP ?

57

to omplete the geographial data.

Figure 7.7 � Determining the geographial loalisation of an I2P user through its routerinfo

Leaseset analysis

Analysing a leaseset requires a far more omplex proedure when ompared to analysing a

routerinfo. Our goal is to determine whih appliation is represented by a given leaseset, suh as

55. Available at http://www.maxmind.om/ under a Creative Commons Attribution-ShareAlike 3.0 Unported

Liense. Last visited on 08/2013.

56. http://www.geoiptool.om/. Last visited on 08/2013.

57. http://www.whoisthisip.om/. Last visited on 08/2013.
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a partiular anonymous �le-sharing lient or an anonymous web server.

A destination is I2P's representation for an IP address and a port number, and therefore we

an open a TCP-like soket through a destination or send UDP-like messages to it. The Sequene

Diagram 7.8 depits the �ve-step proedure performed by a monitoring �ood�ll node in order to

tag a destination with a partiular anonymous appliation.

Figure 7.8 � Overall proedure for testing a leaseset

A monitoring �ood�ll nodes starts by heking whether the destination orresponds to the

I2PMessenger anonymous messenger appliation by sending an HTTP GET message through a

TCP-like soket. The default behaviour of this appliation when reeiving an HTTP message is

to respond with an error message indiating that the destination is not running an anonymous

web server, but an anonymous I2P messenger appliation (1). If the destination is in fat running

an anonymous web server, it responds to the GET message aordingly and it an be tagged an

eepsite (2).

When there is no answer to the HTTP GET message, a monitoring �ood�ll node heks for

anonymous �le-sharing appliations, inluding I2PSnark lients, IMule lients and I2Phex lients

(3).

The iMule lient operates a TCP-based destination and a UDP-based destination. Therefore,

a TCP-like HELLO request and a UDP-like Kademlia HELLO request are sent.

If no response is reeived, a monitoring �ood�ll node heks for a I2Phex lient by sending a
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GNUTELLA CONNECT message through a TCP-like soket.

Figure 7.9 � Tagging a destination as an anonymous I2PSnark lient

A two-step analysis is required when testing for an I2PSnark lient, as illustrated in the

Sequene Diagram 7.9. First, a well-formed BitTorrent message with a random torrent hash

is sent. If the destination is atually running an I2PSnark lient, it will immediately lose the

onnetion when reeiving a well-formed BitTorrent message for a torrent that the lient is not

sharing. Then, if the onnetion is immediately losed, a seond malformed BitTorrent message

is sent. If the destination is atually running an I2PSnark lient, it will not respond and therefore

the response will timeout. This two-step analysis enables a monitoring �ood�ll node to determine

whether a destination is running an I2PSnark lient.

Finally, if all of the above analyses are unsuessful, a monitoring �ood�ll node heks whether

the destination orresponds to a TCP-like appliation by attempting to open a TCP-like soket

(4). Otherwise, the destination is tagged as unknown and the analysis onludes (5).

The I2P network is optimised for anonymous web sites alled eepsites and �le-sharing appli-

ations are widely used in an anonymous environment. For these reasons, eepsites and �le-sharing

lients will be our target appliations.

7.3.3 Deployment of monitoring �ood�ll nodes

It is important to onsider the network overage of our monitoring arhiteture, whih de-

pends on the urrent number of monitoring �ood�ll nodes deployed in the netDB and the replia

fator. The latter indiates in how many nodes a value will be stored in.

Equation 7.2 denotes the minimum number of monitoring �ood�ll nodes to ahieve a full

overage, with N as the total number of �ood�ll nodes and X as the urrent replia set. For

the urrent netDB with �ve-hundred �ood�ll nodes and a replia set of �ve nodes, one-hundred

monitoring �ood�ll nodes are required to have a omplete network overage. If we onsider a

total of �ve-hundred �ood�ll nodes and a replia set of �ve nodes, we an obtain a network

overage of 70% with seventy monitoring �ood�ll nodes, for instane.
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nb_monitors = ⌈ N / X ⌉, N= #floodfills , X= replia fator (7.2)

The alulated number of monitor �ood�ll nodes is adequate when onsidering a perfet

distribution in the netDB as shown in Subsetion 7.2.3.

For our monitoring arhiteture we use the Planetlab testbed and due to tehnial reasons

we are able to deploy seventy monitoring �ood�ll nodes. Our goal is to determine whether our

monitoring �ood�ll nodes are well-distributed in the netDB and therefore we reah the intended

network overage of 70%. We onduted the same distribution experiment as in Subsetion 7.2.3

only with our monitoring �ood�ll nodes.

During a month and at every keyspae shifting, we reorded the seventy routing identi�ers.

Table 7.1 shows the distribution of our monitoring �ood�ll nodes, where we divided the entire

netDB's keyspae in eight zones for ease of visualisation. We an observe a good distribution,

exept for zone four that had less monitors during the thirty days.

Keyspae zone % of monitors (daily average)

Zone 1 11.6279%

Zone 2 13.1782%

Zone 3 14.7286%

Zone 4 8.5271%

Zone 5 14.7286%

Zone 6 12.4031%

Zone 7 13.1782%

Zone 8 11.6279%

Table 7.1 � Distribution of monitoring �ood�ll nodes

Aording to these results, our seventy monitoring �ood�ll nodes over approximately 70%

of the network.

7.4 A real time view of the I2P network

This setion presents the results obtained with our monitoring arhiteture. We �rst analyse

the urrent geographial distribution of I2P users in the network, inluding ountry-based and

ity-based distributions. Then, we present all deteted anonymous I2P appliations, with a speial

fous on anonymous �le-sharing lients and anonymous web servers. Finally, we desribe an online

statistis portal, whih aggregates our results.

We deploy our monitoring arhiteture for a six-day period, from 2013-06-18 12:00:00

CEST to 2013-06-24 12:00:00 CEST, with a total of seventy monitoring �ood�ll nodes deployed

on the PlanetLab testbed. During our measurement, the netDB had around �ve-hundred �ood�ll

nodes. Aording to Equation 7.2, with overed 70% of the network with our seventy monitoring

�ood�ll nodes.

7.4.1 I2P users

We introdue the overall number of deteted I2P users throughout the monitoring measure-

ment and lassify them aording to their geographial properties.
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Deteted number of I2P users

Figure 7.10 depits the number of I2P users deteted throughout the six-day monitoring,

where we observe an average of nearly 28000 daily I2P users. We also observe di�erent daily

high peaks at 18h00, indiating that I2P users were more ative during the European afternoon,

with 31000 users in average. We also notie daily low peaks at midnight, where the number of

deteted I2P users dropped to nearly 24000 I2P users. This was due to the I2P netDB's shifting

mehanism, introdued in Subsetion 7.2.1. All �ood�ll nodes, inluding our monitoring �ood�ll

nodes, hanged their position in the netDB and therefore started to reeive new metadata, while

previously stored metadata was no longer valid. This situation a�eted the operation of the

network for a short period of time and therefore it a�eted our monitoring results.
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Figure 7.10 � Number of I2P users deteted

I2P users' behaviour presents a similar pattern to peer-to-peer networks [119℄, depiting a

sinusoidal pattern with a period of twenty-four hours and a maximum at 18h00 CEST. Aording

to our 70% of network overage, we estimated a daily average value of nearly 40000 I2P users,

as depited in Figure 7.10.

Our results present the same behaviour as the values published in the I2P's o�ial statistis

web site

58

, where I2P users present a sinusoidal pattern. However, we deteted a bigger number

of I2P users, putting into evidene that the o�ial statistis web site does not onsider the entire

network and its approximations do not fully represent the I2P network.

Country-based haraterisation

We deteted a total of 113433 widely distributed I2P users. Table 7.2 summarises the top ten

ountries deteted, where Russia aounts for nearly the 40% of all users.

We observe that the I2P network had a onsiderable partiipation from Russian users. We

deteted a total of 159 ountries, indiating that the I2P network is widely deployed.

City-based haraterisation

Table 7.3 depits the top �fteen ities out of the 13547 total ities deteted. We observed

that twelve out of the top �fteen ities are Russian ities. Moreover, we deteted a total of 813

Russian ities out of the 1108 total Russian ities [120℄, whih indiates that the I2P network is

used in nearly the 75% of all Russia.

58. http://stats.i2p.in/
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Country Number of deteted users Overall perentage

Russian Federation 45299 39.93%

United States 9968 8.78%

Germany 8563 7.54%

Ukraine 5491 4.84%

Brazil 4940 4.35%

Frane 4073 3.59%

United Kingdom 3688 2.96%

Italy 3154 2.78%

Belarus 2370 2.08%

India 1859 1.63%

Table 7.2 � Top ten ountries deteted in the I2P network

City Number of deteted users Overall perentage

Mosow 6542 5.76%

Saint Petersburg 2351 2.07%

Minsk 1191 1.04%

Krasnodar 1088 0.95%

Perm 1022 0.90%

Kiev 1020 0.89%

Chelyabinsk 984 0.86%

Omsk 920 0.81%

Nizhniy Novgorod 797 0.70%

Kazan 756 0.66%

Berlin 721 0.63%

Ufa 720 0.63%

Samara 668 0.60%

Yekaterinburg 623 0.54%

Voronezh 622 0.54%

Table 7.3 � Top �fteen ities deteted in the I2P network

7.4.2 I2P anonymous appliations

As previously introdued, we are able to analyse di�erent I2P anonymous appliations, inlud-

ing di�erent I2P anonymous �le-sharing lients and anonymous web servers, hosting anonymous

web sites or eepsites.

Anonymous �le-sharing lients

Figure 7.11(a) depits the number of deteted I2P �le-sharing lients, onsidering the three

urrent available lients. We observe that I2PSnark is the most used appliation, with an average

of 450 lients. IMule lients barely present any ativity, with as low as 6 lients deteted in

average. Finally, I2Phex has an average value of 3 lients, with a slight inrease of lients during

the weekend (right part of the hart).
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(a) Anonymous �le-sharing lients deteted.
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Figure 7.11 � Anonymous I2P appliations deteted.

The I2PSnark lient is a built-in �le-sharing lient and therefore works out of the box, fa-

ilitating its use. On the ontrary, both remaining anonymous �le-sharing lients, iMule and

I2Phex, are modi�ations to the regular �le-sharing lient and therefore their deployment in the

I2P network is more omplex, partially disouraging their use.

Anonymous web servers

Figure 7.11(b) shows the number of anonymous web servers deteted, with an average of

510 web servers. We see that even anonymous web servers, whih are intended to operate in

a more stable way than �le-sharing appliations, present a subtle sinusoidal pattern as well.

This indiates that I2P users hosting their anonymous web servers were still onneting and

disonneting from the I2P network as the rest of the users.

Contrary to the statistis servie Tino

59

, whih ontats those anonymous web servers listed

in I2P's DNS-like servie, we onsider every published anonymous web server in the netDB and

therefore we provide a preise real time view of the network, even for unlisted eepsites.
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Figure 7.12 � Total number of leasesets deteted

Figure 7.12 depits the total number of leasesets deteted during our measurement. We

deteted an average of 1960 leasesets, and we were able to tag 59% of them. It indiates that nearly

two-thirds of the I2P network is performing anonymous �le-sharing or hosting an anonymous web

site.

59. Presented in Subsetion 4.4.2 and aessible at tino.i2p.in. Last visited on 08/2013.
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Estimation of the total network

As mentioned before, we over nearly 70% of the entire network with our urrent monitor

�ood�ll nodes. Figure 7.13 shows the total number of deteted appliations, both anonymous

�le-sharing lients and web servers, with an average value of 1154 appliations. The �gure addi-

tionally depits our estimation of the total number of these two I2P appliations for the six-day

monitoring, with an average value of 1650 appliations.
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Figure 7.13 � Estimated number of anonymous �le-sharing lients and web servers

I2PStats: The I2P statistis portal

All retrieved information is aggregated and displayed in our statistis web site

60

, inluding a

real time view of the network, as well as historial data. The estimation of the number of users,

the I2P anonymous appliations and the geographial distribution of I2P users is presented. This

web site was developed in ooperation with Henry [121℄.

Our results re�eted the normal operation of the network, whih an be observed in our

statistis web site.

7.5 Conlusion

We foused in the I2P anonymous environment. By exploiting I2P's distributed database,

known as the netDB, we were able to deploy a set of passive distributed probes, thus olleting a

vast amount of network metadata. By properly analysing this metadata, we determined di�erent

harateristis of the I2P users and the I2P anonymous appliations.

We designed, implemented and suessfully deployed the �rst large-sale monitoring arhite-

ture for the I2P network. We mainly onsidered anonymous �le-sharing and anonymous eepsites,

determining their real use in the network, leading to an aurately haraterisation of the I2P

anonymous environment.

We evaluated our monitoring arhiteture through a real-world analysis of the network and

presented a six-day analysis of the system. We showed that Russia aounted for nearly the

40% of all I2P users deteted, where 75% of the total number of Russian ities were identi�ed.

Additionally, the I2PSnark lient presented an ative behaviour, with an average value of 450

ative lients. The number of deteted anonymous web servers hosting eepsites was measured

60. Aessible at http://i2pstats.loria.fr/.
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as well, with an average value of 510 servers. The statistis servie Tino announed a total of

350 anonymous web sites and we were able to detet a total of 510 anonymous web sites. This

indiates that there were several unlisted anonymous web sites in the I2P network.

Our monitoring arhiteture ontinuously operates, with an average of seventy distributed

monitoring �ood�ll nodes deployed on the PlanetLab's testbed. Aording to our distribution

analysis and the urrent amount of �ood�ll nodes in the netDB, this amount of monitoring �ood-

�ll nodes enables us to analyse approximately 70% of the entire I2P network. A real time analysis

of the I2P network an be found in our statistis web site, inluding the urrent geographial

distribution of I2P users and the use of di�erent I2P anonymous appliations.

The replia fator of I2P's netDB has hanged based on our monitoring e�orts, inreasing

the number of monitoring �ood�ll nodes required to have a omplete overage. The replia set

was previously formed by a eight nodes, where a full overage (onsidering the urrent number

of �ve-hundred �ood�ll nodes) would have been ahievable with sixty monitoring �ood�ll nodes

instead of one-hundred monitoring nodes. By reduing the replia set in the netDB, I2P designers

inreased the number of monitoring �ood�ll nodes required to have a full overage, but they also

redued netDB's fault-tolerane to hurn.

The next hapter presents our approah to perform a group-based haraterisation in the I2P

network and to further improve the insights of the system.
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8.1 Introdution

The previous hapter introdued a distributed monitoring arhiteture for the anonymous I2P

environment, whih allows us to haraterise I2P users and I2P anonymous appliations. Besides

providing us with insights of the system, this appliation-level analysis ertainly introdues an

anonymity risk. By analysing the behaviour of a partiular appliation and the behaviour of a

set or users, we should be able to determine whether this group of users is responsible for a given

appliation's ativity on the system.

This hapter presents the �rst step towards group-based haraterisation, where we target

the entire I2P anonymous �le-sharing network. We ondut a omprehensive orrelation analysis

based on data olleted from our distributed monitoring arhiteture, onsidering users from the

top deteted ities, along with the I2PSnark appliation, whih is the most used anonymous

�le-sharing appliation in the I2P network.

Pearson's oe�ient is used to analyse this orrelation and to determine whether these ities

ontribute, and in whih measure, to I2P's �le-sharing ativity. Our goal is to show that despite

a strong underlying anonymising layer, it is still possible to analyse users' ativities in the net-

work and establish whether their behaviour presents similar patterns with anonymous network

appliations, suh as �le-sharing appliations.
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Figure 8.1 � Towards group-based haraterisation in the I2P network

We �rst introdue our strategy for group-based haraterisation and detail Pearson's orre-

lation oe�ient and its harateristis. Then, we present our experiments results through three

di�erent ase studies. Finally, we address the omplexity of a orrelation analysis between a

ountry and an appliation, as well as an analysis with further I2P appliations.

8.2 Strategy for group-based haraterisation

This setion presents our strategy to perform a group-based haraterisation in the I2P

network and the orrelation oe�ient used for our analysis.

8.2.1 Strategy for haraterisation

Figure 8.1 introdues, more preisely, our objetive, onsidering data from the real network.

We have the number of deteted I2PSnark appliations along with the number of deteted users

from Mosow for a period of �fteen days. Our goal is to establish in whih measure this set of

users ontributes to the deteted �le-sharing ativity for this period of time. A positive orrela-

tion between these two set of data would allow us to determine that these users were atually

performing �le-sharing on the network. Moreover, we an assert whih part of the variane of

�le-sharing ativity is explained from the variane of the number of users from Mosow.

We want to analyse two variables, I2P users and I2PSnark appliations. With a bivariate or-

relation analysis we an determine if two variables present a dependent relationship and establish

whether this dependeny is positive or negative. We onsider the number of I2P users from a

partiular ity and the number of deteted I2PSnark appliations. This type of data is ratio data.

Data of type ratio is the most desriptive type of data [122℄, where the intervals between every

value are meaningful and a natural zero exists. Our data has a ratio type sine the intervals are

meaningful (the di�erene between twenty and ten users is the same as the di�erene between

forty and thirty users) and a natural zero exists.
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Aording to this type of data, we use Pearson's orrelation oe�ient, whih gives us a

measure of the linear dependene of two variables.

8.2.2 The Pearson's orrelation oe�ient

The Pearson's orrelation oe�ient value of two variables is de�ned as the ovariane of the

two variables divided by the produt of their standard deviations, as presented in Equation 8.1.

ρx,y =
Cov(X,Y )

σXσY
(8.1)

Equation 8.2 desribes Pearson's orrelation oe�ient applied to a sample of the population,

where the ovariane and standard deviations are replaed for those of a partiular sample of n

elements.

rx,y =

n
∑

i=1
(Xi − X̄)(Yi − Ȳ )

√

n
∑

i=1
(Xi − X̄)2

√

n
∑

i=1
(Yi − Ȳ )2

(8.2)

Data requirements for Pearson's oe�ient

The Pearson's oe�ient is only appliable if the data under analysis ful�ls four requirements:

� Normal distribution: data should follow an approximative normal distribution.

� Type of data: interval or ratio data is required.

� Liner relationship: the variables need to present a linear relationship.

� Homosedastiity: data should present the same variane around the line of best �t,

whih means that it should be satter in the same way around it.

Although data is not required to follow a perfet normal distribution, an approximative

normal distribution is required so that the oe�ient is appliable.
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Figure 8.2 � Linear and non-linear data

Non-linearity an be deteted by plotting the data in a satter plot and visually heking

whether it follows a linear form or not, as presented in Figure 8.2. Non-linearity of data an lead

to an erroneous predition for values outside the data range.

Finally, non-homosedastiity or heterosedastiity ours when the variane of the data

along the line of best �t hanges, whih an result in a data distribution as shown in Figure 8.3.

Non-homosedastiity in the analysed data an bias the orrelations towards the subset of data

with the largest variane.
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Figure 8.3 � Homosedastiity and Heterosedastiity

Interpretation of Pearson's oe�ient

Pearson's oe�ient provides an output between -1 and 1. Aording to Cohen [123℄, a or-

relation value above 0.50 (or less than -0.50) is onsidered strong, a value between 0.30 and 0.50

(or between -0.50 and -0.30) as moderate, and �nally, a value between 0.30 and -0.30 as weak,

like depited in Figure 8.4. We only retain positive values in our analysis, sine with more I2P

users, more I2PSnark appliations. We need to take into aount an additional parameters to

properly interpret our orrelation analysis, the oe�ient of determination, alled r

2
(being r the

Pearson's oe�ient), and the signi�ane of the orrelation, alled p.

Figure 8.4 � Pearson's referene values

The oe�ient of determination varies between zero and one and explains the variane of

the data. It is extremely important in our analysis, sine it determines in whih measure the

hanges of a set of users are responsible for the hanges of the number of deteted I2PSnark

appliations. These hanges orrespond to the variane of the data and are what we onsider the

ativity of users or �le-sharing appliations. Therefore, the oe�ient of determination indiates

us in whih measure the hanges in the number of users are responsible for the hanges in the

number of �le-sharing appliations, i.e. it explains the variane of the data.

The signi�ane of the orrelation, or p-value, gives the probability of obtaining a given

orrelation value for a non-representative sample, i.e. how true our orrelation value is. The

signi�ane of the orrelation is important when dealing with redued sample sizes (∼ 20%
elements, for instane), where an inorret seletion of a sample (not-random, biased, et.) an

produe wrong orrelation values.

Analysis of outliers

Outliers are extreme values in our dataset, whih an have a onsiderable impat in our sta-

tistial measurements. Outliers an produe, for instane, non-normality in the data, violating

the model's assumptions and produing deviant results, oasionally underestimating the out-

ome of our analysis, or what might be even more ritial, overestimating our results. Asombe
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[124℄ lassi�ed outliers in two general groups, those oming from errors in the measurements and

those oming from the inherent variability of the data itself. Therefore, it is highly important to

properly analysed the data and determine whether these extreme values were indeed generated

by errors in the measurements or they truly represent the data.

There are di�erent ways to deal with outliers, where robust statistial methods are used.

These methods are designed to resist outliers by either eliminating them from the analysis or

rearranging them to omply with the model's assumptions, suh as data normality. We onsider

a trimmed estimator and Winsorising, whih are two of the best known robust methods to deal

with outliers.

A trimmed estimator onsists in ordering the data and removing a �xed perentage of it

from both ends. If we apply a trimmed estimator at 10% to a list of one-hundred elements,

we need to remove �ve elements from both ends of the ordered data. Winsorising applies the

same mehanism as the trimmed estimator, although values are not removed but replaed with

a spei� perentile of the data. If we apply Winsorising at 20%, every value under the tenth

perentile need to be set to the tenth perentile value, while every value above the nineteenth

perentile need to be set to the nineteenth perentile value.

8.3 Experimental results and analyses

We use the Pearson's orrelation oe�ient in the I2P network in order to analyse the re-

lationship between users from a partiular ity and the number of I2PSnark appliations. We

expet to detet a moderate-to-high orrelation between the top ities and I2PSnark appliations.

8.3.1 Experiment setup

A single-day orrelation analysis does not represent the atual use of the network, sine a

day an present partiularities and lead to biased samples and underrate or overrate orrelation

oe�ient values. So, measurements were onduted over �fteen-day period, where we onsider

that three week-ends is a good time window to detet a long-lived orrelation between a partiular

ity and I2PSnark appliations. Our orrelation analysis uses data olleted from the real I2P

network through our monitoring arhiteture presented in the Chapter 7, for a period of �fteen

days from 2013-03-15 00:00:00 CEST to 2013-03-30 00:00:00 CEST. Due to tehnial limitations

we used only forty monitoring �ood�ll nodes during the period of analysis.

8.3.2 Methodology

For the following analysis, we �rst need to determine whether our data ful�l Pearson's require-

ments for a orrelation analysis, whih is data normality, data linearity and data homosedas-

tiity. Data normality is tested through the analysis of the frequeny histogram (I2P users vs.

I2PSnark appliations) and how well it �ts a normal distribution. A line of best �t is employed

to determine whether the distribution of points follows a linear distribution. Homosedasti-

ity is orroborated by visually heking the plotted data. The type of data under analysis was

previously determined as ratio data, whih is adequate for a Pearson's analysis.

Our monitoring arhiteture does not over the entire I2P network, and therefore we do not

ollet data for every available user and I2PSnark appliation. This produes a few situations

where we detet a low number of either users or I2PSnark appliations, leading to outliers.

We deal only with extreme-low values in our dataset. We might enounter a low number of

I2PSnark appliations due to a partial network overage. Therefore, we modi�ed the two robust
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methods onsidered to analyse only the low part of the data, i.e. those values lose to zero. A

Trimmed estimator at 10% removes only every value under the tenth perentile of the ordered

data. A Winsorising at 10% replaes only those values under the tenth perentile.

We onsidered the top ities in term of users deteted in our period of analysis, as well as

their daily ativity during the entire �fteen-day measurement. We deteted 16085 ities, where

most of them presented less than ten users through out the entire �fteen-day period. Beause

of the ative use of I2PSnark lients, those ities presenting a low number of users were not

adequate for our orrelation analysis. Table 8.1 depits the most ative ities.

City Users Overall perentage

Mosow 244223 8%

Saint Petersburg 106688 3.5%

Tokyo 29667 ∼ 1%

Yekaterinburg 28507 ∼ 1%

Kiev 26262 ∼ 1%

Novosibirsk 23090 ∼ 1%

Knoxville 17949 < 1%

Krasnodar 17849 < 1%

Nizhny Novgorod 17008 < 1%

Paris 14837 < 1%

Berlin 13471 < 1%

Omsk 12814 < 1%

Ufa 12056 < 1%

Munih 5392 < 1%

Table 8.1 � Most ative ities deteted for a �fteen-day period

From all leasesets retrieved over the �fteen-day period, 31.7% were I2PSnark lients. A-

ording to the results presented in Subsetion 7.4.2, we deteted the same fration of I2PSnark

appliations even for a smaller network overage (forty monitoring �ood�ll nodes instead of

seventy).

8.3.3 Case studies

Mosow and Saint Petersburg presented a high number of users deteted, where the �rst one

ontributed to the 8% of the total users deteted. We �rst onsidered those two ities for our

orrelation analysis as a ase study, sine they were the ones that ontributed the most. Later

on, we analysed another less signi�ant ity, and determined whether it represented a part of the

�le-sharing ativity deteted or not.

Correlation analysis for Mosow

Figure 8.5(a) plots Mosow's data with the number of I2P users in the x -axis and the number

of I2PSnark appliations deteted in the y-axis. We observe a set of outliers in the bottom left

orner of the hart. Figure 8.5(b) depits Mosow's data after outliers' exlusion through our

modi�ed trimmed estimator, whih is used for the orrelation analysis.

108



8.3. Experimental results and analyses

 0

 50

 100

 150

 200

 250

 300

 0  200  400  600  800  1000

D
et

ec
te

d 
I2

P
S

na
rk

 a
pp

s

Moscow Users

(a) With outliers

 0

 50

 100

 150

 200

 250

 300

 0  200  400  600  800  1000

D
et

ec
te

d 
I2

P
S

na
rk

 a
pp

s

Moscow Users

Linearity
Homoscedasticity
Homoscedasticity

 0

 0.05

 0.1

 0.15

 0.2

 0.25

320 415 510 605 700 795 890 985 1080 1175

(b) Without outliers

 0

 50

 100

 150

 200

 250

 300

 0  200  400  600  800  1000

D
et

ec
te

d 
I2

P
S

na
rk

 a
pp

s

Users

Pearson correlation coefficient= 0.4997

Best fit line

() Pearson's orrelation oe�ient analysis

Figure 8.5 � Pearson's analysis for Mosow/I2PSnark

The results shows that data approximately follows a normal distribution and additionally

a straight line, presenting the required linearity. Finally, the data keeps a onstant dispersion,

indiating homosedastiity, the �nal requirement to properly apply Pearson's oe�ient.

Figure 8.5() shows the result of Pearson's orrelation for the �fteen-day sample with a value

of r = 0.4901. We see a strong orrelation aording to the referenes values presented in

Subsetion 8.2.2. This shows that I2P users from Mosow highly ontributed to the I2P's �le-

sharing ativity during the analysed period. The oe�ient of determination is r

2 = 0.2401,
indiating that the ativity of users from Mosow explained a quarter of all deteted �le-sharing

ativity for this partiular �fteen-day period.

Correlation analysis for Saint Petersburg

Figure 8.6(a) plots Saint Petersburg's data and Figure 8.6(b) depits this data after outliers'

exlusion through our trimmed estimator.

The results shows that the data approximately follows a normal distribution. Linearity as

well as homosedastiity were orroborated with the same mehanisms as with Mosow. Figure

8.6() shows the result of Pearson's orrelation for the �fteen-day period, where a moderate

orrelation is observed with a value of r = 0.3952. In this ase, the oe�ient of determination

indiates that the ativity of users from Saint Petersburg aounted for 15.61% of the total

�le-sharing ativity for our period of analysis.

Correlation analysis for Munih

We saw that two of the most ative ities presented a strong orrelation value (for Mosow)

and a moderate orrelation value (for Saint Petersburg) with I2PSnark appliations aording
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Figure 8.6 � Pearson's analysis for Saint Petersburg/I2PSnark

to Pearson's orrelation oe�ient. Let's onsider a ity suh as Munih. This ity has an ative

daily partiipation, however it barely ontributes to 0.2% of the total number of users deteted.

Figure 8.7(a) plots our data for the ity of Munih, where a possible orrelation might not seem

as lear as with the previous ities. Figure 8.7(b) depits the data after outliers' exlusion.

The results show a lak of a normal distribution. Moreover, the data presents heterosedas-

tiity, where for bigger values of users, smaller is the variane, i.e. the data points are lose to

the line of best. In this ase, Pearson's oe�ient was not appliable, sine data did not omply

with the oe�ient's assumptions.
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Figure 8.7 � Data distribution for Munih/I2PSnark

We ould not determine whether users from Munih ontribute to I2P's �le-sharing ativity.

However, we an visually analyse the data. We observe that most of the points were onentrated
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between 14 and 24 I2P users, while the number of I2PSnark appliations deteted varied from 50

to 150. This behaviour an be observed in the frequeny histogram, where both peaks orrespond

to intervals [14,18) and [18,22) and aount for the 65% of the total data points. This indiates

that hanges in the number of deteted I2PSnark appliations were not related with hanges in

the number of I2P users from Munih. Aording to this visual analysis, we an dedue that this

set of users did not perform signi�ant �le-sharing in the I2P network.

8.3.4 Analysis of low-end outliers

We onsider that a trimmed estimator is more adequate for our orrelation analysis, sine we

disard outliers and keep only those representative values. Winsorising is adequate to deal with

errors in the measurements, where low values are replaed with more suitable, and more likely

values. However, in our ase it would distort the dataset when replaing deviant values, either

I2P users or I2PSnark values.

Table 8.2 shows a omparison of the di�erent Pearson's orrelation values for our �fteen-day

period for the analysed ities. We took into onsideration di�erent on�gurations of our two

adapted robust estimators. We also onsider a visual exlusion of outliers. We observe that the

orrelation oe�ient for data with a visual exlusion and with the use of a trimmed estimator

at 10% are similar for both ities. This indiates that a visual exlusion of outliers is adequate

when the dataset an be plotted and easily interpreted. Using the dataset without an outliers

analysis leads to biased results, suh as the ase of Mosow, where the orrelation oe�ient

inreases up to a value of 0.76.

City No Exlusion Visual Trim. 10% Trim. 20% Wins. 10% Wins. 20%

Mosow 0.7657 0.4997 0.4901 0.4111 0.7418 0.5902

Saint Petersburg 0.3300 0.3731 0.3952 0.3370 0.2916 0.3419

Table 8.2 � Pearson's oe�ients for di�erent robust estimators

8.4 Disussion

We introdued a orrelation analysis on the I2P network, so as to determine whih ity

ontributed the most to I2P's �le-sharing ativity, thus haraterising these I2P users in terms

of use and deployment of an anonymous appliation. Here, we analyse a possible orrelation

between a ountry and I2PSnark appliations.

We only onsidered I2P ities and I2PSnark appliations, and left aside a possible analysis

between ountries and these appliations. When ombined into a single ountry, the orrelation

might not be notied. An extreme example of this senario is presented in Figure 8.8(a), where a

strong orrelation exists between an appliation and a partiular ity, but when onsidering the

value for the ountry itself, inluding both ities, the orrelation value onsiderable dereases.

Figure 8.8(b) shows a real-ase senario onsidering Italy and Rome. There is a moderate orre-

lation between Italy and I2PSnark appliations. However, when onsidering Rome and I2PSnark

appliations the orrelation value doubles. A pre-analysis needs to be arried out before onsid-

ering a orrelation analysis between ountries and appliations.

Furthermore, we only studied I2PSnark appliations, sine it is the most ative �le-sharing

appliation on the network. The rest of the �le-sharing lients reahed a low daily partiipation
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Figure 8.8 � A false negative ase for a ountry' orrelation

and therefore they were not adequate for our orrelation analysis. Additional appliations, suh

as anonymous web servers, did not present the neessary variation through time in order to

orrelate them.

8.5 Conlusion

We demonstrated that it is possible to simultaneously analyse the behaviour of I2P users and

I2P appliations. We showed that we were able to pro�le I2P users and determine whih set of

users ontributed the most to I2P's �le-sharing ativity.

By aordingly applying Pearson's orrelation oe�ient to the data retrieved by our dis-

tributed arhiteture, we deteted a strong orrelation between I2P's top ity, Mosow, and

I2P's top �le-sharing appliation, I2PSnark. A moderate orrelation was as well deteted be-

tween users from Saint Petersburg and I2PSnark appliations. The variane of users from both

ities explained a third of the total �le-sharing ativity in the I2P network for the studied period.

We additionally showed that not every ative ity ontributed to I2P's �le-sharing ativity, suh

as Munih.

Our analysis ould be improved by improving our geographial loalisation tool to obtain more

preise geographial zones in a ity. If we are able to on�ne a group of users to a partiular

region in a ity and orrelate them against I2PSnark appliations, we ould be able to determine

whih part of the ity is more or less responsible of the deteted anonymous �le-sharing ativity.

The I2P network is a omplete anonymising layer, but it still requires further anonymity

studies and peer-reviewed researh to strengthen the overall provided anonymity. Our work on-

tributed to the ongoing improvements on the network, for whih we foresee an exellent option

when onsidering anonymising servies.
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This hapter summarises our ontributions and presents the �nal onlusion about our thesis.

We introdue the limitations of our work, mainly onsidering the de-anonymisation of users based

on large-sale monitoring. We end with our work perspetives in the �eld of anonymous networks.

9.1 Contributions summary

We presented two main ontributions. On the one hand, we designed and evaluated two

hybrid �le-sharing arhitetures aiming at improving ontent indexation and ontent availability

in BitTorrent-like �le-sharing environments. On the other hand, we designed and evaluated a

distributed monitoring arhiteture that allows us to haraterise a widely deployed anonymous

system.

9.1.1 Hybrid peer-to-peer �le-sharing environments

We studied hybrid �le-sharing environments from two angles. In the �rst plae, we improved

the ontent indexation sheme in the BitTorrent �le-sharing environment via a hybrid BitTorrent-

Kad/Ed2k approah, onsidering the best of both networks. In the seond plae, we improved the

ontent availability in the I2P �le-sharing environment, where anonymous I2P users an aess

publi BitTorrent ontent through an on-demand approah.
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Improving ontent indexation in the BitTorrent �le-sharing environment

Peer-to-peer �le-sharing appliations still generate a onsiderable amount of all Internet traf-

�. Nearly half of all European upstream tra� is BitTorrent and Kad/Ed2k tra�, whih

indiates that both networks are highly used and deployed.

On the one hand, BitTorrent is the most used ontent distribution platform and is based

on a vulnerable implementation of its Kademlia-based deentralised traker, making the entire

arhiteture vulnerable. The Kad/Ed2k network, on the ontrary, uses a seure DHT to provide

a double-indexation mehanism. On the other hand, the algorithm of download of BitTorrent

redues nearly 50% the time of download when ompared to the Ed2k algorithm, in a single-�le

download environment. Therefore, we argue that both networks an bene�t from one another,

ahieving a hybrid peer-to-peer �le-sharing environment.

We designed, evaluated and implemented a hybrid �le-sharing lient named hMule. This

lient is able to index BitTorrent ontent in the Kad DHT, thus empowering the BitTorrent

network to use the Kad's indexation servie instead of its vulnerable deentralised traker im-

plementation. This hybrid sheme additionally enables a double-indexation sheme, where not

only <ontent,peers> pairs are indexed, but <keyword,ontents> pairs are indexed as well.

This double-indexation introdues an extra indexation level in the BitTorrent network, a feature

urrently missing. The hMule lient allows users to download ontent using the algorithm of

download of BitTorrent, thus gathering the best of both networks, a strong ontent indexation

sheme and an exellent ontent distribution platform.

The hMule lient demonstrates how a hybrid interonnetion sheme between two �le-sharing

networks an lead to an improved �le-sharing environment, avoiding to reinvent the wheel and to

reate two similar Kademlia-based ontent indexation mehanisms. The hMule lient has been

tested in both the BitTorrent and the Kad/Ed2k networks and it has been proven funtional

and bakward ompatible. The hMule projet

61

enourages Internet users to employ the hMule

lient and bene�t from this hybrid ooperation.

Improving ontent availability in the I2P �le-sharing environment

Anonymous ommuniations are signi�antly growing and Internet users are shifting to a

privay-preserving Internet, drawing their attention to the onept of online anonymity and

online privay. In these anonymous ommuniations, anonymous �le-sharing environments are

a major �eld, where dediated �le-sharing networks have been designed and deployed, suh

as the I2P anonymous �le-sharing network. The I2P network provides a BitTorrent-like �le-

sharing environment on top of the network, whih allows users to index and distribute ontent

in an anonymous manner. However, the available ontent on the system is widely redued, and

non-anonymous publi networks, suh as the BitTorrent network, are still the major soures of

ontent.

We designed and developed a hybrid �le-sharing lient named BiTIIP, enabling anonymous

I2P users to aess publi BitTorrent ontent without ompromising their anonymity. The BiTIIP

lient enables an on-demand approah, where I2P users speify the desired BitTorrent on-

tent and an interonnetion between both networks is reated to respond to this demand. The

lient indexes BitTorrent ontent in the I2P deentralised traker, enabling an anonymous on-

tent indexation, while ontent is distributed through the I2P anonymous network, proving an

anonymous ontent distribution. This hybrid sheme results in a fully anonymous �le-sharing

environment.

61. Aessible at http://hmule.gforge.inria.fr/.
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The onnetME projet

62

provides the �rst step towards the interonnetion of anonymous

and non-anonymous networks, with a speial fous on anonymous �le-sharing environments. The

projet enables Internet users to install a BiTIIP lient, in this way inreasing the available

number of BiTIIP lients.

9.1.2 Charaterisation of anonymous environments

We onduted the �rst large-sale monitoring on the I2P anonymous system, haraterising

users and servies running on top of the network. We �rst designed and implemented a distributed

monitoring arhiteture based on distributed probes plaed in the I2P's netDB, whih allows us

to ollet a vast amount of network metadata. Then, we onduted a orrelation analysis between

the behaviour of users and the behaviour of anonymous �le-sharing lients to ahieve a group-

based haraterisation in the network, enabling us to determine whih I2P ity ontributed the

most to the anonymous �le-sharing ativity in the network.

Charaterisation of the anonymous I2P environment

Anonymous systems have been gathering more and more users. The I2P anonymous network

has doubled its user-base in the last year, but still there is no omprehensive analysis of the

network nor monitoring studies haraterising the system. The I2P network provides a wide set

of servies, suh as anonymous �le-sharing lients and anonymous web hosting. However, we

annot measure the use of these anonymous servies on the system and determinate the real use

of the I2P network.

Our distributed monitoring arhiteture allows us to determine the use of anonymous �le-

sharing appliations and anonymous web servers or eepsites available in the I2P network. We

established that the I2PSnark lient is the most used anonymous �le-sharing appliation, ontrary

to other �le-sharing alternatives, suh as iMule or I2Phex. We deteted as well several unlisted

eepsites on the system, whih aounted for a 30% of the total number of eepsites deteted. We

additionally determined the geographial distribution of the I2P users and onluded that the

I2P network is widely deployed, being Russia the most ative ountry.

This large-sale monitoring provided us with the �rst insights of the I2P anonymous system,

inluding the use of di�erent anonymous servies, as well as the geographial distribution of the

I2P users. Our distributed arhiteture ease the understanding of this anonymous system, help

us to understand in whih diretion the system is evolving and the main use of the system.

Group-based haraterisation in the I2P anonymous environment

Our distributed monitoring arhiteture provides us with di�erent insights about the I2P

network, where di�erent appliation-level analyses are performed to detet anonymous servies,

suh as anonymous �le-sharing lients or anonymous web servers. These appliation-level analyses

allow us to detet the behaviour of partiular appliations, notably their period of ativity. By

onsidering the behaviour of a partiular anonymous servie along with a partiular set of I2P

users, we were �nally able to determine in whih measure this set of users was responsible for

the ativity of the anonymous servie.

We applied Pearson's orrelation oe�ient to suessfully established whih I2P ities on-

tributed the most to the �le-sharing ativity in the network. By orrelating the behaviour of

the I2P users from two top ities along with the behaviour of the I2PSnark lient throughout a

62. Aesible at http://onnetme.gforge.inria.fr/
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partiular period of time, we determined that the ativity of users from those ities explained

38% of all deteted �le-sharing ativity.

We demonstrated that a large-sale monitoring ould not only provide us with di�erent

insights of an anonymous system, but it ould as well led to a group-based haraterisation. The

behaviour of users on the system is as important as the anonymity guaranteed by the system

itself and need to be onsidered whenever employing an anonymous system.

9.2 Limitations

The limitations of our work are twofold. One the one hand onsidering our hybrid �le-sharing

arhitetures and on the other hand onsidering the de-anonymisation of users based on large-

sale monitoring.

9.2.1 Limitations on hybrid �le-sharing arhitetures

We designed and evaluated two hybrid �le-sharing arhitetures, enabling a better indexa-

tion of the BitTorrent ontent via the Kad DHT and improving the ontent availability in the

I2P network. Both of our approahes work by introduing an interonnetion layer, serving as

the meeting point between the two intended networks to interonnet. This layer is formed by

volunteer hybrid nodes, whih are deployed by regular Internet users.

The disadvantage of our hybrid model lays on the volunteer-based approah, sine if the

number of volunteers is less than the required number of hybrid nodes, the interonnetion is

weak. However, as more Internet users o�er to deploy hybrid nodes, the interonnetion beomes

stronger. This situation is likely to our during the bootstrap phase, in whih our hybrid lients,

as well as the overall hybrid model, are not well-known. The solution is to manually deploy

di�erent hybrid nodes to support a weak interonnetion until the hybrid model gets well-known

and a few external hybrid nodes have been deployed.

9.2.2 Limitations on group-based haraterisation through large-sale moni-

toring and de-anonymisation

We showed that a large-sale monitoring ould provide us with valuable insights when on-

sidering anonymous systems. We established that anonymous �le-sharing is widely deployed in

the I2P network, mainly guided by I2PSnark lients. The I2P network is widely deployed, where

Russia aounts for nearly the 40% of all I2P users deteted. We employed this large-sale mon-

itoring to determine the behaviour of users and anonymous servies on the system. Through

the Pearson's orrelation oe�ient we determined whih I2P ity ontributed the most to I2P's

�le-sharing ativity, leading to a group-based haraterisation.

This group-based haraterisation indiates us whih subset of users, from a partiular ity

in this ase, ontribute the most to a partiular anonymous servie, suh as I2PSnark �le-sharing

lients. However, we are not able to link a partiular I2P user with an anonymous servie through

that large-sale monitoring, mainly beause we detet the behaviour of users and anonymous

servies through a partiular period of time, whih does not provide us with the required preision

to bind a single user with a spei� anonymous servie.

In order to further de-anonymise a single user, we need to take into onsideration the I2P

network itself and its mehanisms to guarantee a user's anonymity on the system as desribed

in the following setion. By ompromising those mehanisms, we ould be able to determine the

servies a given user is running on top of the I2P network.
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9.3 Perspetives

Our future work is foused on three aspets of the I2P network.

9.3.1 User de-anonymisation

Starting from our limitations to de-anonymise a partiular I2P user, we studied I2P's unidi-

retional tunnels and the mehanism used to reate these tunnels. We disovered a vulnerability

in the mehanisms to reate I2P's tunnels, whih allows an attaker to detet whether he/she is

the last partiipant in an inbound tunnel. With this knowledge, it would be possible to attak

an I2P's eepsite in order to de-anonymise the eepsite's operator.

De-anonymising a single user in the I2P network would require two steps.

We �rst would need an automati mehanism to redue the set of suspets, i.e. whih nodes

we think are hosting an anonymous web site. Otherwise, it is pratially infeasible to attak the

entire I2P network.

The seond step is a mehanism to attak I2P's loal pro�ling algorithm, so as to position

maliious I2P routers in an inbound tunnel.

9.3.2 Attak detetion in I2P's netDB

I2P's netDB is a Kademlia-based DHT without any mehanism to ertify identities and

therefore it is suseptible to a Sybil attak. Although it ontains a slight modi�ation in how

routing identi�ers are alulated to avoid a loalised Sybil attak, it is still possible to deploy

more general attaks.

An attaker running several �ood�ll nodes ould either monitor the network or attak it. By

plaing a big set of maliious �ood�ll nodes and gathering more I2P's metadata than a single

�ood�ll node, an attaker ould deide to stop answering requests for that metadata, produing

a major disruption at a partiular moment.

A full-spae rawling in the netDB ould give us every ative �ood�ll node and their infor-

mation, inluding routing identi�ers and IP addresses. By inspeting this information, we ould

determine whether a single IP address has multiple routing identi�ers assoiated.

Attak detetion is the �rst step towards a more robust netDB, where a identities' man-

agement mehanism ould lessen the impat of a Sybil attak. The netDB does not enable free

plaement of nodes and therefore a loalised Sybil attak is pratially infeasible. Loal rules to

avoid multiple �ood�ll nodes from a single node would prevent a full-spae Sybil attak.

9.3.3 Content haraterisation of I2P's eepsites

The I2P network is optimised for anonymous hosting, where di�erent eepsites are available on

the system. We have deteted through our distributed monitoring arhiteture several unlisted

eepsites, aounting for the 30% of the total available eepsites.

We onsider that analysing every eepsite ould allow us to haraterise I2P's anonymous

hosting environment, to determine whih kind of ontent is hosted on the system. This in-

depth haraterisation would enable us to understand the system and its users, not only from a

behavioural point of view, but from a preferenes point of view.
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Most of our daily ativities are arried out over the Internet, from �le-sharing and soial networking

to home banking, online-teahing and online-blogging. Considering �le-sharing as one of Internet top

ativities, di�erent arhitetures have been proposed, designed and implemented, leading to a wide set

of �le-sharing networks with di�erent performanes and goals. This digital soiety enables as well users'

pro�ling. As Internet users surf the World Wide Web, every sent or reeived paket passes through several

intermediate nodes until they reah their intended destination. So, an observer will be able to determine

where a paket omes from and where it goes to, to monitor and to pro�le users' online ativities by

identifying to whih server they are onneted or how long their sessions last. Meanwhile, anonymous

ommuniations have been signi�antly developed to allow users to arry out their online ativities

without neessarily revealing their real identity.

Our ontribution is twofold. On the one hand, we onsider hybrid �le-sharing environments, with a

speial fous on widely deployed real-world networks and targeting two de�ned goals. The �rst goal is

to improve ontent indexation in the BitTorrent �le-sharing environment, enabling BitTorrent ontent

to be indexed in the Kad distributed has table and leading to a more robust BitTorrent system. The

seond goal is to improve ontent availability in the I2P �le-sharing environment. We allow I2P users to

anonymously aess publi BitTorrent ontent and we obtain a fully anonymous �le-sharing environment,

inluding anonymous ontent indexation and anonymous ontent distribution.

On the other hand, we fous on the understanding of anonymous environments through extensive mon-

itoring. We haraterise the I2P network, targeting the entire anonymous environment and its anonymous

servies. We onsider di�erent aspets of the network, suh as the number of users, their harateristis

as well as the number of anonymous servies available. Through long-term measurements on the network

and along with di�erent orrelation analyses, we are able to haraterise a small group of users using a

spei� anonymous servie, suh as the users from a partiular ity performing anonymous �le-sharing.

La plupart de nos ativités quotidiennes sont aujourd'hui rythmées et régies par Internet, qu'il s'agisse

de partage de �hiers, d'interation sur les réseaux soiaux, de banques et de ours en ligne, ou enore de

publiation de blogs. En e qui onerne le partage de �hiers, l'une des ativités les plus pratiquées sur

Internet, diverses solutions ont déjà été proposées, réées et implantées, pour onstituer des réseaux de

partage de �hiers aux performanes et objetifs parfois très di�érents. Cette soiété du numérique permet

le pro�lage des utilisateurs. Chaque information envoyée ou reçue sur Internet va ainsi traverser une série

de noeuds intermédiaires jusqu'à atteindre sa destination. Un observateur pourra ainsi déterminer la

provenane et la destination des paquets et de e fait surveiller et pro�ler les ativités des utilisateurs en

identi�ant le serveur auquel ils se onnetent ou la durée de leur session. Parallèlement, les ommuniations

anonymes se sont développées a�n de permettre aux utilisateurs d'utiliser Internet sans que leur identité

ne soit néessairement révélée.

Notre ontribution se veut double. Nous nous intéressons tout d'abord aux environnements de partage

de �hiers hybrides en nous foalisant sur des réseaux réels largement déployés. Nous visons, au travers

de ette étude, deux objetifs. Le premier onsiste en l'amélioration du système d'indexation de ontenu

au sein de l'environnement de partage de �hiers BitTorrent. Il s'agit, plus préisément, de renforer le

système BitTorrent par le biais d'une indexation de son ontenu dans la table de hahage distribuée Kad.

Notre seond but est d'améliorer les onditions d'aès au ontenu ainsi que sa disponibilité au

sein de l'environnement I2P de partage de �hiers. Nous permettons aux utilisateurs d'I2P d'aéder

anonymement au ontenu publi de BitTorrent et nous aboutissons ainsi à un environnement de partage

de �hiers totalement anonyme, indexation et distribution du ontenu omprises. Nous entrons ensuite

notre analyse sur une meilleure ompréhension des environnements anonymes par le biais d'une surveil-

lane à grande éhelle. Nous dé�nissons les aratéristiques du réseau I2P, en visant l'intégralité de

l'environnement anonyme et son large hamp d'ativités et de servies anonymes. Nous analysons les dif-

férents aspets du réseau, omme le nombre des utilisateurs, leurs aratéristiques ainsi que le nombre de

servies anonymes disponibles. Au travers des mesures et évaluations réalisées à long terme sur le réseau,

ouplées à di�érentes analyses de orrélation, nous avons réussi à identi�er et aratériser un petit groupe

d'individus exéutant un servie anonyme spéi�que omme, par exemple, les habitants d'une même ville

utilisant une appliation anonyme de partage de �hiers.



Département de formation doctorale en informatique École doctorale IAEM Lorraine
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Résumé

La plupart de nos ativités quotidiennes sont aujourd'hui rythmées et régies par Internet,

qu'il s'agisse de partage de �hiers, d'interation sur les réseaux soiaux, de banques et de ours

en ligne, ou enore de publiation de blogs. En e qui onerne le partage de �hiers, l'une

des ativités les plus pratiquées sur Internet, diverses solutions ont déjà été proposées, réées

et implantées, pour onstituer des réseaux de partage de �hiers aux performanes et objetifs

parfois très di�érents. Cette soiété du numérique permet le pro�lage des utilisateurs. Chaque

information envoyée ou reçue sur Internet va ainsi traverser une série de noeuds intermédiaires

jusqu'à atteindre sa destination. Un observateur pourra ainsi déterminer la provenane et la

destination des paquets et de e fait surveiller et pro�ler les ativités des utilisateurs en identi�ant

le serveur auquel ils se onnetent ou la durée de leur session. Parallèlement, les ommuniations

anonymes se sont développées a�n de permettre aux utilisateurs d'utiliser Internet sans que leur

identité ne soit néessairement révélée.

Notre ontribution se veut double. Nous nous intéressons tout d'abord aux environnements

de partage de �hiers hybrides en nous foalisant sur des réseaux réels largement déployés. Nous

visons, au travers de ette étude, deux objetifs. Le premier onsiste en l'amélioration du système

d'indexation de ontenu au sein de l'environnement de partage de �hiers BitTorrent. Il s'agit,

plus préisément, de renforer le système BitTorrent par le biais d'une indexation de son ontenu

dans la table de hahage distribuée Kad.

Notre seond but est d'améliorer les onditions d'aès au ontenu ainsi que sa disponibilité

au sein de l'environnement I2P de partage de �hiers. Nous permettons aux utilisateurs d'I2P

d'aéder anonymement au ontenu publi de BitTorrent et nous aboutissons ainsi à un environ-

nement de partage de �hiers totalement anonyme, indexation et distribution du ontenu om-

prises. Nous entrons ensuite notre analyse sur une meilleure ompréhension des environnements

anonymes par le biais d'une surveillane à grande éhelle. Nous dé�nissons les aratéristiques du

réseau I2P, en visant l'intégralité de l'environnement anonyme et son large hamp d'ativités et

de servies anonymes. Nous analysons les di�érents aspets du réseau, omme le nombre des util-

isateurs, leurs aratéristiques ainsi que le nombre de servies anonymes disponibles. Au travers

des mesures et évaluations réalisées à long terme sur le réseau, ouplées à di�érentes analyses de

orrélation, nous avons réussi à identi�er et aratériser un petit groupe d'individus exéutant

un servie anonyme spéi�que omme, par exemple, les habitants d'une même ville utilisant une

appliation anonyme de partage de �hiers.
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Chapitre 1

Introdution

Sommaire

1.1 Contexte . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Problématique . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.1 Contexte

Nous évoluons haque jour dans l'ère de l'életronique et du numérique. La plupart de nos

ativités quotidiennes sont aujourd'hui rythmées et régies par Internet, qu'il s'agisse de partage

de �hiers, d'interation sur les réseaux soiaux, de banques et de ours en ligne, ou enore de

publiation de blogs, es exemples ne onstituant qu'un très mine éhantillon des innombrables

possibilités o�ertes par la toile. En e qui onerne le partage de �hiers, qui reste sans auun

doute l'une des ativités les plus pratiquées sur Internet, diverses solutions ont déjà été proposées,

réées et implantées, pour onstituer ainsi un large ensemble de réseaux de partage de �hiers

aux performanes et objetifs parfois très di�érents. Ces réseaux ont évolué au �l du temps,

passant d'une approhe plus entralisée à des systèmes aujourd'hui totalement déentralisés.

Le réseau BitTorrent, d'une part, utilisait des trakers (traqueurs)

1

basés sur le protoole

de ontr�le de transmissions TCP pour oordonner des pairs partageant di�érents �hiers. Le

système a ensuite évolué vers le protoole UDP a�n de réduire la harge du système. Au �nal,

'est toute l'arhiteture de BitTorrent qui a été réemment modi�ée jusqu'à être totalement

déentralisée ave l'emploi de tables de hahage distribuées (DHTs) à la plae des traqueurs. Un

utilisateur d'Internet peut ainsi aéder à un large éventail de ontenu simultanément ave des

dizaines de millions d'autres utilisateurs à travers le monde, et e, via le protoole de téléharge-

ment de BitTorrent, tout en utilisant un méanisme d'indexation du ontenu o�-band omme

des liens magnets

2

pour interroger la DHT.

De son �té, le réseau eDonkey s'est également tourné vers une arhiteture omplétement

déentralisée, où une DHT rend possible un méanisme de double indexation permettant une

reherhe de �hiers à partir de mots lés. L'algorithme de téléhargement Ed2K demeure néan-

moins moins étudié.

Cette ère du numérique s'insrit également sous l'angle de la surveillane et du pro�lage

puisque haque information envoyée - ou reçue, par un internaute va passer par une série de n÷uds

1. Entités fournissant une liste de soures pour les �hiers reherhés.

2. Format permettant de désigner et référener les �hiers à téléharger.

1



Chapitre 1. Introdution

intermédiaires jusqu'à atteindre sa destination. Même s'il s'avère possible de ne pas pouvoir

déteter le passage d'une information au niveau d'un n÷ud intermédiaire, un observateur pourra

toujours en déterminer sa provenane et sa destination et ainsi surveiller l'utilisateur en identi�ant

le serveur d'où il s'est onneté mais aussi la durée de sa session, pour �nalement être en mesure

de pouvoir dresser un pro�l des ativités online de et utilisateur. Parallèlement et pour ontrer

e phénomène se sont développés des aires et des systèmes de ommuniation anonymes, réés

pour permettre à leurs utilisateurs de pouvoir s'adonner à leurs ativités sur Internet sans que

leur identité, omme par exemple leur adresse IP, ne soit néessairement révélée au ours du

proessus. Les systèmes anonymes sont devenus une aratéristique intrinsèque à notre mode de

ommuniation virtuelle atuel, renforés par une vague de surveillane politique [?, ?, ?, ?, ?℄,

de lois �oues sur le respet de la vie privée [?, ?℄ et de divers as de violation de ette même vie

privée lors d'ativités en ligne. Au �nal, les internautes se sont sensiblement tournés de plus en

plus vers es modes de ommuniation anonymes.

Notre étude s'artiule autour de deux axes : d'un �té le large éventail d'arhitetures de

partage de �hiers existant, leurs performanes et la manière ave laquelle elles peuvent être

exploitées ; de l'autre, ette ommunauté anonyme grandissante sur Internet et la manière ave

laquelle elle peut être ontr�lée.

1.2 Problématique

Nous évaluons tout d'abord di�érentes arhitetures de partage de �hiers et leurs propriétés.

Les réseaux les plus populaires, omme BitTorrent ou KAD/Ed2k, ont été optimisés pour répon-

dre des objetifs di�érents. Le réseau KAD/Ed2k présente un exellent système d'indexation

du ontenu basé sur Kadmelia, tandis que l'algorithme de téléhargement BitTorrent est onnu

pour sa haute performane. Notre objetif onsiste ainsi trouver un moyen de onneter es deux

réseaux en exploitant les points forts de haun d'entre eux.

La volonté exprimée de nos jours par un ertain nombre d'utilisateurs de pouvoir ommu-

niquer au sein d'un environnement respetant la vie privée a onduit la réation de plusieurs

ommunautés fermées mais aussi l'émergene de réseaux dédiés au partage de �hiers anonyme.

Si es systèmes ont été améliorés pour préserver l'anonymat de leurs utilisateurs, ils présentent

l'inonvénient de ne pas pouvoir aéder des ommunautés partageant publiquement du on-

tenu, tel que le réseau BitTorrent. Ces deux fateurs nous amènent au premier point de notre

problématique, savoir l'étude et l'analyse d'arhitetures hybrides de partage de �hiers a�n de

pouvoir tirer parti de ertaines propriétés de di�érents réseaux atuels de partage de �hiers pour

onstruire un environnement de partage plus solide.

Nous entrons ensuite notre analyse sur les réseaux anonymes, qui n'ont essé de prendre

de l'importane

3

et au sein desquels de plus en plus de servies deviennent disponibles. Une

aratérisation détaillée de es systèmes est néessaire pour nous permettre d'en omprendre

l'usage réel dans les ommuniations d'aujourd'hui, de déterminer si es systèmes sont largement

déployés ou utilisés par un ertain type d'utilisateurs seulement et d'analyser leur évolution

dans le temps. Ce qui onstitue don ii notre hallenge est de pouvoir analyser es systèmes

sans ompromettre l'anonymat de leurs utilisateurs, nous amenant diretement au seond point

de notre problématique, à savoir une aratérisation orrete et détaillée des environnements

anonymes.

3. Le nombre d'utilisateurs du réseau Tor a triplé au ours de es 3 dernières années, pendant que elui

du réseau I2P a doublé durant la seule année passée. Statistiques à https://metris.torprojet.org et

http://stats.i2p.in/.

2
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Contributions
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2.1 Amélioration de l'indexation du ontenu dans l'environnement

de partage de �hiers BitTorrent

Des études antérieures sur Internet [?, ?℄ ont montré que la proportion d'appliations de

partage de �hiers pair-à-pair (P2P) était onsidérable en terme de tra� Internet. La situation

a réemment évolué en faveur des servies de streaming tels que YouTube ou Net�ix [?℄. Malgré

ette tendane, 46% du tra� Internet en Europe et en Amérique du Nord sont toujours générés

par les appliations de partage de �hiers P2P, qui sont, par onséquent, toujours prédominantes.

Parmi es appliations de partage de �hiers P2P, BitTorrent demeure la plus importante et

la plus ative, lassée au premier rang gr�ae à ses dizaines de millions d'utilisateurs simultanés

et ses millions de torrents

4

disponibles. Ces dernières années, le système a évolué vers une ap-

prohe totalement distribuée ave l'introdution de tables de hahage distribuées pour remplaer

les traqueurs. Ces DHTs, basées sur le protoole Kademlia[?℄, o�rent un unique niveau d'index-

ation, reliant les torrents à leurs pairs et permettant ainsi aux utilisateurs de trouver les soures

néessaires au téléhargement d'un ontenu partiulier. Une des failles de la déentralisation ré-

side néanmoins dans la rédution du niveau de séurité ave di�érents types d'attaques qui sont

ainsi rendus possibles au sein des DHTs. Le réseau eDonkey (ed2k) se lasse en seonde position

dans le lassement des appliations de �hiers P2P les plus utilisées, représentant un tiers de

toute l'ativité de partage de �hiers P2P (les deux autres tiers étant réalisés par BitTorrent).

En 2004, le prinipal lient du réseau eDonkey, à savoir eMule, a présenté un nouveau réseau P2P

totalement déentralisé appelé Kad, onçu pour être ompatible ave eDonkey. Son arhiteture

totalement distribuée et la nature "open soure"de ses lients (eMule et aMule) ont fait de Kad

un réseau largement étudié et par là même amplement amélioré.

4. Metadonnées sur les �hiers à téléharger.

3



Chapitre 2. Contributions

Nous pensons que l'appliation BitTorrent pourrait aisément pro�ter des performanes et

des fontions de séurité de Kad pour l'indexation du ontenu et que Kad pourrait à son tour

béné�ier des performanes de l'algorithme de téléhargement de BitTorrent ; les deux réseaux

tirant ainsi pro�t d'une possible ollaboration.

2.1.1 Comparaison des DHTs

Les deux DHTs à l'étude, à savoir Mainline et Kad, sont ii évaluées sous deux angles dif-

férents. Nous devons d'une part déterminer leur niveau de séurité fae à di�érentes attaques,

mais aussi établir leurs performanes en termes de temps de publiation et du nombre de messages

éhangés.

Comparaison du niveau de séurité

Nous étudions tout d'abord le niveau de protetion de la DHT Mainline ontre une attaque

de la table de routage, qui onstitue la base pour de futures attaques plus omplexes. Nous

dérivons ensuite les méanismes de protetion mis en plae dans la DHT Kad pour empêher

les attaques dans le réseau.

A�n d'évaluer le niveau de protetion de la DHT Mainline, nous onsidérons l'attaque dérite

par Steiner et al. [?℄, et ommunément appelée "empoisonnement de la table de routage". Nous

laissons d'abord le n÷ud pair ible atteindre un nombre stable de ontats, normalement autour

de 170. Nous lançons ensuite l'attaque, durant laquelle 160 requêtes sont envoyées simultanément.

Il en résulte un remplissage de la table de routage du n÷ud pair ible ave presque entièrement

des faux ontats, dont le nombre total est d'environ 310. Cholez et al. [?℄ a mené une étude

sur les trois méanismes de séurité de Kad, méanismes qui ont été progressivement introduits

dans les di�érentes versions. Chaque nouveau méanisme de séurité vise la table de routage de

Kad et rajoute des restritions lors de l'ajout de nouveaux n÷uds pairs. Lorsque le n÷ud pair

ible ative es 3 méanismes de protetion, auun faux ontat ne peut être plaé dans sa table

de routage. La DHT Kad présente ainsi une barrière de protetion permettant à un n÷ud de

résister à une attaque ertes simple, mais très e�ae, d'empoisonnement de sa table de routage,

ontrairement à la DHT Mainline, qui est largement vulnérable fae à e même type d'attaque.

Comparaison des performanes

Même si les deux DHTs sont basées sur Kademlia, une ertaine liberté dans leur mise ÷uvre a

onduit à d'importantes variations de performane, omme déjà démontré par Crosby et Wallah

[?℄. Pour notre analyse, nous nous onentrons sur trois aratéristiques :

� Temps de publiation : ombien de seondes sont-elles néessaires à la publiation d'une

valeur dans la DHT?

� Charge réseau pendant la publiation : ombien de messages sont-ils néessaires à la

publiation d'une valeur dans la DHT?

� Durée de vie de l'information stokée : ombien de temps une valeur préédemment

stokée dans la DHT va-t-elle durer ?

Les deux DHTs ont un omportement similaire lorsqu'il est question des temps de publiation,

ave environ entre 30 et 40 seondes pour stoker une valeur. La DHT Mainline semble a priori

plus rapide de quelques seondes. Cependant, Kad dispose d'une fenêtre de 3 seondes entre

l'extration des pairs les plus prohes et la demande de publiation, fenêtre dont la durée pourrait

être ramenée à une demi-seonde sans a�eter l'algorithme de routage, omme l'ont démontré

Steiner et al. [?℄.
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2.1. Amélioration de l'indexation du ontenu dans l'environnement de partage de �hiers BitTorrent

Pour haque publiation, la DHT Kad génère en moyenne entre 25 et 30 messages, tandis

que e nombre monte jusqu'à 40 messages pour la DHT Mainline. Il est important de noter

que es valeurs inluent les messages de routage ainsi que les messages de servie. Les messages

de routage permettent de loaliser les pairs les plus prohes et, une fois es pairs loalisés, un

message de servie préis est émis. Comme un seul et unique message de servie est envoyé, la

di�érene entre le nombre de messages néessaires aux deux DHTs provient don des messages

de routage et, par là même, la surharge réseau durant la publiation s'explique par le protoole

de routage de la DHT Mainline.

A�n d'évaluer la durée de vie de l'information dans les deux DHTs, nous avons onservé

l'ensemble de pairs où nous avions initialement publié des milliers de valeurs aléatoires tout en

véri�ant périodiquement si es pairs/n÷uds étaient toujours atifs. Pour la DHT Kad et après

les 30 premières minutes, nous avons onstaté que 84% des n÷uds étaient toujours atifs ; e

hi�re baissant jusqu'à 50% après une durée de inq heures. Vingt-quatre heures plus tard,

seulement 28% des n÷uds étaient aessibles. La DHT Mainline présente un taux de déperdition

plus important, ave 41% de n÷uds atifs après 30 minutes et seulement 9% après 24 heures.

La DHT Kad surpasse ainsi la DHT Mainline en termes de séurité et de performane. La

table de hahage distribuée Kad, qui met en jeu trois méanismes de protetion, permet d'éviter

des attaques diverses et variées telles que l'empoisonnement de la table de routage. De plus, elle

requiert moins de messages de routage lors de la publiation d'une valeur et présente un taux de

hurn moins important.

2.1.2 Algorithmes de téléhargement de BitTorrent et Ed2k

Les aratéristiques de la DHT Kad en matière de performane, alliées à ses fontions de

séurité, en font une exellente table de hahage distribuée. Cependant, l'aspet performant de

ette table est élipsé aux yeux de l'utilisateur par l'e�aité de l'algorithme de téléhargement.

L'utilisateur est, en e�et, plus sensible à la durée globale de téléhargement d'un �hier, in-

dépendamment de l'algorithme d'indexation. A�n de pouvoir évaluer l'e�aité des algorithmes

de téléhargement de Kad/Ed2k et de BitTorrent, nous avons mesuré le temps nééssaire pour

téléharger un �hier de 700 MB. Nous avons, pour notre expériene, utilisé le ban d'essai

PlanetLab, ave 50 n÷uds distribués et un même sénario répété 10 fois. Nous avons onservé

un shéma lassique de téléhargement dans l'environnement du partage de �hiers, à savoir le

téléhargement d'un seul �hier à la fois.

Temps de téléhargement ave un seule seeder

Commener ave un seul et unique seeder (fournisseur) semble logique, puisque le pair d'o-

rigine se dé�nit au départ omme étant la seule soure, pour être éventuellement rejointe ensuite

par de nouveaux pairs qui vont ompléter la proédure de téléhargement et ainsi devenir de

nouveaux seeders. Nos expérienes ont montré que les lients BitTorrent ont pu téléharger leur

�hier dans son intégralité en 315 minutes, tandis qu'il aura fallu environ 7 heures de plus,

à savoir 745 minutes au total, aux lients Kad pour téléharger le même �hier. L'algorithme

de téléhargement de BitTorrent est ainsi plus performant et permet d'e�etuer, en moyenne,

un téléhargement en 42% du temps requis par Kad/Ed2k. Comme le nombre de fournisseurs

augmente très rapidement lorsqu'il s'agit d'un ontenu partagé populaire, nous avons mené une

seonde expériene mettant en jeu 10 soures initiales a�n d'évaluer le temps de téléhargement

�nalement requis.
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Temps de téléhargement ave dix seeder

Bien que la normalité onsiste en un seul fournisseur de �hiers à partager, les nouveaux

ontenus tendent à être di�usés très rapidement et, ave eux, l'apparition logique de nouveaux

"seeders". Nous avons don établi que 10 fournisseurs initiaux pouvaient être à l'origine du

partage d'un ontenu. Dans e as préis, le téléhargement des lients BitTorrent a pris 224

minutes, tandis que elui des lients Kad/Ed2k aura pris 395 minutes au total. Les lients Bit-

Torrent n'auront ainsi eu besoin que de 57% du temps néessaire à eux de Kad/Ed2k pour

téléharger leur �hier. Considérant les résultats de es expérienes, il apparaît que l'algorithme

de téléhargement BitTorrent surpasse lairement elui de Kad/Ed2k, qu'il s'agisse du téléharge-

ment d'un seul �hier pour lequel 2% des n÷uds/pairs sont seeders (1 n÷ud fournisseur sur 50)

mais également dans le as où 20% des n÷uds/pairs sont seeders (soit 10 n÷uds sur 50). Dans

les deux as, le temps de téléhargement pour les lients BitTorrent ne représente que 50% de

elui pour les utilisateurs de Kad/Ed2k.

Nous avons évalué les algorithmes de téléhargement Ed2k et BitTorrent et démontré que

l'algorithme BitTorrent est plus performant que l'algorithme Ed2k lorsqu'il s'agit de téléharger

un �hier unique. Nous nous proposons ii de réer un modèle hybride en exploitant le meilleur des

deux réseaux, ave une indexation du ontenu réalisée par la DHT Kad, tandis que la publiation

du ontenu sera réalisée via l'algorithme de téléhargement BitTorrent.

2.1.3 Un modèle de partage de �hiers hybride BitTorrent & KAD/Ed2k

Notre préédente étude a montré que la DHT Kad o�re plus de séurité et met en jeu di�érents

méanismes de protetion qui la protège d'attaques omplexes, ontrairement à la DHT Mainline,

vulnérable fae à une simple attaque d'empoisonnement de la table de routage. Cependant, pour

le téléhargement d'un �hier unique, l'algorithme de téléhargement BitTorrent a permis un gain

de temps de près de 50% omparé à l'algorithme Ed2k. Sur la base de es résultats, nous avons

envisagé une approhe ombinée : le graphique 2.1 représente notre modèle d'interonnexion,

réé ave les deux réseaux BitTorrent et Kad/Ed2k, où la ouhe d'interonnexion est formée

par des n÷uds hybrides appelés hMule.

Figure 2.1 � Instaniation du modèle hybride ave les réseaux BitTorrent et Kad/Ed2k.

Le lient hMule est le point de renontre des deux réseaux et il est apable de reherher du

ontenu BitTorrent dans la DHT Kad ave des mots lés di�érents. Une fois le ontenu trouvé,
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2.2. Amélioration de la disponibilité du ontenu dans l'environnement de partage de �hiers I2P

il est téléhargé par le biais de l'algorithme de téléhargement BitTorrent. De ette manière,

n'importe quel utilisateur de hMule peut béné�ier d'un méanisme d'indexation séurisé basé

sur des mots lés tout en utilisant l'algorithme de téléhargement BitTorrent. En plus de pouvoir

exploiter les deux réseaux, les lients hMule sont "retro-ompatibles" : ils peuvent se onneter à

des lients BitTorrent lassiques et téléharger du ontenu sur le seul réseau BitTorrent, mais aussi

se onneter à des lients Kad/Ed2k et téléharger du ontenu provenant de lients aMule/hMule.

Le n÷ud/lient hMule est le point d'interonnexion entre les réseaux BitTorrent et Kad/Ed2k,

améliorant l'indexation de ontenu au sein de l'environnement BitTorrent. Les utilisateurs sont

tenus à l'utilisation de e lient hybride pour pouvoir pro�ter de notre méanisme d'indexation

amélioré tout en pouvant toujours aéder aux réseaux BitTorrent et Kad/Ed2k lassiques, ave

pour résultat un lient totalement retro-ompatible.

2.1.4 Synthèse

D'une part, l'environnement BitTorrent a évolué vers une arhiteture totalement déentral-

isée, où des DHTs basées sur le système d'indexation à un seul niveau Kadmelia sont utilisées,

jouant le même r�le qu'un traqueur mais de manière distribuée. D'autre part, Kad/Ed2k présente

une arhiteture de partage de �hiers pair-à-pair totalement déentralisée, au sein de laquelle

la DHT Kad ave son méanisme de double indexation o�re un servie de reherhe par mot-lé

ainsi qu'une indexation de ontenu distribuée.

Au travers de nos expérimentations, nous avons mis en évidene les failles et arenes de la

DHT prinipale de BitTorrent en matière de méanismes de protetion, la rendant vulnérable

fae à des attaques basiques, tout en montrant, à l'inverse, que la DHT Kad pouvait, elle,

résister à e même type d'attaques. Après avoir évalué ensuite les performanes des algorithmes

de téléhargement en se plaçant dans un environnement réel de hargement d'un �hier unique,

nous avons pu montrer que l'algorithme de téléhargement BitTorrent était approximativement

deux fois plus rapide que elui de Ed2k. C'est la raison pour laquelle nous avons proposé une

appliation de partage de �hiers hybride qui allient les performanes de BitTorrent en matière

de rapidité à la résistane de Kad du point de vue séurité.

2.2 Amélioration de la disponibilité du ontenu dans l'environ-

nement de partage de �hiers I2P

Les ommuniations anonymes sont en onstante augmentation et l'Internet est en train

d'évoluer vers un environment privay-aware. Les utilisateurs prennent onsiene de l'impor-

tane de maintenir un ertain degré d'anonymat lorsqu'ils naviguent sur le Web a�n de séparer

leurs opinions en-ligne de leur réelle identité. Le partage de �hiers pair-à-pair oupe une grande

partie des ommuniations réalisées anonymement sur Internet. Il est important pour un utilisa-

teur de maintenir son identité serète a�n d'éviter la ensure ou le pro�lage pendant le téléharge-

ment de données en ligne. Malgré le large éventail d'options de partage de �hiers anonymes, le

ontenu disponible dans es systèmes est réduit et souvent obsolète ; les réseaux publis restent

enore la prinipale soure de ontenu. Par onséquent, l'enjeu devient d'aéder au ontenu pub-

li anonymement, soit par l'introdution systématique des nouveaux ontenus publis dans les

environnements anonymes, soit en permettant aux utilisateurs anonymes d'aèder à e ontenu

en préservant leur anonymat.
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2.2.1 Disponibilité du ontenu dans le réseau I2P

Les ontenus populaires sont en premier lieu disponibles dans les réseaux publis avant de

l'être dans les réseaux anonymes. Inévitablement, la quantité de ontenus disponibles dans les

environnements de partage de �hiers anonymes est signi�ativement faible omparée à elle

des réseaux publis. Nous avons proédé à des prises de mesure s'étalant sur trente jours pour

déterminer le taux de nouveaux ontenus introduits dans le réseaux BitTorrent et dans le réseaux

de partage de �hiers I2P. Par le biais de es expérienes, nous avons pu observer une moyenne de

720 nouveaux torrents ajoutés quotidiennement dans Torrentz

5

ontre environ 8 dans le traqueur

Postman

6

. Nous avons également remarqué des disparités onernant l'évolution de es taux

d'ajouts dans es deux réseaux. En e�et, Torrentz présente un taux d'ajouts relativement stable

au ours du temps alors que des pis d'ajouts peuvent être observés sur Postman, généralement

à l'approhe des week-ends. Torrentz ompte plus de 19 millions de torrents atifs, tandis que

Postman en ompte environ 12000 et seulement 1% des torrents disponibles dans Torrentz sont

aussi présents dans le réseau I2P. Malgré les e�orts des di�érents utilisateurs, le manque de

nouveaux ontenus dans le réseau de partage de �hiers I2P reste un fait avéré, appuyant ainsi

notre idée d'instaurer un méanisme on-demand pour aéder aux ontenus publis.

2.2.2 Interonnexion entre les réseaux I2P et BitTorrent

L'ensemble des ontenus disponibles dans le réseau de partage de �hiers I2P est de taille

réduite. Pour ette raison, nous présentons un shéma d'interonnexion entre le réseau BitTorrent

et le réseau I2P, visant à améliorer la mise en disponibilité des ontenus dans e dernier. Ce shéma

permet en e�et de mettre en plae un systême d'indexation et de distribution des ontenus de

façon totalement anonyme. La �gure 2.2 présente l'ensemble des omposants de notre modèle

d'interonnexion, où la ouhe d'interonnexion est formée par l'intermédiaire de n÷uds hybrides

appelés BiTIIP. Les lients BiTIIP permettent à un swarm (essaim)

7

I2P d'interagir ave un

swarm BitTorrent, et de former ainsi un swarm unique partageant un même ontenu et indexé

dans la DHT Mainline de I2P. Cette indexation est anonyme et distribuée par le réseau I2P,

onduisant don à une distribution anonyme du ontenu partagé.

L'anonymat dans la ouhe d'interonnexion

Nous dé�nissons une interation entre environnements anonymes et non anonymes dans laque-

lle nous souhaitons maintenir l'anonymat des utilisateurs issus du réseau I2P. Le réseau I2P

emploie des tunnels unidiretionnels pour aheminer anonymement les ommuniations entre ses

utilisateurs. Chaque utilisateur dé�nit la longueur de ses propres tunnels, et don son propre

ompromis entre anonymat et performane : des tunnels ourts sont plus performants que des

tunnels longs (moins de hi�rement), mais rendent l'anonymat plus faible.

Les lients BiTIIP n'ont pas besoin eux même d'anonymat. Ils ont e�et une interfae sur

le réseau publi et se onnetent diretement aux lients BitTorrent. De e fait, ils utilisent des

tunnel à 0-hop pour se onneter aux utilisateurs I2P privilégiant ainsi l'aspet performane. Par

ontre, l'anonymat des utilisateurs I2P est préservé ar ils établissent ave les lients BiTIIP des

tunnels à plusieurs hops (3 par défaut).

5. Torrentz est un méta-moteur de reherhe pour le ontenu de BitTorrent, qui indexe les torrents de divers

sites, dont The Pirate Bay et Bitsnoop.

6. Postman est le traqueur le plus important dans le réseau I2P.

7. Ensemble de tous les pairs qui partagent le même torrent.
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2.2. Amélioration de la disponibilité du ontenu dans l'environnement de partage de �hiers I2P

Figure 2.2 � Instaniation de notre modèle hybride ave les réseaux BitTorrent et I2P.

Du point de vue d'un attaquant, il est seulement possible de lier un téléhargement publi

à un lient BiTIIP partiulier. Même si un lient BiTIIP maliieux est intégré dans la ouhe

d'interonnexion, il ne ne pourra pas désanonymiser un utilisateur I2P.

2.2.3 Performane du lient BiTIIP

BiTIIP est un lient développé en Java qui utilise la bibliothèque BitTorrent Snark

8

et la

bibliothèque de partage de �hiers I2PSnark. La bibliothèque Snark permet au lient BiTIIP

d'interagir ave les lients BitTorrent, alors que la bibliothèque I2PSnark lui permet de ommu-

niquer ave d'autres utilisateurs I2P. BiTIIP instaure un interfaçage entre es deux bibliothèques,

synhronisant ainsi les demandes d'un réseau à l'autre, tout en e�etuant la mise en ahe des

piees (parties d'un �hier) de façon opportuniste. Sur la base de nos expérimentations, un lient

BiTIIP unique atteint une vitesse de téléhargement de 17 Kbps en moyenne. Chaque lient

BiTIIP supplémentaire augmente e débit de façon proportionnelle. Il est don tout à fait pos-

sible d'ajouter de nouveaux lients BiTIIP à une interonnexion existante a�n d'augmenter la

performane globale de ette liaison, notamment lors des téléhargements.

2.2.4 Synthèse

Nous avons montré qu'à peine 1% des ontenus disponibles dans le réseau BitTorrent le

sont aussi dans le réseau I2P. Il s'avère de plus que le réseau I2P ontient prinipalement des

�hiers obsolètes. Ce onstat nous a poussé à rendre possible l'aès aux ontenus disponibles

dans BitTorent depuis I2P. Le modèle hybride que nous proposons dans ette optique permet

aux utilisateurs I2P d'aéder à es ontenus publis tout en préservant leur anonymat, menant

ainsi à une indexation et une distribution des ontenus publis de façon totalement anonyme.

Nous avons validé notre modèle par l'intermédiaire d'un lient hybride appelé BiTIIP. Ce lient

o�re des performanes satisfaisantes en termes de débit omparées à elles d'un lient standard

dans le réseau I2P, et permet également de préserver l'anonymat de ses utilisateurs. Un lient

BiTIIP se présente omme un point de liaison entre les utilisateurs I2P et eux de BitTorent en

o�rant une onnexion bidiretionnelle. Par l'usage de tunnels propres aux ommuniations I2P,

un utilisateur du réseau anonyme peut ontater un lient BiTIIP et ainsi aéder aux ontenus

publis de BitTorrent, sans pour autant mettre en péril son anonymat.

8. Le projet Snark est disponible sur https://ode.google.om/p/snark/.
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2.3 Caratérisation de l'environnement anonyme I2P

Une analyse de suivi à grande éhelle d'une ommunauté de partage de �hiers fournit une

vue d'ensemble du réseau [?, ?, ?℄, permettant de déterminer le type de ontenu distribué au

sein de l'environnement anonyme, le nombre d'utilisateurs partageant des �hiers mais aussi

le type d'utilisateurs téléhargeant un ontenu spéi�que. La surveillane et l'étude à grande

éhelle des réseaux et environnements anonymes n'ont ependant jamais été menées en profondeur

jusqu'alors, et se sont foalisées prinipalement sur le réseau Tor [?, ?℄. Nous présentons ii la

première arhiteture de supervision de l'environnement anonyme I2P et analysons l'utilisation

faite de e type de réseaux, ainsi que le pro�l de ses utilisateurs. Nous sommes ainsi parvenus

à identi�er la plupart des appliations I2P anonymes, y ompris les appliations anonymes de

partage de �hiers. Nous avons aussi déterminé leur usage au ours du temps sur le réseau et géo

loalisé leurs utilisateurs.

2.3.1 La netDB d'I2P

Le réseau I2P permet à deux entités de ommuniquer anonymement par le biais d'une ouhe

d'abstration qui brise l'assoiation entre l'utilisateur d'une appliation et son identité. Les util-

isateurs d'I2P sont en mesure de déployer des appliations au dessus du réseau I2P. Ils peuvent

être ontatés au moyen d'un identi�ant indépendant d'une quelonque loalisation et désigné par

le terme destination ; l'anonymat de l'utilisateur ayant à l'origine déployé es appliations restant

ainsi préservé. Les informations relatives à un n÷ud I2P sont représentées par une routerinfo et

les informations relatives à une destination sont représentées par un leaseset. Ces informations

sont stokées dans la table de hahage distribuée I2P, appelée netDB. La netDB est une DHT

basée sur Kadmelia et formée par un sous-groupe de pairs I2P appelés pairs �ood�ll, bien inté-

grés au réseau, dont la bande passante disponible est supérieure à 256 KB/s. Le nombre onnu

de pairs �ood�ll est d'environ 500 ; n'importe quel pair I2P standard pouvant automatiquement

devenir un n÷ud �ood�ll. Cette approhe distribuée, ouplée à une déision loale des pairs I2P

de devenir des n÷uds �ood�ll, renfore le réseau I2P qui, n'étant pas aratérisé par la présene

d'un élément entral prinipal, ontrairement au répertoire prinipal de Tor, ne présente pas un

point unique de vulnérabilité.

2.3.2 Exploitation de la netDB d'I2P

Nous exploitons la netDB en tirant parti de son mode de fontionnement a�n de reueillir

le plus de métadonnées I2P possible. N'importe quel pair I2P pouvant se présenter omme un

nouveau n÷ud �ood�ll, nous avons don déployé un ensemble de n÷uds �ood�ll au sein de la

netDB a�n de proéder à une surveillane passive, pour laquelle nos n÷uds �ood�ll se omportent

omme des sondes distribuées, iblant di�érentes zones de la netDB. Ces n÷uds �ood�ll "espions"

se omportent omme des n÷uds �ood�ll standard, venant s'ajouter à d'autres n÷uds �ood�ll

pour former la netDB et stokant des métadonnées I2P. Nous avons ainsi pu olleter une grande

quantité de métadonnées réseau, les analyser et établir les aratéristiques du réseau I2P. Les

routerinfos sont utilisées pour géoloaliser les n÷uds I2P et analyser leur omportement en ligne

au sein du réseau I2P. Les leasesets sont utilisés pour identi�er les appliations déployées et

déterminer leur durée de fontionnement au sein du système.
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2.3. Caratérisation de l'environnement anonyme I2P

Figure 2.3 � A passive distributed monitoring arhiteture for the I2P network.

2.3.3 Arhiteture de surveillane

Nous avons détaillé la manière ave laquelle nous avons exploité ave suès la netDB d'I2P

Nous avons proposé une arhiteture de supervision distribuée passive, dans laquelle des n÷uds

de surveillane sont distribués au sein du réseau tout en y restant indétetables puisqu'ils se

omportent de la même manière que des n÷uds standard. Le graphique 2.3 représente notre

arhiteture : un ensemble de n÷uds de surveillane �ood�ll sont plaés au sein de la netDB a�n

de olleter des routerinfos et des leasesets I2P. Une fois es métadonnées analysées, les résultats

sont stokés dans une base de données entrale. Ils sont ensuite regroupés et a�hés sur un site

web statistique.

Le déploiement des n÷uds de surveillane �ood�ll est totalement �exible puisque es n÷uds

peuvent être ajoutés de manière dynamique à la netDB, augmentant ainsi la quantité de mé-

tadonnées réseau pouvant être extraites et analysées. Nous nous sommes ensuite intéresses aux

moyens d'analyse des routerinfos et des leasesets, ainsi qu'au nombre de n÷uds de surveillane

�ood�ll néessaires à une ouverture totale du réseau.

Analyse des Routerinfos et Leasesets

Une routerinfo permet d'identi�er un n÷ud I2P au sein du réseau grâe à ses oordonnées

de ontats. Elle est analysée dans le but de d'obtenir la loalisation géographique du pair I2P

qu'elle représente en utilisant di�érents servies de géoloalisation. En omparaison, analyser un

leaseset requiert une proédure plus omplexe. Une destination est une représentation I2P d'une

adresse IP et d'un numéro de port, par le biais de laquelle nous pouvons envoyer des messages

TCP ou UDP. En fontion des réponses reçues, nous essayons de déterminer quelle appliation

est représentée par tel leaseset, omme par exemple une appliation de partage de �hiers, une

appliation Messenger ou un site web anonyme.

Déploiement des n÷uds de surveillane �ood�ll

Il est important de prendre en ompte la ouverture réseau de notre arhiteture de surper-

vision. Pour aluler le nombre de n÷uds de surveillane �ood�ll requis dans la netDB, nous

onsidérons le nombre total de n÷uds �ood�ll dans la netDB et le replia fator (fateur de

répliation) . Ce dernier nous indique le nombre de n÷uds où une valeur va être stokée. L'équa-

tion 2.1 représente le nombre minimum de n÷uds de surveillane �ood�ll requis pour assurer

une ouverture omplète du réseau, ave N le nombre total de n÷uds �ood�ll et X la variable
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atuelle du fateur de répliation. Pour notre netDB en ours d'analyse, ave N = 500 et X = 5,
100 n÷uds de surveillane �ood�ll sont néessaires à une ouverture totale du réseau.

nb_monitors = ⌈ N / X ⌉, N= #floodfills , X= replia fator (2.1)

2.3.4 Le réseau I2P en temps réel

A�n de proéder à une évaluation de notre arhiteture de surveillane, nous présentons les

résultats obtenus au ours d'une période de 6 jours, du 18 juin 2013 12h00 CEST au 24 juin 2013

12h00 CEST, ave un total de 70 n÷uds de surveillane �ood�ll déployés sur le reseau PlanetLab

(nombre maximal possible dans le adre de l'expérimentation).

Détetion des utilisateurs d'I2P

Nous avons pu déteter en moyenne presque 28 000 utilisateurs quotidiens. Nous avons observé

des pis réurrents autour de 18h00, nous indiquant que les utilisateurs d'I2P sont plus atifs

en �n d'après-midi - heure CEST - ave 31 000 utilisateurs en moyenne. A l'inverse, nous avons

onstaté une hute quotidienne du nombre d'utilisateurs autour de minuit CEST, ave des pis

inversés tournant autour de 24 000 utilisateurs seulement. Ce phénomène est dû au shifting

mehanism ou "mise à jour", de la netDB d'I2P, qui se produit tous les jours à minuit. Chaque

n÷ud de surveillane �ood�ll, ainsi que tout n÷ud �ood�ll standard, hange de position au sein

de la netDB et ommene ainsi à reevoir de nouvelles métadonnées, tandis que les métadonnées

stokées préédemment ne sont désormais plus valides. Ce phénomène a�ete le fontionnement

du réseau pendant une ourte période, au ours de laquelle ertaines requêtes netDB peuvent

éhouer, ayant pour onséquene d'a�eter également les résultats de notre surveillane autour

de minuit. Le omportement des utilisateurs d'I2P présente un pro�l similaire à elui des réseaux

P2P [?℄, dérivant, sur une période de 24 heures, une ourbe sinusoïdale dont le pi se situe à

18h00 CEST. En se basant sur le nombre de n÷uds �ood�ll atifs lors de notre surveillane, nous

avons pu ouvrir presque 70% de tout le réseau I2P ave 70 n÷uds de surveillane �ood�ll. Sur

la base de es résultats, nous estimons don le nombre réel d'utilisateurs quotidiens d'I2P à une

moyenne d'environ 40 000.

Caratérisation à l'éhelle du pays

Nous avons déteté un total de 113 433 utilisateurs d'I2P disséminés à travers le monde. De

tous es utilisateurs, 40% proviennent de Russie, nous indiquant une partiipation onsidérable

des utilisateurs russes au réseau I2P. Nous avons également reensé 159 pays, nous indiquant que

le réseau I2P est bel et bien déployé à l'éhelle mondiale, omme le montre le graphique 2.4.

Caratérisation à l'éhelle de la ville

Nous avons pu omptabiliser 13 547 villes. Nous avons pu onstater que 12 villes sur le top

des 15 villes étaient des villes russes. De plus, sur les 1108 villes russes o�iellement reensées

[?℄, nous en avons déteté 813 lors de notre analyse, indiquant que le réseau I2P est utilisé dans

presque 75% du pays.

Clients du partage de �hiers anonyme

Nous avons pu observer que I2PSnark était l'appliation la plus utilisée, ave en moyenne 450

lients. Les lients iMule représentent une part peu signi�ative de l'ativité, ave une moyenne

12
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Figure 2.4 � Répartition mondiale des utilisateurs I2P.

desendant parfois jusqu'à 6 lients seulement. Pour �nir, I2Phex ompte en moyenne 3 lients,

ave une légère augmentation d'ativité durant les week-ends. Le lient I2PSnark est déjà intégré

au réseau et, par onséquent, aède diretement à l'appliation, e qui failite son utilisation.

À l'inverse, les deux autres lients du partage de �hiers anonymes résultent de modi�ations de

lients non-anonyme de partage de �hiers, e qui rend leur déploiement au sein du réseau I2P

plus omplexe et son utilisation �nalement plus ontraignante et don plus déourageante.

Les serveurs web anonymes

Nous avons pu établir une moyenne de 510 serveurs web anonymes. Nous avons également

observé que es serveurs, pourtant onçus pour fontionner de manière plus stables que les appli-

ations de partage de �hiers, présentent eux-aussi un shéma sinusoïdal. Cela nous indique que

les utilisateurs d'I2P hébergeant leurs serveurs web anonymes se onnetent et se déonnetent

du réseau I2P, tout omme le reste des utilisateurs. Contrairement au programme statistique

Tino

9

, nous prenons en ompte haque serveur web anonyme atif dans la netDB et fournissons

ainsi un lihé préis et en temps réel du réseau, y ompris pour des eepsites non-référenés.

2.3.5 Synthèse

Nous avons foalisé notre analyse sur I2P et son environnement anonyme, le aratérisant

de manière détaillée au travers d'une surveillane distribuée. Ave de l'exploitation de sa base

de données distribuée, appelée netDB, nous avons été apables de déployer un ensemble de

sondes distribuées passives et de olleter ainsi une large quantité de métadonnées réseau. En

analysant ave préision es métadonnées, nous avons pu déterminer diverses aratéristiques des

utilisateurs d'I2P, mais aussi des appliations I2P. Nous avons établi que la Russie représentait

9. Aessible à l'adresse tino.i2p.in.
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quasi 40% de tous les utilisateurs loalisés d'I2P et avons pu identi�er 75% des villes russes

que nous avons détetées. Nous avons également montré que le lient I2PSnark, tel un lient

BitTorrent, manifestait une ativité importante sur le réseau, ave une moyenne de 450 lients.

Nous avons ensuite évalues le nombre de serveurs web anonymes hébergeant des eepsites, qui

atteint une moyenne de 510, onfrontant ainsi nos résultats au programme statistique Tino, qui

n'annone que 350 sites web anonymes aessibles, pour ainsi montrer qu'un ertain nombre de

sites web anonymes n'étaient pas référenés dans le réseau I2P. Le fateur de répliation de la

netDB d'I2P a évolué suivant le niveau d'exigene de notre surveillane, dans le but d'augmenter

le nombre de n÷uds néessaires à une ouverture totale du réseau. Initialement de 8 n÷uds, il

a été réduit à 5. En diminuant le fateur de répliation dans la netDB, les onepteurs I2P ont

ertes rendu plus di�ile la ouverture totale du réseau, mais ils ont en ontrepartie, a�aibli la

netDB vis à vis de la résiliene au hurn.

2.4 Caratérisation fondée sur les groupes dans l'environnement

anonyme I2P

Nous avons dérit préédemment une arhiteture de surveillane distribuée de l'environ-

nement anonyme I2P, qui nous a permis de aratériser à la fois des utilisateurs d'I2P mais aussi

des appliations anonymes au sein du système. Nous présentons la première étape vers une ara-

térisation de groupe, pour laquelle nous iblons le réseau anonyme I2P tout entier. Pour e faire,

nous menons une analyse de orrélation basée sur des données olletées par notre arhiteture

de surveillane distribuée, prenant en ompte les utilisateurs des villes les plus atives et l'ap-

pliation I2PSnark. Notre objetif est d'évaluer dans quelle mesure es utilisateurs ontribuent

à l'ativité globale de partage de �hiers sur I2P en nous basant sur le oe�ient de orrélation

de Pearson.

Comme déjà mentionné, les utilisateurs russes sont très largement représentés parmi les util-

isateurs d'I2P et nous pourrions ainsi les onsidérer omme exlusivement à l'origine de l'ativité

réseau engendrée par le partage de �hiers anonyme. Cependant, nous ne onsidérons ii qu'une

quantité d'utilisateurs, et non leur omportement au sein du système, et ne pouvons don pas tirer

de onlusion valable de e simple fateur. En revanhe, en tenant ompte des omportements

respetifs spéi�ques des utilisateurs et des appliations anonymes, nous pourrons déterminer si

les deux données sont liées ou pas et, le as éhéant, évaluer la portée de ette relation.

2.4.1 Cadre de l'expérimentation

Nous avons onsidéré que l'analyse de la orrélation sur une seule journée ne représenterait

pas l'utilisation réelle du réseau. En e�et, des partiularités présentes un jour peuvent biaiser

les éhantillons, les ÷�ients de orrélation seraient don sous- ou sur-estimés. Nous avons

don hoisi une période de quinze jours inluant trois week-ends pour avoir une bonne fenêtre

de temps et déteter une orrélation à long terme entre une ville et les appliations I2PSnark.

Notre analyse de orrélation utilisent des données provenant du réseau réel I2P du 15/03/2013

au 30/03/2013.

Au ours de notre période d'analyse, nous établissons un lassement des villes suivant le

nombre d'utilisateurs détetés, prenant également en ompte leur ativité journalière durant les

15 jours de notre expériene. Nous avons ainsi, au �l de notre analyse, déteté 16 085 villes au

�nal, dont la plupart ne omptaient �nalement pas plus de 10 utilisateurs sur toute la période de

15 jours. Mosou et Saint-Pétersbourg, en revanhe, ont présenté un nombre élevé d'utilisateurs
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Figure 2.5 � Analyse de Pearson pour Mosow/I2PSnark.

détetés, eux de Mosou représentant près de 8% du nombre total d'utilisateurs détetés. Ces

deux villes ontribuant le plus largement à l'ativité sur le réseau I2P, nous les avons onsidérées

tout d'abord omme as d'étude pour notre analyse de orrélation. Nous avons ensuite examiné

une ville de moindre importane, pour établir la pertinene et le poids de sa partiipation, ou

non, à l'ativité de partage de �hiers détetée.

2.4.2 Analyse de orrélation : Mosou

Le graphique 2.5 représente la distribution des données analysées. Les résultats montrent que

les données suivent une distribution normale et dérivent, en outre, une ligne droite, répondant

ainsi au ritère de linéarité requis pour l'appliation du ÷�ient de Pearson. Nous onstatons

en�n que la dispersion des données est onstante et que l'on peut don parler d'homosedastiité,

dernier paramètre néessaire à l'appliation du ÷�ient de Pearson.

Le ÷�ient de Pearson a ii une valeur de r = 0.4901, indiquant une forte orrélation.

Cei nous montre que les utilisateurs d'IP2 mosovites ont hautement ontribué à l'ativité de

partage de �hiers sur le réseau durant la période analysée. Le ÷�ient de détermination de

r

2 = 0.2401, nous indique qu'un quart de la variabilité des appliations I2PSnark détetées ('est-

à-dire de l'ativité détetée) sur ette période de 15 jours est expliqué par la relation ave les

utilisateurs de Mosou.

2.4.3 Analyse de orrélation : Saint-Pétersbourg

Le graphique 2.6 représente la distribution des données analysées. Les résultats montrent

que les données suivent une distribution se rapprohant de la normale. Linéarité et homosedas-

tiité aratérisent l'interprétation des résultats obtenus, ave des méanismes similaires à eux

observées pour la ville de Mosou.

Pour le as de Saint-Pétersbourg, nous pouvons établir une orrélation modérée, ave un

÷�ient de Pearson d'une valeur de r = 0.3952. Le oe�ient de détermination indique que les

utilisateurs de Saint-Pétersbourg expliquent à hauteur de 15,61% l'ativité de partage de �hiers

(variation des appliations I2PSnark) durant notre période d'analyse.
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Figure 2.6 � Analyse de Pearson pour Saint Petersburg/I2PSnark.

2.4.4 Analyse de orrélation : Munih

De l'analyse des deux villes les plus atives basée sur le ÷�ient de Pearson, nous avons

montré que l'on pouvait en extraire, d'une part, une orrélation forte ave les appliations de

partage de �hiers IP2Snark pour la ville de Mosou et, d'autre part, une orrélation modérée

pour la ville de Saint-Pétersbourg. Considérons maintenant une ville telle que Munih : ette

ville présente, en terme d'ativité, une partiipation journalière non-négligeable sur le réseau,

mais ne représente pourtant que 0,2% du nombre total d'utilisateurs détetés.

Le graphique 2.7 met en avant les propriétés statistiques des données analysées, qui présentent

une distribution anormale. De plus, les données présentent un aratère hétérosedastique : plus

la valeur représentant le nombre d'utilisateurs est importante, plus la variane est faible, se

rapprohant ainsi de la représentation d'une droite de tendane. Nous ne pouvons, dans e

as, mettre en appliation le ÷�ient de Pearson, ar les aratéristiques de nos données ne

répondent pas aux ritères requis. Nous pouvons visuellement onstater que la majorité des

points se onentre entre 14 et 24 utilisateurs, alors que le nombre d'appliations détetées varie

de 50 à 150. Cette tendane est observable sur notre histogramme, sur lequel apparaissent deux

pis pour des intervalles orrespondant à un nombre d'utilisateurs ompris entre 14 et 18, et 18

et 22 seulement, mais représentant 65% des points de données reueillis, nous indiquant qu'un

hangement dans le nombre d'appliations IP2Snark détetées n'était pas représentatif de, ni lié

à, un hangement dans le nombre d'utilisateurs basés à Munih. Sur la base de ette analyse

visuelle, nous en onluons ainsi que es utilisateurs ne onstituent pas une part signi�ative du

partage de �hiers et de l'ativité sur le réseau.

2.4.5 Synthèse

Nous avons démontré qu'il était possible d'analyser simultanément le omportement spé-

i�que des utilisateurs d'I2P et de ses appliations, tout en aratérisant le réseau I2P. Cette

aratérisation de groupe nous a permis d'établir un pro�l plus préis des utilisateurs d'I2P et de

déterminer les groupes qui ontribuaient de la manière la plus signi�ative au partage de �hiers

et, par-là même, à l'ativité sur le réseau I2P.
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Figure 2.7 � Distribution des données pour Munih/I2PSnark

En appliquant en parallèle le ÷�ient de orrélation de Pearson aux données reueillies par

notre arhiteture distribuée, nous avons pu établir une forte orrélation entre la ville la plus

représentée sur le réseau I2P, à savoir Mosou, et l'appliation phare de partage de �hiers de

e même réseau, i.e. I2PSnark. Nous avons également mis en avant une orrélation modérée

entre les utilisateurs de Saint-Pétersbourg et les lients d'I2P, pour �nalement être en mesure de

onstater que plus de 30% de l'ativité relative au partage de �hiers sur le réseau I2P que nous

avons détetée lors de la période étudiée est liée aux utilisateurs de es deux villes.
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Chapitre 3

Conlusion
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Nous avons présenté nos deux prinipales ontributions. D'une part, nous avons onçu et

évalué deux arhitetures hybrides de partage de �hiers visant à améliorer l'indexation du on-

tenu et la disponibilité de e dernier dans des environnements de partage de �hiers basés sur

BitTorrent. D'autre part, nous avons déployé à grande éhelle une arhiteture de ontr�le dis-

tribuée qui permet de aratériser le réseau anonyme I2P.

3.1 Environnements hybrides de partage de �hiers

Nous avons étudié les environnements hybrides de partage de �hiers selon deux angles de vue.

Premièrement, nous avons amélioré le système d'indexation de ontenu dans l'environnement de

partage de �hiers BitTorrent via une approhe BitTorrent-Kad/Ed2k hybride, en onsidérant

les points forts de haun des deux réseaux. Dans un seond temps, nous avons amélioré la

disponibilité de ontenu dans l'environnement de partage de �hiers I2P, en permettant aux

utilisateurs anonymes d'I2P d'aéder à du ontenu BitTorrent à travers une approhe à la

demande.

Amélioration du l'indexation de ontenu dans l'environnement de partage de

�hiers BitTorrent

Les appliations de partage de �hiers pair-a-pair génèrent, enore, une quantité onsidérable

du tra� Internet. Près de la moitié du tra� européen orrespond à du tra� BitTorrent et

Kad/Ed2k, e qui indique que les deux réseaux sont très largement utilisés et déployés.

D'une part, BitTorrent est la plate-forme de distribution de ontenu la plus populaire mais

reposant sur une base de données déentralisée (DHT) peu séurisée, qui rend l'ensemble de l'ar-

hiteture très vulnérable. Le réseau Kad/Ed2k, au ontraire, utilise une table de hahage dis-

tribuée ave un méanisme de double indexation o�rant plusieurs niveaux de protetion. D'autre

part, l'algorithme de téléhargement de BitTorrent réduit de près de 50% le temps de téléharge-

ment par rapport à l'algorithme Ed2k, dans le as d'un téléhargement d'un seul �hier. Par

onséquent, nous soutenons que les deux réseaux peuvent tirer parti l'un de l'autre grâe à la

réalisation d'un environnement hybride de partage de �hiers.
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Nous avons onçu, évalué et mis en ÷uvre un lient de partage de �hiers hybride nommé

hMule. Ce lient est apable d'indexer le ontenu BitTorrent dans la DHT Kad, o�rant ainsi

aux n÷uds du réseau BitTorrent la possibilité d'utiliser le servie de double indexation de Kad

où non seulement les tuples <ontent,peers> sont pris en ompte, mais également les tuples

<keyword,ontents>. Cette double indexation introduit un niveau d'indexation supplémentaire

dans le réseau BitTorrent, une fontionnalité absente dans l'ensemble des lients atuels. Le

lient hMule permet également aux utilisateurs de téléharger du ontenu en utilisant l'algorithme

performant de téléhargement de BitTorrent, ombinant ainsi (i) un système robuste d'indexation

de ontenu et (ii) une exellente plate-forme de distribution de ontenu.

Le lient hMule démontre omment un système d'interonnexion hybride entre deux réseaux

de partage de �hiers peut onduire à un environnement amélioré. Le lient hMule est rétro-

ompatible ; il a été testé à la fois dans le réseau BitTorrent et dans le réseau Kad/Ed2k. Le

projet hMule

10

propose aux internautes d'installer et d'utiliser le lient hMule a�n de béné�ier

de ette oopération hybride.

Amélioration de la disponibilité de ontenu dans l'environnement de partage

de �hiers I2P

Les ommuniations anonymes se développent de plus en plus ave des utilisateurs d'Internet

souieux de préserver leur anonymat et leur vie privée. Dans es ommuniations anonymes, les

environnements de partage de �hiers anonymes représentent un domaine important, onduisant

à des réseaux dédiés. Le réseau I2P permet ainsi aux utilisateurs d'indexer et de distribuer du

ontenu anonymement. Toutefois, le ontenu disponible via le système I2P est largement réduit,

et les réseaux publis non anonymes, tels que le réseau BitTorrent, sont enore les prinipales

soures de ontenu.

Nous avons ainsi développé un lient de partage de �hiers hybride nommé BiTIIP, permet-

tant aux utilisateurs d'I2P anonymes d'aéder aux ontenus de BitTorrent publis sans ompro-

mettre leur anonymat. Le lient BiTIIP propose une approhe à la demande, où les utilisateurs

d'I2P préisent le ontenu de BitTorrent désiré et une interonnexion entre les deux réseaux

est réée pour répondre à ette demande. Le lient indexe le ontenu dans la table de hahage

distribuée BitTorrent de I2P, e qui permet une indexation de ontenu anonyme, alors que le

ontenu est distribué par le réseau anonyme I2P, o�rant une distribution de ontenu anonyme.

Le projet onnetME

11

onstitue la première étape vers l'interonnexion des réseaux anonymes

et non anonymes, ave un aent partiulier sur les environnements de partage de �hiers. Les

internautes peuvent installer un lient BiTIIP, en augmentant ainsi le nombre de lients BiTIIP

disponibles.

3.2 Caratérisation des environnements anonymes

Nous avons e�etué la première supervision à grande éhelle du réseau anonyme I2P, ara-

térisant les utilisateurs et les servies qui s'exéutent au-dessus du réseau. Nous avons d'abord

déployé une arhiteture de surveillane basée sur des sondes distribuées plaées dans le NetdB

de l'I2P, e qui nous permet de olleter une grande quantité de métadonnées du réseau. En-

suite, nous avons e�etué une analyse de orrélation entre le omportement des utilisateurs et le

omportement des lients de partage de �hiers anonymes pour parvenir à une aratérisation de

10. Aessible à http://hmule.gforge.inria.fr/.

11. Aesible à http://onnetme.gforge.inria.fr/.
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groupe a�n de déterminer quelles villes sont liées le plus à l'ativité de partage de �hiers dans

le réseau I2P.

Caratérisation de l'environnement I2P anonyme

Les systèmes anonymes reueillent plus en plus d'adeptes. Le réseau I2P a ainsi doublé sa

base d'utilisateurs au ours de l'année 2012, mais il n'y a toujours pas d'analyse omplète de e

réseau, ni un suivi aratérisant le système.

Notre arhiteture de surveillane distribuée permet de déterminer l'utilisation des applia-

tions de partage anonyme de �hiers ainsi que elle des serveurs Web anonymes, ou eepsites,

disponibles dans le réseau I2P. Nous avons établi que le lient I2PSnark est l'appliation de

partage de �hiers anonyme le plus utilisée, ontrairement à d'autres solutions de partage de

�hiers, tels que iMule ou I2Phex. Nous avons trouvé ainsi plusieurs eepsites non référenés sur

le système, soit environ 30% du nombre total de eepsites détetés. Nous avons en outre déter-

miné la répartition géographique des utilisateurs d'I2P et observé que le réseau I2P est largement

déployé ; la Russie étant le pays le plus atif.

Cette surveillane à grande éhelle nous aide à omprendre omment le système évolue et

quels sont ses prinipaux usages.

Caratérisation groupe basé dans l'environnement anonyme I2P

Ave les analyses au niveau appliatif nous avons déteté le omportement de ertaines appli-

ations, notamment leur période d'ativité. En prenant en ompte le omportement d'un servie

anonyme partiulier ave un ensemble partiulier d'utilisateurs I2P, nous avons pu orréler et

ensemble d'utilisateurs et látivité du servie anonyme.

Nous avons appliqué le oe�ient de orrélation de Pearson a�n d'établir une relation entre

le omportement des utilisateurs I2P des deux plus grandes villes ave le omportement du lient

I2PSnark pendant une période de temps donnée. Nous avons ainsi déterminé que 38% de l'ativité

de partage de �hiers détetée est liée aux utilisateurs de es deux villes.

Nous avons montré que la surveillane à grande éhelle peut non seulement nous permettre

d'avoir une vue globale d'un système anonyme mais elle peut aussi onduire à une aratérisation

plus �ne des groupes d'utilisateurs. Le omportement des utilisateurs dans un réseau anonyme

est aussi important que l'anonymat lui-même.
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