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gryptogrphy is onerned with seure ommunitions etween two entitiesD for exmple two omputers onneted to the snternetF he esiest method requires tht the two entities hve previously exhnged seret key whih llows them to enrypt nd then to derypt the messgeF hen this is not possileD one uses method whih llows the two entities to gree on ommon seret key while using n inseure hnnelF his ideD whih goes k to hi0e nd rellmn in 1976 is the sis of puli key ryptogrphyF sts min toolD the oneEwy funtionsD re mthemtil funtions whih re esy to ompute in one diretion nd hrd in the otherF he (rst exmple hrUT of suh funtion ws the exponentition of n integer modulo prime euse its inverse funtionD lled the disrete logrithmD seemed to tke n exponentil timeF st is the di0ulty of this prolem tht we nlyze in this thesisF he disrete logrithm is urrently in useD ut other oneEwy funtions re more populrF he most notiele re the multiplition of integers eUVD hving s inverse the integer ftoriztionD nd the slr multiplition on n ellipti urve wilVTD uoVUD whose inverse is lled the ellipti urve disrete logrithmF en unexplined ft is tht every time n lgorithmi improvement hs een mde in the disrete logrithm prolem @hvA it hs een trnslted to the ftoring prolem nd vieEversD mking it interesting to tkle the two prolems togetherF he se of ellipti urve ryptogrphy is di'erent euseD exept for some wek sesD the est lgorithms known re exponentilF xevertheless it is lso motivtion for us euseD the two types of ttks on ellipti urves re either inspired from disrete logrithm lgorithms qrHP or onsist in reduing the ellipti urve disrete logrithm to the lssil prolem of disrete logrithm in (nite (elds wyWQD pWRF por exmple one n solve the hv on superEsingulr ellipti urves de(ned over F 2 n nd F 3 n if one omputes disrete logrithms in F 2 4•n ndD respetivelyD F 3 6•n F hen ompring vrious lgorithms for the hv it is onvenient to de(ne the following nottionX L x (α, c) = exp c(log x) α (log log x) 1-α , where 0 ≤ α ≤ 1 nd c > 0F por exmple the exponentil lgorithms tke time L x (1, c) for some onstnt cF yn the other hnd polynomil lgorithms of omplexity (log x) k n e written s L x (0, k)F gomputing disrete logrithms in prime (eld F p hs lredy een ddressed y urithik in urPPF he key notion ws tht of smooth numersX n integer is BEsmooth if ll its prime divisors smller thn BF his notion ws then used in the world of ftoriztion where vehmer nd owers vQI proposed method whih proved to e very e'etive in wfUSF sts omplexity ws L N (1/2, c)D c > 0D ut the tools to prove it were only designed ouple of yers lter giVQF he est lgorithm for disrete logrithm ville in the literture in 1976 ws hnks9 yEstepEgintEstep of omplexity √ p = L p (1, 1 2 )D s it is noted in hrUTF he (rst suEexponentil lgorithm for disrete logrithmsD sndex glulusD is inspired from urithik9s method nd ws independently disovered y two INTRODUCTION ix tems edlUW nd ohUUF st hs omplexity of type L p (1/2, •)D whih is s fst s the ftoriztion lgorithms known t tht timeF e strt y hoosing n integer B > 0 nd y mking list of ll the primes less thn BD whose set is lled the ftor seF he (rst stge of the lgorithm onsists in piking rndom numers from list nd testing their BEsmoothnessD until one ollet B numersF e will see how eh smooth numer produes liner eqution mong the disrete logrithms of the primes in the ftor seF e seond step onsists in solving lrge liner systemD whih gives us the disrete logrithms of the ftor se elementsF e third stge lled individul logrithm stge expresses the desired logrithm with respet to the disrete logrithms of the ftor se elementsF wny lgorithms whih followed hve the sme min stgesD in prtiulr the modern lgorithms of omplexity L(1/3, •)F sn these lgorithms one hs n ddiE tionl stge whih selets two pproprite polynomils f nd g in Q[x] or F q [t][x] ording to the type of (nite (elds we re interested inX lrge or smll hrterE istiF he four stges to keep in mind re thenX
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• sndividul logrithmF e use the previous result to ompute the desired logrithmF xote tht we do not need to repet the previous stges if more thn one disrete logrithm is neededF sn lgorithms of L(1/3) omplexity qorWQD hWQD tvHQD tvHTD the smoothE ness tests ontinue to ply n importnt roleF yn the one hndD lthough the theoretil desription of the lgorithm uses tehnique lled sievingD in prtie due to the memory onstrints one proeeds in two stepsX one ollets pirs whih re likely to e smooth nd then one tests their smoothnessF he fstest smoothness test known tody is venstr9s venVU ellipti urve method of ftoriztion @igwAF his heuristi lgorithm hs proven ounterprt using hyperellipti urves @rigwAD ut igw seems to hve etter performnies in prtie ?F igw hs een the ojet of mny improvementsD the most noE tiele eing the tge 2 ontinutionD the urve rithmeti elertion nd the seletion of urves with lrger torsion over QF rene it ws proposed to put the ellipti urves in new forms so tht the urve rithmeti needs fewer (eld operE tions wonWPDfvHUD ffvIQF e di'erent diretion of improvement ws to selet urves with etter suess proilities uyVSD ewWQD ffvIHF his motivted us to (nd uni(ed tehnique whih selets good urves on ny fmily of ellipti urves nd then to demonstrte its e0ieny with onrete exmplesF INTRODUCTION vet us return to the min topi of disrete logrithmsF yne tkles the (elds F p with p prime using the numer (eld sieve @xpA vvWQD qorWQD hWQD tvHQD hHSD gHTF ery similr is then the se of (elds of smll hrteristi where one uses the funtion (eld sieve @ppA edlWRD erWWD tvHPF he intermedite seD lled the middle prime seD remined less understood for over dedeF pirst it hs een shown tht pp extends to shrp domin of the middle prime se tvHTF hen xp ws extended to lrge domin of (elds of lrge hrteristi tvHT ndD in the sme rtileD the remining (elds were ttked y new vrint of xpF rene we n now ompute disrete logrithms in ny (nite (eld F Q in time L Q (1/3, c)D c > 0F sn this thesis we hve serhed on the one hnd for improvements in ll these lgorithms nd on the other hnd to understnd the intertions etween xp nd ppF he pp lgorithm might seem less interesting thn xp euse in ryptogE rphy one hs voided the (nite (elds of smll hrteristiF sndeedD in 1984 when sndex glulus ws the est lgorithm for (elds F p with omplexity of L p (1/2, c)D c > 0D goppersmith pulished n lgorithm whih solves the hv in inry (elds F Q in time L Q (1/3, c )D c > 0Y they were hene muh weker thn the prime (elds gopVRF xowdys ll the (nite (elds s well s the ftoriztion n e tkled with lgorithms of type L(1/3, •)F purthermoreD pp regined imporE tne in 2000 with the invention of piring sed ryptogrphyD trnsforming the pirings from n ttk into ryptogrphi tool touHHF sn the lst few yersD it hs een n tive re of reserh to elerte the pp lgorithmD with speE il onern on prtil e0ieny r + IHD rIPF e hve foused on the polynomil seletion nd showed tht good hoie n divide the overll time y ftor of 2F eentlyD surprising rekthrough ws mde y toux in touIQF hile keeping the setting of ppD he showed tht in the middle prime se one n redue the ost of the reltion olletion stge using tehnique lled pinpointingF ris ide ws then pplied to (nite (elds of very smll hrteristi in two independent works touIQ nd qqwIQF st roke the rrier of the L(1/3, •) omplexity sine toux otined omplexity of type L(1/4 + o(1))F yne must note tht oth lgorithms ould ompute the disrete logrithms of their respetive ftor ses in polynomil timeF rene toux sked if the remining prt of the lgorithmD the individul logrithm stgeD n e elertedF edditionllyD the new ide ould not e used for ll the (elds in the pplition domin of ppF e will give nswers to these two issues y showing thtD for ll (nite (elds where pp worksD exept for the middle prime seD the disrete logrithm n e omputed in time L(α, •) with α < 1/3F sn prtiulr in the se of (elds F Q with Q = q k suh tht q < k +2 nd q ≈ k one n ompute the disrete logrithm in time (log Q) O(log log Q) whih in omplexity theory is lled qusiEpolynomilD nd is smller thn L( , •) for ny > 0F
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Smoothness Probabilities

Most of the sub-exponential discrete logarithm algorithms rely on the notion of smoothness, which is a building block that we will meet everywhere in this document. First introduced in the context of integers, smoothness is also important in the case of polynomials. This short chapter summarizes all the basic theoretical results about the smoothness probability which come from analytic number theory.

We proceed as follows. After giving the denition of smooth numbers we recall the main result of [CEP83]. We then reinterpret it using the Lnotation, which is convenient for the analysis of discrete logarithm and factorization algorithms. We conclude the chapter with the analogous results for polynomials.

1.1 Smooth numbers wny ryptogrphi lgorithms generte rndom numers elow given ound nd test if ll their prime ftors re smllF wore formllyD if B is n integerD we sy tht n integer is BEsmooth if its prime ftors re less thn or equl to BF e re interested in evluting the numer ψ(x, y) of positive integers less thn or equl to x whih re yEsmoothD iFeFD the rdinlity of the following set

Ψ(x, y) = n ∈ [1, x] | n is yEsmooth .
e next de(ne formlly the proility of numer in [1, x] to e smoothX P smooth (x, y) = ψ(x, y)/x.

nottion mening f = O(g) ∃c > 0, x 0 > 0 x ≥ x 0 ⇒ |f | ≤ c|g| f = o(g) ∀ > 0 ∃x x ≥ x ⇒ |f | ≤ |g| f = Θ(g) f = O(g) nd g = O(f ) f = Õ(g) ∃k ∈ N f = O (log g) k g F le IFIX e list of nottionsF Q R CHAPTER 1. SMOOTHNESS PROBABILITIES
he (rst symptoti formul for ψ(x, y) ws tht of hikmn in 1930 @see rWQA who proved tht for ny (xed u > 0 lim x→∞ ψ(x, x 1/u )/x = ρ(u), where ρ(u) is de(ned s the @uniqueA ontinuous funtion suh tht ρ(u) = 1 for u ∈ [0, 1] whih stis(es the eqution uρ (u) = -ρ(u -1) (u > 1).

xote tht this eqution llows to estimte hikmn9s rho to ny preision on ny (xed intervl [0, c]F woreoverD when u is lrge enoughD ρ(u) n e pproximted y u -u @gorollry IFQDrWQAX lim u→∞ ρ(u) = u -u(1+o(1)) .

sn prtieD the relevnt intervl for u is [1, 10] on whih u -u hs the good order of mgnitudeF he drwk of hikmn9s result is tht it does not over the se ψ(x, x 1/u ) when u depends on xD eFgF u = √ log xF gn(eldD irdös nd omerne proved stronger resultX Theorem 1.1.1 @giVQA. If > 0 is xed and 3 ≤ u ≤ (1 -) log x/ log log x, then ψ(x, x 1/u ) = x exp -u log u + log log u -1 + o(1) .

sn short P smooth = u -u(1+o(1)) D where o(1) is funtion depending on x nd u whih tends to 0 uniformly when x tends to in(nityF wore generllyD we mke the list of the well known nottions in le IFIF sn the omplexity nlysis of severl lgorithms we will estimte the proility tht two numers re simultneously smoothF st turns out tht we will otin good formule using thtD for x 1 , x 2 , y > 0D one hs the inequlity P smooth (x 1 , y)P smooth (x 2 , y) ≥ P smooth (x 1 x 2 , y) 1+o (1) .

xeverthelessD slightly longer rgument shows tht the equlity holdsF Corollary 1.1.2. Let x and y be such that u = log x log y satises the conditions in Theorem 1.1.1. Then for x 1 and x 2 such that y ≤ x 1 , x 2 ≤ x we have P smooth (x 1 , y)P smooth (x 2 , y) = P smooth (x 1 x 2 , y) 1+o (1) .

Proof. ut u 1 = (log x 1 )/(log y) nd u 2 = (log x 2 )/(log y) ndD without loss of generlityD ssume u 2 ≥ u 1 F ine u 1 , u 2 ≥ 1D the logrithms of u 1 D u 2 nd u 1 + u 2 re positiveF ut L(u 1 , u 2 ) = u 2 (log u 2 ) + u 1 (log u 1 ) nd R(u 1 , u 2 ) = (u 1 + u 2 ) log(u 1 + u 2 )F e hve to show tht L = R(1 + o(1))F yn the one hnd one hs L ≤ RF por the seond inequlity we tke > 0 nd we distinguish the ses ording to whih u 1 ≥ u 2 /(log u 2 ) or notF 1.2. THE L NOTATION S sf u 1 ≥ u 2 /(log u 2 ) then we use the ft tht log u 1 = (1 + o(1)) log u 2 F sndeedD we hve log u 1 ≥ log u 2log log u 2 F ine log(u 1 + u 2 ) ≤ log u 2 + log 2 we otin L(u 1 , u 2 ) ≥ (u 1 + u 2 ) log(u 1 + u 2 )log 2log log u 2 . reneD for lrge enough u 2 we hve L ≥ (1 -)RF sf u 1 ≤ u 2 /(log u 2 ) we use the ft tht u 2 log u 2 domintes oth L(u 1 , u 2 ) nd R(u 1 , u 2 )F yn the one hnd u 2 log u 2 ≤ L(u 1 , u 2 )F yn the other hnd we hve u 1 + u 2 ≤ u 2 (1 + 1 log u 2 )D so

(u 1 + u 2 ) log(u 1 + u 2 ) ≤ u 2 (log u 2 ) 1 + 1 log u 2 1 + log 1 + 1 log u 2 .
por lrge enough u 2 we hve R(u 1 , u 2 ) ≤ (1 + )u 2 log u 2 ≤ (1 + )L(u 1 , u 2 )F

1.2 The L notation he lgorithms whih hve omplexity lrger thn polynomil nd smller thn exponentil re lled suEexponentilF wore formllyD n lgorithm is suE exponentil if there exists onstnt α < 1 suh thtD for n nEit inputD it tkes time less thn exp(n α )F he (rst ide would e to mesure their omplexity using the funtions exp(n α ) with 0 < α < 1F xeverthelessD ll the lgorithms of this thesis optimize their omplexity when one of their prmetersD smoothness ound tht we lled BD stis(es n eqution similr to the followingX B 1+o(1) = P smooth (x, B) -1 . yne n esily test thtD for no onstnt αD the eqution ove holds for B = exp((log x) α )F his leds us to introdue the funtions elow L x (α, c) = exp c(log x) α (log log x) (1-α) .

xote tht the polynomil lgorithms hve omplexity L(0, c) for some onstnt cD wheres the exponentil ones hve omplexity L(1, c)F hue to the L nottion we n give simpler form for heorem IFIFIF Corollary 1.2.1. Let a, b, c, d be positive real numbers and suppose a > c. Then we have

P smooth L x (a, b), L x (c, d) = L x a -c, (a -c) b d -1+o (1) 
.

Proof. sing heorem IFIFI we know tht the smoothness proility equls exp(-(1 + o(1))u log u) for u = log(L x (a, b))/ log(L x (c, d))F his further gives u = b d (log x) a-c nd the result followsF he omplexity lultions in the following hpters will often ene(t from ouple of esy formule for the L funtionsF 

Smooth polynomials

wny lgorithms dedited to integer rithmeti n e trnslted to the se of polynomilsF iven moreD in ghpter T we see two lgorithms on numer nd reE spetively funtion (elds whih orrespond to eh other if one reples numers with polynomilsF sn prtiulrD we extend the smoothness de(nition nd syD for n integer β lled smoothness oundD tht polynomil is βEsmooth if ll its irreduile ftors hve degree less thn or equl to βF gorresponding to ψ in numE ers9 worldD for ny (nite (eld F q D we denote the numer of smooth polynomils y N q (n, m) = # h(t) ∈ F q [t], deg h(t) = n, moni nd mEsmooth .

urprisinglyD the proportion N q (n, m)/q n hs limit for ny (nite (eld F q D indeE pendent on q nd it n e written in terms of hikmn9s rhoF e ite theorem proven using guhy9s oe0ient formulF Theorem 1.3.1 @qpWVA. The number of m-smooth monic polynomials of degree

n over F q satises N q (n, m) = q n ρ n m 1 + O log n m ,
where O() is a function independent on q.

sf one puts u = n m this theorem sttes tht the smoothness proility is u -u(1+o(1)) F sf one ounds oneself to more si tehniqueD one n (nd lower ound of u -cu for n expliit onstnt c > 0F Proposition 1.3.2 @tvHTA. Let 0 < α 1 < α 2 < 1 be two constants. For any nite eld F q and for any positive integers m ≥ 8 and n such that n α 1 < m < n α 2 we have N q (n, m)/q n ≥ u -cu , for any constant c larger than 1/(1α 2 ).

1.3. SMOOTH POLYNOMIALS U Proof. he si ide is to estimte the numer I m (q) of moni irreduile polyE nomils over F q whih hve degree mX

I m (q) = 1 m d|m µ(d)q m/d ≥ 1 m q m -log 2 m q m/2 ,
where µ is wöius9 funtionF es m ≥ 8 the right hnd side memer in the inequlity ove is lrger thn q m /2mF ine the numer of irreduile polynomils of degree m is lrge ompred to the numer of other irreduile polynomils of smller degreeD good guess is tht lrge numer of mEsmooth polynomils hve := n/m irreduile ftors of degree mF vet us (nd lower ound for T q (n, m) := #{h(t) ∈ F q [t] | deg h(t) = n moni with distint irredF degreeEm ftors}.

he vlue of T q (n, m) is lerly Im(q) q n-m F rene we otin

T q (n, m) q n = 1 !q n i=1 I m (q) -i ≥ (I m (q)/2) ! ≥ 1 !(4m)
.

king logrithms nd using tirling9s formul we get log(T q (n, m)/q n ) ≥ -(1 -) (log + log m + log 4) for ny > 0F sing the onditions on m nd n we hve log m + log ≥ c log for ny onstnt c > 1/(1α 2 )D whih ompletes the proofF Chapter 2

The Elliptic Curve Method of factorization

Testing the smoothness of an integer is a dicult task. The best known algorithm is Lenstra's ECM [Len87], which is central in this document.

It nds the factors of an integer N below a bound B and becomes a factorization algorithm when B = √ N . This chapter provides the background about the algorithm, which will be used in the next two chapters. Indeed, in Chapter 3 we will propose an improvement to the algorithm itself. In Chapter 4 we will use ECM to improve an important building block of the discrete logarithm algorithms, called smoothing.

We start the chapter by recalling the basics of elliptic curves. Then we present a very basic version of ECM, as a generalization of Pollard's p -1 algorithm, and give the analysis of its complexity. The rest of the chapter is devoted to the classical improvements of the algorithm. This is not exhaustive as we do not present the Stage 2 improvement.

Elliptic curves

e propose presenttion of ellipti urves whih voids to introdue generl results from lgeri geometryF reneD we prove the prtiulr ses of interest for igw y diret omputtions or y repeting the generl rgumentsF qiven (eld KD we denote y P n (K) the nEdimensionl projetive spe K n+1 \(0, . . . , 0) / ≡ where (x 0 , . . . , x n ) ≡ (x 0 , . . . , x n ) if nd only if there exists non zero λ in K suh tht (x 0 , . . . ,

x n ) = (λx 0 , • • • , λx n )F he lss of (x 0 , . . . , x n ) is denoted (x 0 : • • • : x n )F
vet K denote n lgeri losure of KF en lgeri set de(ned over K is ny suset V of P n (K) given s the solutions of system of homogeneous polynomils with oe0ients in KF por ny (eld L ontining KD the LErtionl points of V re the zeros in P n (L) of the equtions whih de(ne V Y we denote y V (L) the set of LErtionl pointsF sf the idel I(V ) of polynomils in K[x 0 , . . . , x n ] whih vnish on V is prime we sy tht V is vrietyF e morphism etween vrieties

V 1 nd V 2 is mp ϕ : V 1 → V 2
whih n e expressed y (nite set of formuleF sn more detilD morphism is given y the de(nition of (nite set of (n + 1)Etuples

g (i) D i = 1, 2, . . . s followsF ih g (i) is W IH CHAPTER 2. THE ELLIPTIC CURVE METHOD OF FACTORIZATION de(ned on n open suset of V 1 D iFeFD
on the omplementry of (nite setF ih g (i) is given y n + 1 homogeneous polynomils g (i) = (g

(i) 0 , • • • , g (i)
n ) whih do not vnish simultneously on U i F sf two tuples g (i) nd g (j) re de(ned t the sme point P then g (i) (P ) = g (j) (P )F pinllyD t lest one g (i) is de(ned t every pointF sf etween two vrieties V 1 nd V 2 there exists ijetion ϕ suh tht ϕ nd ϕ -1 re morphismsD we sy tht V 1 nd V 2 re isomorphiF e vriety of P 2 given y one eqution is lled plne urveF sf plne urve is given y n eqution P (x, y, z) = 0D we sy tht point (x : y : z) is singulr if nd only if ∂P ∂x = ∂P ∂y = ∂P ∂z = 0F e n now de(ne the ellipti urvesF Denition 2.1.1. vet A nd B e two elements of (eld KD char(K) = 2, 3F

essume tht the eqution elow hs no singulr point in P

2 (K)X E W,A,B : y 2 z = x 3 + Axz 2 + Bz 3 . @PFIA
hen n ellipti urve in short eierstrss form is the set of solutions in P 2 (K) of the ove equtionF e lso ll ellipti urve every plne urve whih is isomorphi to n ellipti urve in short eierstrss formF e wrn the reder tht wider de(nitions of ellipti urves exist in hrteristi 2 nd 3D ut they re not neessry for the igw lgorithmF henD for n ellipti urve E we write n isomorphi ellipti urve in short eierstrss form we sy tht we put E in short eierstrss formF sn the sequel we will write 0ne equtions nd formule otined y setting z = 1F xeverthelessD ll the formule must e red in projetive oordintesD iFeFD eh monomil must e multiplied y the right power of z in order to otin homogeneous polynomilsF por exmple the eqution y 2 = x 3 + Ax + b must e red s iqution @PFIAF xote now tht in short eierstrss form one tests if E W,A,B hs singulr points y simply testing if Disc(

x 3 + Ax + B) = -(4A 3 + 27B 2 ) is zeroF his quntity is lled the disriminnt of E nd it is denoted ∆(E)F sf E W,A,B is n ellipti urve over Q one n ssoite it to urve over F p for lmost ll primes pF Denition 2.1.2. vet A = A 1 /A 2 nd B = B 1 /B 2 e two rtionl numers suh tht E W,A,B is n ellipti urveF sf p is prime whih does not divide 6∆(E W,A,B ) nor the denomintors A 2 nd B 2 of A nd B we sy tht E W,A,B hs good reduE tion 1 modulo pF e de(ne E W,A,B (F p ) s the ellipti urveX E W,A,B : y 2 z = x 3 + Ax 2 z + Bz 3 , @PFPA where A = (A 1 mod p) × (A 2 mod p) -1 nd B = (B 1 mod p) × (B 2 mod p) -1 re the redutions of A nd B modulo pF
st is now time to de(ne the group struture of n ellipti urveF ee pigure PFI for n illustrtionF 1 This is an ad-hoc denition, which is dierent from the classical one using the notion of minimal model (see [Sil09, Chapter VII]). PF por ny point P we ll P + P the inverse of the third point of intersetion t P with the urveD where t P is the tngent line t P to E W,A,B F glerly the de(nition ssoites to ny two points on the urve third one on the sme urve nd it is trivilly ommuttiveF woreoverD the omposition lw tht we de(ned in geometri wy n lso e de(ned in n lgeri mnnerF rere is the de(nition in 0ne oordintesX

λ = y 2 -y 1 x 2 -x 1 if x 1 = x 2 3x 2 1 +A 2y 1 if (x 1 , y 1 ) = (x 2 , y 2 ) ν = y 1 x 2 -y 2 x 1 x 2 -x 1 if x 1 = x 2 -x 2 1 +Ax 1 +2B 2y 1 if (x 1 , y 1 ) = (x 2 , y 2 ) x 3 = λ 2 -(x 1 + x 2 ) y 3 = -λx 3 -ν.
Theorem 2.1.4 @ghpter sssDilHWA. Let E be an elliptic curve in Weierstrass form. Then we have:

(i) Each of the coordinates of the sum point P + Q can be expressed as a polynomial in the coordinates of P and Q.

(ii) The law endows E with a group structure.

(iii) The unique point (x : y : z) of E such that z = 0 is the neutral element (0 : 1 : 0).

sn the igw lgorithm we use in n importnt mnner n estimte on the numer of points of n ellipti urve over (nite (eld F q D s given elowF Theorem 2.1.5 @rsseA. Let E/F q be an elliptic curve dened over the eld with q elements. Then #E(F q )q -1 ≤ 2 √ q. @PFQA 2.2 The ECM algorithm he suroutine of igw n e understood y nlogy with the p -1 methodF his ltter serhes the ftors p of n integer

N suh tht p -1 is B 1 Esmooth for prmeter B 1 F he si ide is thtD if x 0 is oprime to N D nd hene to pD nd if M is multiple of p -1 then p divides x M 0 -1F rene we write elgorithm PFIF Algorithm 2.1 he p -1 method 1: ik rndom x 0 ∈ [2, N -2] oprime to N F 2: M ← q ≤ B 1 , prime q log q N F 3: ivlute x M 0 mod N F 4: g ← gcd(x M 0 -1, N )F 5: if g > 1 then 6:
return gY 7: else 8: return pesvF 9: end if xote tht the lgorithm n e exeuted sine we only used N D not its toEeE found ftor pF sf p is suh tht p -1 is B 1 EsmoothD then the prmeter M set t line 2. is multiple of p -1F rene g is multiple of p so the lgorithm outputs multiple of pF yn the ontrry ssume tht p is prime ftor of N suh tht M is not multiple of p -1F hen p -1 hs lrge prime ftor whih is oprime to M F rene x M 0 ≡ 1 mod p exept if the order of x 0 is oprime to D whih hppens with proility 1/ F e onlude tht g is proper ftor of N exept if we mde n unluky hoie of x 0 or if ll the prime divisors of N re suh tht p -1 is B 1 EsmoothF por most inputs N this is not prolem euse we n run the lgorithm with smller prmeter B 1 until we mnge to distinguish etween the ftors of N F emong the d ses we hve

N = F 3 × F 4 where F n = 2 2 n + 1F
he uilding lok of igw is vrition of the p -1 method where the multiplitive group (Z/pZ) * is repled with the group of points of n ellipti urveF vet E e n ellipti urve with integer oe0ientsD E : y 2 = x 3 + Ax + BD nd let x 0 , y 0 , z 0 e three integers suh tht P 0 = (x 0 : y 0 : z 0 ) is point of E(Q)F e further ssume tht the order of P 0 is in(niteF ell tht the ddition formule n e expressed y polynomil formule with integer oe0ientsF reneD if the strting point hs integer oordintesD ll its multiples hve integer oordintesF e sy tht we ompute point of E(Q) modulo N if we ompute the residues modulo N of its three oordintesF rene omputing modulo N mens tht ll the intermedite results hve oordintes in [0, N -1]F 2.2. THE ECM ALGORITHM IQ xote thtD if p is prime divisor of N D then if one further redues modulo p the oordintes modulo N D then one otins the oordintes in E(F p )F ome sutleties reside in the ft tht two points n e equl modulo p ut di'erent modulo N F sn this se one mistkenly uses the ddition formule spei( to pirs of distint points when dding two equl pointsF his is esy to void euse one n ompute the gcd of the two points9 oordintes nd (nd n identl ftor of N F elterntivelyD one n hek tht if one uses the mistken formul in igw then one otins the foridden triplet (0, 0, 0) in F 3 p F purtherD ll the omputtions whih follow will remin ongruent to (0, 0, 0) modulo pD so we n still ompute p s the gretest ommon divisor of N nd one oordinteF e n now present elgorithm PFPF Algorithm 2.2 fuilding lok of igw Input: urve E W,A,B over QD point P 0 of in(nite order nd prmeter B 1 F

1: M ← q ≤ B 1 prime q log q N 2: ivlute (X : Y : Z) = M × P 0 modulo N 3: g ← gcd(Z, N ) 4: if g > 1 then 5:
return gY 6: else 7:

return pesvF 8: end if es in the se of the p -1 methodD let us suppose tht N hs ftor p suh tht the order of E(F p ) is B 1 EsmoothF hen M is multiple of #E(F p ) nd M × P 0 is the neutrl elementF fy heorem PFIFR this shows tht Z ≡ 0 mod pD so g is multiple of pF sf on the ontrryD p is prime suh tht the order of P 0 is not divisor of M D then g ≡ 0 mod p F elso note tht the lgorithm fils if E hs d redution t the divisors of N D ut this n e tested y omputing gcd(N, ∆(E))F reneD exept for n unluky hoie of E nd P 0 D the output g is proper divisor of N F he reder might wonder wht is the dvntge of elgorithm PFP when omE pred to elgorithm PFIF sf one runs them s omplete lgorithmsD with the pE rmeter B 1 equl to the ound B up to whih we serh for ftorsD then they re very similrF xeverthelessD rF venstr proposed to run elgorithm PFP s surouE tine nd to set prmeter B 1 to muh smller vlue thn BY one tests s mny urves E s needed until we (nd n ellipti urve suh tht #E(F p ) is B 1 EsmoothF sndeedD theorem of rF venstr sttes tht ll the vlues in suset of the rsse intervlD given y heorem PFIFSD orrespond to some ellipti urves E W,A,B nd tht the distriution of these vlues is su0iently uniformF reneD eh run of elgorithm PFP orresponds to rolling dieF fefore pssing to the nlysisD note tht the lgorithm ove is lled the tge 1 of igwF st ws lter proposed to serh for urves E suh tht #E(F p ) hs ll its prime divisors elow the ound B 1 exept for one ftor π whih is elow seond ound B 2 F por thisD one n use the point P = (X : Y : Z) omputed t step 2. of elgorithm PFPF xextD one omputes ll the vlues π × P for the primes Algorithm 2.3 he illipti gurve wethod of ftoriztionX stge 1F Input: n integer N nd smoothness ound B

B 1 ← L B (1/2, √ 2)
while no ftor found do 

log q N log q = O (log N • B 1 ) . reneD elgorithm PFP hs ost of B 1 (log N ) 3 it opertionsF
The success probability 

(E W,A,B ) = 0 and #E W,A,B (F p ) ∈ S where B = y 2 -x 3 -Ax, is at least cp 3 log p #S-2 2 √ p .
reneD we sueed with proility 1) . @PFRA emong the nswers givenD the one in rWQ overs the se where y ≥ L(5/6+ o(1), 1) nd z = y • L(1/6 + o(1), 1)D ut we will see tht this is not enough for proving the omplexity of igwF e mke the heuristi ssumption tht the elements in the intervl (p-√ p, p+ √ p) hve the sme proility to e B 1 Esmooth s the elements in [1, p]F reneD the suess proility of eh urve is s follows

ψ(x + z, y) -ψ(x, y) z = P smooth (x, y) 1+o(
P B (B 1 ) ≥ P smooth (B, B 1 ) 1+o(1) . @PFSA
Optimal parameters ine eh urve run in igw is n independent trilD if N hs ftor p elow BD then one hs proility 1/2 to (nd p fter testing

O(1/P B (B 1 )) urvesF he ost of running urve @elgorithm PFPA is B 1 (log N ) 3 D so the totl ost is ost@igwA ≥ B 1 (log N ) 3 P smooth (B, B 1 )
. @PFTA xote tht smll ound B 1 mens lrge numer of trils efore suessF elsoD lrge prmeter B 1 mens lrge ost of eh urveF es n intermedite vlue we set B 1 = L B (α, c) with α ∈ [0, 1] nd c > 0D tht we will show to e optiml when set s in elgorithm PFPF fy gorollry IFPFID P smooth (B;

B 1 ) = L B (1 -α, (1 - α)/c) 1+o(1) F herefore the overll omplexity is L B max(α, 1 -α), O(1) (log N ) 3
s given y the formule in roposition IFPFPF he optiml vlue is α = 1/2F purtherD the omplexity eomes L B (1/2, c ) 1+o(1) for

c = c + 1 2c .
e minimize this y setting c = 1/ √ 2D so tht c = √ 2F e onlude with the following ft whih presents igw s wonte grlo lgorithmF Fact 2.2.3. Let N be an integer and let B be a bound. We assume that the probability that an integer in the interval

(p - √ p, p + √ p) is L p (1/2, √
2)-smooth with the same probability as an integer in the interval (1, p), up to an 1 + o(1) exponent. If N has a prime factor below B, then we have a probability of 1/2 to nd it with ECM after at most L B (1/2, √ 2) 1+o(1) (log N ) 3 operations.

Classical improvements

he tge 1 of igw ws improved in two wysX y speeding up the urve rithE meti nd y restriting to ellipti urves with higher proility of suessF ih of these diretions re followed in this setionF EF reneD when one omputes the sum of two points P nd Q on ED it seems expensive to ompute the y oordinte sine it only llows to distinguish etween two points P + Q nd -(P + Q)F vet us ll x + nd x -the x oordintes of the sum nd the di'erene of two distint points P 1 = (x 1 : y 1 : 1) nd P 2 = (x 2 : y 2 : 1)F wontgomery noted tht x + n e omputed from x 1 D x 2 nd x -F o see thisD let E : y 2 = b 3 x 3 +b 2 x 2 +b 1 x+b 0 e n ellipti urveF hen n esy omputtion gives the formule for x + nd x - elow

Arithmetic

x + = y 1 -y 2 x 1 -x 2 2 -b 2 b 3 -x 1 -x 2 x -= y 1 +y 2 x 1 -x 2 2 -b 2 b 3 -x 1 -x 2 .
reneD if we put

P (x) = ((x + x 1 + x 2 )b 3 + b 2 )(x 1 -x 2 ) 2 , then P (x + ) = (y 1 -y 2 ) 2 nd P (x -) = (y 1 + y 2 ) 2 D so P (x + )P (x -) = (y 2 1 -y 2 2
) 2 F his is n expression in x 1 nd x 2 lone when using the eqution of EF he seond ide is to hose vlues for the prmeters b 0 , b 1 , b 2 , b 3 whih simplify the formuleF sn his thesisD wontgomery writes ut igw lets its user to hoose the urveD nd there is no prohiition ginst seleting one of the form @PFUAF Denition 2.3.1. vet A nd B e two elements of nonEinry (eld KF essume tht (A 2 -4)B is non zeroF e wontgomery urve is n ellipti urve with 0ne equtionX E M,A,B :

By 2 = x 3 + Ax 2 + x. @PFUA xote tht it orresponds to setting b 1 = 1/B 2 D b 2 = A/BD b 3 = 1D b 2 = A nd b 0 =
0 together with mking the hnge in oordintes x = x /B nd y = y /B 2 F his simpli(es the expression of x + s follows

x + = 1 x - x 1 x 2 -1 x 1 -x 2 2 . @PFVA
yne n therefore ompute in 0ne oordintes using x only orD in projetive oordintesD using (X : Z) onlyF ineD in order to ompute P + Q one needs P -QD the pst ixponentition lgorithm is repled y series of omputtions of the form m × P where m re elements in hin s followsF e vus hin is ny sequene of integers suh tht i+j n our only if |i-j| doesF por exmple ny sequene (a n ) n∈N whih stis(es a n+2 = a n+1 + a n is vus hinF wontgomery proposed the eg lgorithm whih onstruts vus hin for ny positive integer a nd whih heuristilly redues the numer of intermedite vluesF he ide is to hoose vlue b less thn a nd then to iterte the opertion (a, b) → (b, ab) until one otins b = 1F st is known tht suh sequenes hve symptotilly log φ a elements where φ = (1+ √ 5) 2 IU is the golden rtioF eg minimizes this numer in prtie y setting b lose to a/φ F his short presenttion of the wontgomery urves in igw omitted mny isE suesF he reder n (nd good review in hHT nd n experiment with igw using qwEigw + IQF The Edwards form iuler nd quss studied the solutions in R of the eqution x 2 + y 2 + x 2 y 2 = 1 nd noted wht in modern lnguge orresponds to group lw on this setF his led idwrds idwHU to study the equtions of type x 2 + y 2 = a 2 (1+x 2 y 2 ) where a is ny element of (eld KF pinllyD fernstein et lF fft + HV de(ned the twisted idwrds urves s followsF Denition 2.3.2. vet K e nonEinry (eldD iFeFD char(K) = 2F vet a nd d e two distint nonEzero elements of KF e ll twisted idwrds urve the solutions in P 2 (K) of the 0ne eqution

E E,a,d : ax 2 + y 2 = 1 + dx 2 y 2 .
@PFWA he link etween the twisted idwrds nd eierstrss urves will e studied lter in this setionF elthough n idwrds urve is twisted idwrds urve E E,a,d with a = 1D in this work we usively drop the word twisted when tlking of ny twisted idwrds urveF elso note tht the twisted idwrds urves with a = -1 ply n importnt roleD hene we denote the urve E E,-1,d y E d F Theorem 2.3.3 @fft + HVA. Let K be a non-binary eld and E E,a,d a twisted Edwards curve. Assume that both d/a and d are non-squares in K. Then the following formulae dene a group law on E E,a,d (K) for which (0, 1) is the neutral element.

(X, Y ) = xy + ax y 1 + dxx yy , yyaxx 1dxx yy @PFIHA he proof is strightEforwrd nd n e done using omputer lger softE wre pkgeF

The unied law yne dvntge of the idwrds urves is thtD if d nd d/a re nonEsquresD the ddition lw is the sme when one omputes P + Q for distint or equl points P nd QF sn puliEkey protoolsD the ryptogrpher n selet urve E E,a,d with a = 1 nd se (eld F p suh tht d is not qudrti residue modulo pF his is not the se for igw s it is not possile to know if n integer N hs ftor suh tht prmeter d is qudrti nonEresidue modulo p @ toi symol -1 modulo N does not gurntee vegendre symol -1 for ll ftors of N AF e next explin how to irumvent this di0ultyF xote (rst tht if one onsiders point P = (x 0 , y 0 ) on n idwrds urve E E,a,d with a = 1 one otins

(x 0 , y 0 ) + 1 √ d 1 y 0 , - 1 √ d 1 x 0 = (∞, c), @PFIIA
where c is nonEzero rtionl frtion in x 0 nd y 0 F herefore we hve to dd some points t in(nity in order to hve group struture on E E,a,d (L) in (elds L where d is squreF Denition 2.3.4. vet a, d ∈ K e suh tht ad(ad) = 0F e ompleted idwrds urve is the set

E E,a,d = (X : Z), (Y : T ) ∈ P 1 (K) × P 1 (K) | aX 2 T 2 + Y 2 Z 2 = Z 2 T 2 + dX 2 Y 2 .
@PFIPA e n now homogenize the lw in heorem PFQFQ y setting x = X/Z nd y = Y /T D whih we ll idwrds formule tooF e otin the following resultF Proposition 2.3.5 @heorem VFID fvII A. Let E E,a,d /K be a completed Edwards curve. Then we have

(i) The non-ane points of E E,a,d are M ± = (∞, ± a d ) and N ± = (± 1 √ d , ∞).
(ii) M -and M + have order 2 whereas N -and N + have order 4.

(iii) The only case where the addition formulae for P + Q are invalid, i.e., produce (X, Z) = (0, 0) or (Y, T ) = (0, 0), is when

P -Q belongs to {M -, M + , N -, N + }.
he se when the idwrds formule fil is hndled with the following set of formule given in rghHVX

X 3 = X 1 Y 1 Z 2 T 2 + X 2 Y 2 Z 1 T 1 Z 3 = aX 1 X 2 T 1 T 2 + Y 1 Y 2 Z 1 Z 2 Y 3 = X 1 Y 1 Z 2 T 2 -X 2 Y 2 Z 1 T 1 T 3 = X 1 Y 2 Z 2 T 1 -X 2 Y 1 Z 1 T 2 .
reneD when running igw on n idwrds urveD M × P 0 n e evluted s i × (2 m × P 0 ) where i nd m re integers suh tht M = 2 m i nd i is oddF efter the evlution of 2 m × P 0 D ll the omputtions tke ple in sugroup of odd orderF reneD ording to roposition PFQFSD they n e done using exlusively the idwrds formuleF Equivalence of Edwards and Montgomery curves he wontgomery urves were studied severl yers efore the introdution of the idwrds urvesF reneD despite etter rithmetiD the idwrds hd t the moment of their pulition the disdvntge tht no good fmilies of idwrds urves hd good torsion propertiesF portuntelyD ny twisted idwrds urve n e trnsformed into wontgomery urve nd vieEversF o see thisD we put n idwrds urve into eierstrss formF ut x := u/v nd y := (u -1)/(u + 1) for vriles u nd vF hen the eqution of E E,a,d eomes

au 2 (u + 1) 2 + (u -1) 2 v 2 = v 2 (u + 1) 2 + du 2 (u -1) 2 ⇔ 4uv 2 = u 2 [((a -d)u 2 + (a + d)u + (a -d)] ⇔ v 2 = αu 3 + βu 2 + γu,
for prmeters α, β, γD where we ould divide y 4 s the (eld is nonEinryF his rings us to the min result of this prgrphF IW Theorem 2.3.6 @heorem UFIDfvIIA. Let a, d, A and B be four elements of a non-binary eld such that ad(ad) = 0 and

A = 2 a + d a -d and B = 4 a -d . @PFIQA
Then E E,a,d and E M,A,B are birationally equivalent over K, i.e., there is a bijection ϕ between E E,a,d and E M,A,B such that, except for a nite set of points, both ϕ and ϕ -1 are rational functions with coecients in K.

Proof. vet us de(ne ϕ s followsF

E E,a,d → E M,A,B (X : Z, Y : T ) → (T + Y )X : (T + Y )Z : (T -Y )X (0 : 1, -1 : 1) → (0 : 0 : 1)
e strightforwrd omputtion shows tht its inverse ϕ -1 is s followsX

E M,A,B → E E,a,d (u : v : w) → u : v, (u -v) : (u + v) (0 : 0 : 1) → (0 : 1, -1 : 1) (0 : 1 : 0) → (0 : 1, 1 : 1)
xote tht the theorem sttes in elementry lnguge tht the urves E E,a,d nd E M,A,B re isomorphiF e diret onsequene is thtD for ny (eld LD E E,a,d nd E M,A,B hve the sme numer of rtionl points over LF sn prtiulrD exept for smll numer of identl ftors found during the intermedite omputtionsD running igw with wontgomery urve sueeds if nd only if igw sueeds on its orresponding twisted idwrds urveF Corollary 2.3.7. Let a, d, A and B be four rational numbers such that ad(a-d) = 0, A = 2 a+d a-d and B = 4 a-d . Then for any prime p such that E E,a,d and E M,A,B have good reduction we have

#E E,a,d (F p ) = #E M,A,B (F p ).
@PFIRA hen seleting good urvesD we will need to know tht the group strutures of E E,a,d nd E M,A,B re isomorphiF ine the isomorphism ϕ preserves the neutrl element @it is n isogenyAD it is generl ft tht it lso preserves the group strutureF xevertheless there is n elementry proof s wellF Theorem 2.3.8 @heorem UFQDfvIIA. Fix a eld K with char(K) = 2. Fix distinct nonzero elements a, d ∈ K. Dene A = 2(a + d)/(ad) and B = 4/(ad). Dene ϕ : E E,a,d → E M,A,B as the bijection in Theorem 2.3.6. Then ϕ(P 1 + P 2 ) = ϕ(P 1 ) + ϕ(P 2 ) for all P 1 , P 2 ∈ E E,a,d (K).

PH CHAPTER 2. THE ELLIPTIC CURVE METHOD OF FACTORIZATION

The Small Point Family fouvier implemented igw using wontgomery urves on qrphis roessing nits + IQF por thisD the omputtions re sped up if the strting point P 0 hs smll oordintesF ine the only points (x : y : z) with x ∈ {-1, 0, 1} re the neutrl element (0 : 1 : 0)D the order 2 element (0 : 0 : 1) nd the points (1, ± (A ± 2)/B) of order 4D we nnot hoose ny of themF reneD we ll mll oint fmily the set of wontgomery urves E M,A,B suh tht (2, 1) ∈ E M,A,B F his lerly trnsltes into B = 4A + 10F

Torsion points

he points of n ellipti urve whih hve (nite order re lled torsion pointsF sf the order of point P divides m we sy tht P is n mEtorsion pointF sf E/K is n ellipti urveD we write E[m] for the set of mEtorsion points nd

E(L)[m] for the sugroup of LErtionl points of E[m]D when L is n lgeri extension of KF he struture of E[m] is s followsF
Theorem 2.3.9 @ilHWDsssD gorollry TFR @AA. Let E/K be an elliptic curve and m a non-zero integer. If char(K) = 0 or if m is coprime to char(K) then we have

E[m] Z/mZ × Z/mZ.
@PFISA uym uyVS proposed fmily of wontgomery urves whih hve rtionl point P 3 of order 3 nd rtionl nonEtorsion point P ∞ D whih is used s strting point for igwF he si ide is tht if E hs torsion point thenD for ll ut (nitely mny primesD E(F p ) hs point of the sme orderF reuristillyD if the rdinlity of urve is divisile y 3 it hs lrger smoothness proilityF por now let us prove tht the uym fmily imposes tht #E(F p ) is divisile y 3F por this let us de(ne the redution of pointF Denition 2.3.10. vet E/Q e n ellipti urve nd P rtionl point on EF vet x 0 D y 0 nd z 0 e 3 oprime integers suh tht P = (x 0 : y 0 : z 0 )F vet p e prime suh tht E hs good redution modulo pF e ll redution of P modulo p the point (x 0 : y 0 : z 0 ) of E(F p )D where the r denotes the redution modulo pF ine the ddition lws of n ellipti urve re given y polynomilsD the onE dition 3 × P = 0 n e expressed y system of polynomil equtionsD s we explin in detil lterF rene P hs order 3 or 0F por ll ut (nitely mny primes pD the z oordinte of P is oprime to pD so the redution P of P mod p is not the neutrl elementY it hs then order 3F his result is prtiulr se of the theorem elowF por ny ellipti urve E/QD ny numer (eld K nd ny prime idel p of K we de(ne the redution modulo p of eh point P = (x : y : z) ∈ E(K) s the point of oordintes (x : y : z) where the r represents the residue modulo pF Theorem 2.3.11 @ilHWDssD roposition QFI@AA. Let E/K be an elliptic curve, m ≥ 1 an integer and p a prime ideal whose norm is coprime to m. Let k p be the residue eld of p. If E has good reduction modulo p, then the reduction map

E(K)[m] → E(k p )[m] P → P 2.3. CLASSICAL IMPROVEMENTS PI is injective.
st is hene nturl to serh for urves with mny rtionl torsion pointsF e lssil result sttes tht there re no urves E/Q with more thn 16 rtionl pointsF Theorem 2.3.12 @wzurDilHWDsssD heorem UFSA. Let E/Q be an elliptic curve.

Then the torsion subgroup E tors (Q) is one of the following fteen groups:

Z/N Z 1 ≤ N ≤ 10 or N = 12; Z/2Z × Z/2N Z 1 ≤ N ≤ 4.
Parametrization tools e (rst ojet tht we will use re the division polynoE milsF Denition 2.3.13. vet E W,A,B : y 2 = x 3 + Ax + B e n ellipti urve over Q nd m ≥ 2 n integerF he mEdivision polynomil P m is de(ned s the moni polynomil whose roots re the xEoordintes of ll the mEtorsion 0ne pointsF P new m is de(ned s the moni polynomil whose roots re the xEoordintes of the 0ne points of order extly mF Proposition 2.3.14 @fWWD etion sssFRA. For all m ≥ 2 we have:

1. P m , P new m ∈ Q[X]; 2. deg(P m ) = (m 2 +2-3η) 2
, where η is the remainder of m modulo 2.

por exmpleD the 2Edivision polynomil is x 3 + Ax + BF xote tht one otins di'erent division polynomils for other shpes of ellipti urves @short eierstrssD wontgomeryD idwrdsD etFAF por exmple the 2Edivision polynomil of E M,A,B is x 3 + Ax 2 + xF yne n rpidly ompute ny division polynomil using the expliit formule in etion sssFR of fWWF e seond onept used is the genus of urveD s de(ned in tiHVF ine it n e esily omputed using omputer lger softwreD the genus is tool to distinguish etween three types of urves hHUF sf plne urve hs genus 0 nd one hs point (x 0 , y 0 )D then one n (nd prmetriztion expressed y rtionl frtions (P x (t), P y (t)) | t ∈ Q F sf urve hs genus 1 nd one hs point (x 0 , y 0 )D one n put the urve in the form of n ellipti urveF sfD in dditionD one hs point P of in(nite order on the newly otined ellipti urveD then one n (nd in(nitely mny solutions y omputing n × P F elthough no proven lgorithm is known for determining suh point P D wgm implements reltively fstD nonEerti(ed methodF xote lso tht theorem of wordellEeil sttes thtD for ny ellipti urve we hve

E(Q) E tors (Q) × Z r @PFITA
for (nite numer rF his ltter vlue is lled the rnk of the ellipti urve EF reneD n ellipti urve hs n in(nity of rtionl points if nd only if its rnk is positiveF pinllyD if n eqution nnot e trnsformed into oni or n ellipti urveD then it hs (nite numer of rtionl pointsF Theorem 2.3.15 @pltingsA. Any curve of genus g ≥ 2 has a nite number of rational points. sn shortD if one serhes for in(nitely mny solutions of n eqution of 2 unE knowns one n strt y omputing the genus of the equtionF sf it is 0D one otins rtionl prmetriztionF sf it is 1 we hve n ellipti urve ndD if dditionlly the rnk is positiveD one otins prmetriztion indexed y ZF pinllyD if the genus is 2 or lrgerD then one onludes tht there re only (nitely mny solutionsF Suyama family he end of this hpter prtly reprodues ?D whih is joint work with fouvierD fosD uleinjung nd wontgomeryF vet us see how to otin the prmetriztion of uymF por this let us put E(A, B, x, y) = By 2 -(x 3 +Ax 2 +x)F e wnt to (nd A nd B suh tht there exists point (x 3 , y 3 ) on the wontgomery urve E M,A,B F fy the de(nition of the division polynomil P 3 D this trnsltes into

P 3 (x 3 ) = 0 nd E(A, B, x 3 , y 3 ) = 0F xextD we wnt seond point (x ∞ , y ∞ ) on E M,A,B so we impose E(A, B, x ∞ , y ∞ ) = 0F his ounts for 6 unknownsD AD BD x 3 D y 3 D x ∞ nd y ∞ D
nd 4 equtionsF he solutions desrie surfe on whih we n serh for s mny solutions s neededD ut we do not hve method to prmetrize the set of solutionsF uym imposed new dEho eqution so tht the polynomil system redues to one eqution with two unknownsF he further omputtions re filitted y dding n extr unknown k with the extr eqution k = y 3 /y ∞ F Denition 2.3.16. e wontgomery urve E M,A,B for whih there exist

x 3 , y 3 , k, x ∞ , y ∞ ∈ Q suh tht            P 3 (x 3 ) = 0, By 2 3 = x 3 3 + Ax 2 3 + x 3 @QEtorsion pointA k = y 3 y ∞ , k 2 = x 3 3 + Ax 2 3 + x 3 x 3 ∞ + Ax 2 ∞ + x ∞ @nonEtorsion pointA x ∞ = x 3 3 . @uym equtionA @PFIUA
is lled uym urveF sing the expression of the orderE3 division polynomilD

P 3 (x) = x 4 + 4 3 Ax 3 + 2x 2 -1 3 D we otin A s rtionl frtion A(x 3 ) of x 3 F hen k nd x 3 must stisfy the eqution C(x 3 , k) : (x 6 3 + A(x 3 )x 3 3 + 1) -k 2 (x 2 3 + A(x 3 )x 3 + 1) = 0. @PFIVA sf we ftor C we otin C = (x 3 -1)(x 3 + 1) x 4 3 + 5 4 x 2 3 - 1 4 k 2 .
@PFIWA he vlues x 3 = 1 nd x 3 = -1 re foridden sine they orrespond to 4Etorsion pointsF he lst ftor of C hs genus 0 nd it leds to rtionl prmetriztionF por ny rtionl prmeter σ ∈ Q\ 0, ±1, ±3, ±5, ± 5 3 D we putX

x 3 = -σ 4 ( 5 σ 2 -1) k = σ 4 -25 8σ 2 . @PFPHA PQ (0, 1) (0, -1) (± √ a -1 , 0) (x 8 , ± √ ax 8 ) (± √ d -1 , ∞) (x 8 , ± √ d -1 x-1 8 ) (∞, a d ) (± √ -a -1 4 a d , ± 4 a d ) (∞, -a d ) (± √ a -1 4 a d , ±i 4 a d )

IEtorsion

PEtorsion

REtorsion

VEtorsion pigure PFPX en overview of ll IED PE nd REtorsion nd some VEtorsion points on twisted idwrds urvesF x 8 nd x8 in the VEtorsion points re suh tht adx 4 8 -

2ax 2 8 + 1 = 0 nd adx 4 8 -2dx 2 8 + 1 = 0F
pinllyD using iqution PFIUD we otin the vlues of A originlly given y uym uyVSD hHTX

u = σ 2 -5, v = 4σ, A = -2 -(3u + v)(u -v) 3 /(4vu 3 ), x ∞ = u 3 /v 3 .
@PFPIA e omit the formul for B s it is not used when omputing on wontgomery urvesF Montgomery/twisted Edwards curves with large torsion groups in Q.

uym noted tht ny wontgomery urve E hs rtionl 2Etorsion pointD wheresD for ny prime pD E(F p ) hs sugroup Z/4Z or sugroup Z/2Z×Z/2ZF hue to the wontgomeryEtwisted idwrds equivleneD the sme property is shred y twisted idwrds urvesF sn order to understnd this result one n ompute the 4Etorsion points of E E,a,d in the lgeri losure of Q(a, d)D iFeFD the frtion (eld of two vrilesF Theorem 2.3.17 @ffvIQA. Let Q(a, d) be the eld of rational fractions in two variables. If x 8 and x8 are such that adx 4 8 -2ax 2 8 + 1 = 0 and adx 4 8 -2dx 8 + 1 = 0. Then the complete list of 4-torsion points and a partial list of 8-torsion list is as in Figure 2 Proof. se the results illustrted in pigure PFPF wontgomery otined n ellipti prmetriztions for the fmilies of urves with nonEtorsion rtionl point nd with rtionl torsion group of Z/12Z nd Z/2Z × Z/8Z respetively wonWPF woreoverD he gve experimentl evidene tht the fmily of 12 rtionl points hs etter results thn the uym fmilyF fernE stein et lF fft + HV trnslted these fmilies into the lnguge of twisted idwrds urvesF pinllyD fernstein nd vnge ffvIH presented fmily of rtionl torE sion group Z/2Z × Z/4Z when a = -1F hey lso gve experimentl evidene tht the trnsltion of the uym fmily to the se of a = -1 twisted idwrds urves hs equl performnes s theD expeted etterD fmily of 12 rtionl pointsF nderstnding this surprising ehviour of the a = -1 twisted idwrds urves is one of the motivtions for the following hpterF Chapter 3 Finding ECM-friendly curves through a study of Galois properties

We have seen in the previous chapter that ECM is faster when one uses elliptic curves with many torsion points over Q. This chapter, which is a joint work with Cyril Bouvier, Joppe Bos, Thorsten Kleinjung and Peter Montgomery [?], goes beyond the heuristic arguments used before in the literature. We establish a link between the good properties of an elliptic curve and the Galois group of its division polynomials. In particular we explain some good properties observed in practice. It further allows us to improve ECM by proposing new families of elliptic curves. Among other, it accelerates the computations of the smoothing step studied in Chapter 4.

We organize the chapter as follows. We start by recalling our main tool: Chebotarev's theorem. It gives us the probability that an elliptic curve has a given torsion group when reduced modulo a random prime. Of course one still has to compute the explicit Galois group of the division polynomials. We then use this machinery to provide new families of ECM-friendly curves.

Galois properties of torsion points of elliptic curves

sn this setion we give systemti wy to ompute the proility tht the order of given ellipti urve redued y n ritrry prime is divisile y ertin prime powerF 3.1.1 Torsion properties of elliptic curves. 

(S) = δ if lim N →∞ #(S Π(N )) #Π(N )
exists nd equls δD where Π(N ) is the set of primes up to N F sf event@pA is property whih n e de(ned for ll primes exept (nite set @thus of zero densityAD when we note Prob(event(p)) we titly exlude the primes where event(p) nnot e de(nedF Theorem 3.1.2 @gheotrevD xeuVTA. Let K be a nite Galois extension of Q.

Let H ⊂ Gal(K/Q) be a conjugacy class. Then Prob Frobenius(p) = H = #H # Gal(K/Q) .
e illustrte the theorem y proving lssil resultF Corollary 3.1.3 @proenius9 theoremA. Let f be a monic polynomial in Z[x], notnecessarily irreducible. Let G be the Galois group of f , i.e., the Galois group of the splitting eld of f . We call cycle pattern of a permutation σ the list of cardinalities of the orbits of σ. We also call factorization pattern of a polynomial the list of degrees of its irreducible factors. Then the natural density of the primes p such that f mod p has a certain factorization pattern (n 1 , n 2 , . . .) equals the proportion of elements in G which permute the roots of f with a cycle pattern (n 1 , n 2 , . . .).

por exmpleD the polynomil x 2 -2 splits when redued modulo hlf of the primesF en exmple from vtWT is f = x 4 + 3x 2 + 7x + 4F he qlois group of f hs 12 elementsD whih t s permuttions on the roots of f with yle ptterns s followsX (1, 3) for 2/3 of the elementsD (2, 2) for 1/4 of the elements nd (1, 1, 1, 1) for the identity elementF he theorem sttes the proportion of primesD for whih the modulr redution of f hs ftoriztion pttern (1, 3)D (2, 2) or (1, 1, 1, 1)F sn prtiulr f is reduile for ll primes exept for set of zero densityF he proof of gorollry QFIFQ is imed to illustrte proenius@pAF Proof. gll K the splitting (eld of f nd let T e de(ning polynomil for K nd θ root of T in KF e hoose polynomils α i (x)

with i ∈ [1, deg f ] suh tht the roots of f in K re α i (θ)F ine T is qlois polynomilD the utomorphisms of K re given y θ → σ(θ) where σ is polynomil in Q[x] suh tht T (σ(x)) ≡ 0 mod T (x)F
vet p e prime whih does not divide the disriminnt Disc(T )F vet T ≡ i T i mod p e the ftoriztion of T mod pD whih hs ftors of equl degrees euse T is qlois polynomilF ine p does not divide Disc(T )D the prime idels of K over p re p i := p, T i (θ) with T i divisors of T mod pF vet φ p e the proenius mp in F p F e represent the (eld F of p deg T 1 elements s F p [y]/ T 1 (y) F e ll θ the element y mod p, T 1 D whih is root of T 1 in F F xote tht the roots of T in F re σ(θ) with σ ∈ Gal(K)F e ll proenius of p 1 the utomorphism x → σ(x) of K suh tht σ(θ) = φ p (θ)F proenius@pA hs s mny elements s ftors of T mod pF xote tht the roots of f in F re {α i (θ) | α i (θ) is root of f in K}F vet us show tht the ftoriztion pttern of f mod p oinides with the yle pttern of the proenius of p 1 on the roots of f F sndeedD eh irreduile ftor of f mod p orresponds to n orit of φ p on the roots of f F fy the hoie of σD φ p oinides with θ → σ(θ) on the roots of f F rene φ p hs the sme orits on the roots α i (θ) of f in F s θ → σ(θ) does on the roots of f in KF e onlude y pplying gheotrev9s theoremF he proportion of primes p whose proenius hs given yle pttern on the roots of f in F is the proportion of elements of G whih hve the given yle pttern on the roots of f in KF fefore pplying gheotrev9s theorem to the se of ellipti urvesD we introE due nottionF por every ellipti urve E over (eld F nd ll m ∈ ND m ≥ 2D we onsider the (eld F (E[m]) whih is the smllest extension of F ontining ll the mEtorsion of EF he next result is lssilD ut we present its proof for the intuition it ringsF Proposition 3.1.4. For every integer m ≥ 2 and any elliptic curve E over some eld F , the following hold:

1. F (E[m])/F is a Galois extension; 2. there is an injective morphism ι m : Gal(F (E[m])/F ) → Aut(E(F )[m]).
Proof. @1A ine the ddition lw of E n e expressed y rtionl funtions over 

F D there exist polynomils f m , g m ∈ F [X, Y ] suh tht the oordintes of the points in E(F )[m] re the solutions of the system (f m = 0, g m = 0)F herefore F (E[m]) is the splitting (eld of Res X (f m , g m ) nd Res Y (f m , g m ) nd in prtiulr is qloisF @2A por eh σ ∈ Gal(F (E[m])/F )
ψ m : Aut(E(Q)[m]) → GL 2 (Z/mZ).
vet ι m e the injetion given y roposition QFIFRF e ll

ρ m : Gal(Q(E[m])/Q) → GL 2 (Z/mZ) the injetive morphism ψ m • ι m F Remark QFIFT. xote tht # Gal(Q(E[m])/Q) is ounded y # GL 2 (Z/mZ)F por every prime πD we hve # GL 2 (Z/πZ) = (π -1) 2 (π + 1)πD nd for every integer k ≥ 1D # GL 2 (Z/π k+1 Z) = π 4 # GL 2 (Z/π k Z)F
vet p e prime suh tht E hs good redution t p nd p mF vet ι

(p) m e the injetion of Gal(F p (E[m])/F p ) into Aut(E(F p )[m]) given y roposition QFIFRF heorem PFQFII pplied to K = Q(E[m]) implies the existene of nonil isomorphism from Aut(E(Q)[m]) to Aut(E(F p )[m]
) for eh prime idel p ove pF Notation QFIFU. por ll g ∈ GL 2 (Z/mZ) we put Fix(g) = {v ∈ (Z/mZ) 2 | g(v) = v}F xote tht ny element onjugted to g hs n isomorphi group of (xed elementsF sf we re interested only in the isomorphism lss we use the nottion Fix(C) where C is set of onjugted elementsF e use nlogous nottions for

Aut(E(Q)[m]) nd Aut(E(F p )[m])F
Theorem 3.1.8. Let E be an elliptic curve over Q and m ≥ 2 be an integer. Put

K = Q(E[m]). Let T be a subgroup of Z/mZ × Z/mZ. Then, 1. Prob(E(F p )[m] T ) = #{g ∈ ρ m (Gal(K/Q)) | Fix(g) T } # Gal(K/Q) .
2. Let a, n ∈ N such that a ≤ n and gcd(a, n) = 1 and let ζ n be a primitive nth

root of unity. Put G a = {σ ∈ Gal(K(ζ n )/Q) | σ(ζ n ) = ζ a n }. Then: Prob(E(F p )[m] T | p ≡ a mod n) = #{σ ∈ G a | Fix(ρ m (σ |K )) T } #G a .
Proof. @1A vet p m e prime for whih E hs good redution nd let p e prime idel of K over pF e revite

H = {σ ∈ Gal(K/Q) | Fix(ι m (σ)) T }F pirst note tht E(F p )[m] = Fix(ι (p) m (φ p )) where φ p is the proenius in Gal(F p (E[m])/F p )F ine the digrm Dec(p ) / / α (p) Gal(Q(E[m])/Q) ιm / / Aut(E(Q)[m]) Gal(k p /F p ) ∼ / / Gal(F p (E[m])/F p ) ι (p) m / / Aut(E(F p )[m])
is ommuttive nd sine Frobenius(p) ⊂ Gal(K/Q) is the onjugy lss generE ted y (α (p) ) -1 (φ p ) we hve E(F p )[m] Fix(ι m (Frobenius(p)))F heompose H into disjoint union of onjugy lsses C 1 , . . . , C N F hen Fix(ι m (Frobenius(p))) T is equivlent to Frobenius(p) eing one of the C i F hnks to heorem QFIFP we otinX

Prob(E(F p )[m] T ) = N i=1 Prob(Frobenius(p) = C i ) = N i=1 #C i # Gal(K/Q) = #H # Gal(K/Q) .
@2A sing similr rguments s in @1A we hve to evlute

Prob(Frobenius(p) ∈ {C 1 , . . . , C N }, p ≡ a mod n) Prob(p ≡ a mod n) .
vet 

= Q(E[m])F sf [K(ζ n ) : Q(ζ n )] = [K : Q]D then one hs Prob(E(F p )[m] T | p ≡ a mod n) = Prob(E(F p )[m] T ) for a oprime to nF sndeedD ording to qlois theoryD Gal(K(ζ n )/Q)/ Gal(K(ζ n )/K) Gal(K/Q) through σ → σ |K F ine [K(ζ n ) : Q(ζ n )] = [K : Q]D we hve [K(ζ n ) : K] = ϕ(n) nd therefore eh element σ of Gal(K/Q) extends in extly one wy to n element of Gal(K(ζ n )/Q) whih stis(es σ(ζ n ) = ζ a n F xote tht for n ∈ {3, 4} the ondition is equivlent to ζ n ∈ KF
he fmilies onstruted y frier nd glvier fgIHD whih re dedited to integers N suh tht the nth ylotomi polynomil hs roots modulo ll prime ftors of

N D modify [K(ζ n ) : Q(ζ n )] y imposing lrge torsion sugroup over Q(ζ n )F
en importnt prtiulr se of heorem QFIFV is s followsX Corollary 3.1.10. Let E be an elliptic curve and π be a prime number. Then,

Prob E(F p )[π] Z/πZ = #{g ∈ ρ π (Gal(Q(E[π])/Q)) | det(g -Id) = 0, g = Id} # Gal(Q(E[π])/Q) , Prob E(F p )[π] Z/πZ × Z/πZ = 1 # Gal(Q(E[π])/Q) .
Example 3.1.11. vet us ompute these proilities for the urves E 1 : y 2 =

x 3 + 5x + 7 nd E 2 : y 2 = x 3 -11x + 14 nd the primes π = 3 nd π = 5F rere E 1 illustrtes the generi seD wheres E 2 hs speil qlois groupsF yne heks with ge

+ II tht [Q(E 1 [3]) : Q] = 48 nd # GL 2 (Z/3Z) = 48F fy roposition QFIFR we dedue tht ρ 3 (Gal(Q(E 1 [3])/Q)) = GL 2 (Z/3Z
)F e simple omputtion shows tht GL 2 (Z/3Z) ontins 21 elements hving 1 s eigenvlueD one of whih is IdF gorollry QFIFIH gives the following proilitiesX

Prob(E 1 (F p )[3] Z/3Z) = 20 48 nd Prob(E 1 (F p )[3] Z/3Z × Z/3Z) = 1
48 F e used the sme method for ll the proilities of le QFID where we ompre them to experimentl vluesF xote tht the reltive di'erene etween theoretil nd experimentl vlues never exeeds 0.4%F st is interesting to oserve tht reduing the qlois group does not neessrily inrese the proilitiesD s it is shown for π

= 3F 3.1.2 Eective computations of Q(E[m]) and ρ m (Gal(Q(E[m])/Q))
for prime powers.

ell the de(nition of the division polynomils given in he(nition PFQFIQF yne n ompute Q(E[π]) for ny prime π ≥ 3 using the following methodX 

E 1 E 2 # GL 2 (Z/3Z) 48 # Gal(Q(E[3])/Q) 48 16 Prob(E(F p )[3] Z/3Z × Z/3Z
π hs root α 1 F PF vet f 2 (y) = y 2 -(α 3 1 + Aα 1 + B) ∈ F 1 [y] nd F 2 e the extension of F 1 y f 2 F F 2 ontins πEtorsion point M 1 F sn F 2 D P π hs π-1
2 trivil roots representing the x oordintes of the multiples of M 1 F QF gll F 3 the extension of F 2 through n irreduile ftor of P π ∈ F 2 [x] other thn those orresponding to the trivil rootsF RF vet α 2 e the new root of 

P π in F 3 F vet f 4 (y) = y 2 -(α 3 2 + Aα 2 + B) ∈ F 3 [y] nd F 4 e the extension of F 3 through f 4 F F 4 ontins ll the πEtorsionF he se of prime powers π k with k ≥ 2 is hndled reursivelyF rving omE puted Q(E[π k-1 ])D we otin Q(E[π k ])
P π ) = π 2 -1 2 @roposition PFQFIRAD the solute degree of F 4 is π 2 -1 2 • 2 • π 2 -π 2 • 2 = (π -1) 2 (π + 1)πF fy emrk QFIFTD # GL 2 (Z/πZ) = (π -1) 2 (π + 1)πD therefore in generl we expet ρ π (Gal(Q(E[π])/Q)) = GL 2 (Z/πZ)F elsoD we oE served tht in generl the degree of the extension Q(E[π k ])/Q(E[π k-1 ]) is π 4 F
erre erUI proved tht the oservtions ove re lmost lwys trueF he next theorem is resttement of items (1) nd (6) in the introdution of erUIF Theorem 3.1.12 @erreA. Let E be an elliptic curve without complex multiplication.

1. For all primes π and k ≥ 1 the index

[GL 2 (Z/π k Z) : ρ π k (Gal(Q(E[π k ])/Q))]
is non-decreasing and bounded by a constant depending on E and π.

3.1. GALOIS PROPERTIES QI 2. For all primes π outside a nite set depending on E and for all k ≥ 1,

ρ π k (Gal(Q(E[π k ])/Q) = GL 2 (Z/π k Z). Denition 3.1.13. ut I(E, π, k) = [GL 2 (Z/π k Z) : ρ π k (Gal(Q(E[π k ])/Q))]F sf
E does not dmit omplex multiplitionD we ll erre9s exponent the integer n(E, π) = min{n ∈ N * | ∀k ≥ n, I(E, π, k + 1) = I(E, π, k)}F sn erVI erre showed tht in some ses one n prove tht I(E, π, k) = 1 for ll positive integers kF sndeedD erre proved tht the surjetivity of ρ π k @or equivlently I(E, π, k) = 1A follows from the surjetivity of ρ π @or equivlently I(E, π, 1) = 1A for ll rtionl ellipti urves E without omplex multiplition nd for ll primes π ≥ 5F sn order to hve the sme kind of results for π = 2 @respF π = 3A one hs to suppose tht ρ 2 D ρ 4 nd ρ 8 re surjetive @respF ρ 3 nd ρ 9 re surjetiveAF erre lso onjetured tht only (nite numer of primesD not depending on the urve ED n our in the seond point of heorem QFIFIPF he urrent onjeture is tht for ll rtionl ellipti urves without omplex multiplition nd ll primes π ≥ 37D ρ π is surjetiveF sn ywII ywin desried n lgorithm tht omputes the primes π for whih ρ π is not surjetive nd heked the onjeture for ll ellipti urves in wgm9s dtse @urrently this overs urves with ondutor t most 14000AF 1 Remark QFIFIR. yne pplition of erre9s results is s followsF ixperiments show tht n ellipti urve without omplex multiplition is lose to yli group when redued modulo n ritrry primeD regrdless on its rnk over QF por given ound BD omputing Prob(∃π > B, Z/πZ × Z/πZ ⊂ E(F p )) goes eyond the sope of this pperF tillD we n ompute Prob(Z/πZ × Z/πZ ⊂ E(F p )) for every π suh tht ρ π is surjetiveF sndeedD for these primesD gorollry QFIFIH gives the proility Prob(Z/π × Z/π ⊂ E(F p )) = 1 π(π+1)(π-1) 2 F he method desried ove llows us to ompute Q(E[m]) s n extension towerF hen it is esy to otin its solute degree nd primitive elementF sdentifying ρ π (Gal(Q(E[m])/Q)) @up to onjugyA is esy when there is only one sugroup @up to onjugyA of GL 2 (Z/mZ) with the right orderF sn the other se we hek for eh g ∈ GL 2 (Z/mZ) using the (xed genertors of E(Q)[m] whether g gives rise to n utomorphism on Q(E[m])F sn prtieD the ottlenek of this method is the ftoriztion of polynomils with oe0ients over numer (eldsF e fster proilisti lgorithm for omputing Gal(Q(E[π])/Q) ws proposed y utherlnd utIPF 3.1.3 Divisibility by a prime power st is ommon ft thtD for given prime πD the rdinlity of n ritrry ellipti urve over F p hs slightly lrger proility to e divisile y π thn n ritrry integer of size pF sn this susetion we will rigorously ompute those proilities under some hypothesis of generlityF Notation QFIFIS. vet π e prime nd i, j, k ∈ N suh tht i ≤ jF e putX

p π,k (i, j) = Prob(E(F p )[π k ] Z/π i Z × Z/π j Z).
vet ≤ m e integersF hen it is de(ned we denoteX

p π,k ( , m|i, j) = Prob(E(F p )[π k+1 ] Z/π Z × Z/π m Z | E p [π k ] Z/π i Z × Z/π j Z).
hen it is ler from ontextD π is omittedF Remark QFIFIT. ine for every nturl numer m nd every prime p oprime to mD E(F p )[m] ⊂ Z/mZ × Z/mZD we hve p π,k (i, j) = 0 for j > kF sn the se j < kD if p π,k ( , m | i, j) is de(nedD it equls 1 if ( , m) = (i, j) nd equls 0 if ( , m) = (i, j)F pinllyD for j = kD there re only three onditionl proilities whih n e nonEzeroX p π,k (i,

k | i, k)D p π,k (i, k + 1 | i, k)D nd p π,k (k + 1, k + 1 | k, k)F
Theorem 3.1.17. Let π be a prime and E an elliptic curve over Q. If k is an integer such that I(E, π, k + 1) = I(E, π, k), in particular if E has no complex multiplication and k ≥ n(E, π), then for all 0 ≤ i < k we have:

1. p π,k (k + 1, k + 1 | k, k) = 1 π 4 ; 2. p π,k (k, k + 1 | k, k) = (π -1)(π + 1) 2 π 4 ; 3. p π,k (i, k + 1 | i, k) = 1 π .
Proof. vet M e the ring Z/π k+1 ZF por ll g ∈ GL 2 (πM )D we onsider the set

Lift(g) = {h ∈ GL 2 (M ) | h |πM = g} = {g + π k a b c d | a, b, c, d ∈ Z/πZ}D whose rdinlity is π 4 F ine I(E, π, k + 1) = I(E, π, k)D we hve # Gal(Q(E[π k ])/Q) # Gal(Q(E[π k+1 ])/Q) = # GL 2 (Z/π k Z) # GL 2 (Z/π k+1 Z) D whih equls 1 π 4 y emrk QFIFTF o for ll g ∈ ρ π k Gal(Q(E[π k ])/Q) D Lift(g) ⊂ ρ π k+1 (Gal(Q(E[π k+1 ])/Q))
F hnks to heorem QFIFVD the proof will follow if we ount for eh g the numer of lifts with given (xed groupF

IF por g = Id ∈ ρ π k (Gal(Q(E[π k ])/Q)D there is only one element of Lift(g) (xing (Z/π k+1 Z) 2 D so p π,k (k + 1, k + 1 | k, k) = 1 π 4 F PF he element g = Id ∈ ρ π k (Gal(Q(E[π k ])/Q)D n e lifted in extly π 4 -1 - # GL 2 (Z/πZ) wys to elements in GL 2 (Z/π k+1 Z) whih (x the π k EtorsionD point of order π k+1 D ut not ll the π k+1 EtorsionF herefore p π,k (k, k + 1 | k, k) = (π-1)(π+1) 2 π 4
F QF ivery element of GL 2 (Z/π k Z) whih (xes lineD ut is not the identityD n e lifted in extly π 3 wys to n element of GL 2 (Z/π k+1 Z) whih (xes line of E,π) ])/Q) for given prime π in order to ompute the proilities of divisiility y ny power of πF e will lso ompute the verge vlution of #E(F p ) t πF vet us denote nd de(ne it y

(Z/π k+1 Z) 2 F o p π,k (i, k + 1 | i, k) = π 3 π 4 = 1 π F QQ he theorem elow uses the informtion on Gal(Q(E[π n(
v π = k≥1 k Prob(v π (#E(F p )) = k),
where v π denotes the vlution t πF yne n remrk tht the sum my hve n in(nite numer of termsD so we must e reful when working with the symols Prob whih denote nturl densitiesF Notation QFIFIV. vet π e prime nd γ n (h) = π n h =0 π p n ( , n)F e lso de(ne

δ(k) = p i+1 (i + 1, i + 1) if k = 2i + 1 0 otherwise nd S k (h) = π k    k 2 =h p k-( , k -) + δ(k)    .
Theorem 3.1.19. Let π be a prime, E an elliptic curve over Q, and n be a positive integer such that ∀k ≥ n, I(E, π, k) = I(E, π, n) (e.g., a curve without complex multiplication and n ≥ n(E, π)). Then, for any k ≥ 1,

Prob(π k | #E(F p )) =              S k (0) π k if 1 ≤ k ≤ n, 1 π k (γ n (k -n -1) + S k (k -n)) if n < k ≤ 2n, 1 π k (γ n (n) + p n (n, n)π 2n-1 - π 4n-1 p n (n, n) π k ) if k > 2n.
Then, v π is nite and

v π = 2 n-1 =1 p ( , ) + π π -1 n-1 =0 p n ( , n) + n-2 =0 n-1 i= +1 p i ( , i) + π(2π + 1) (π -1)(π + 1) p n (n, n).
Proof. vet k e positive integerF sing pigure QFID one heks tht

Prob(π k | #E(F p )) = k 2 =0 p k-( , k -) + δ(k). @QFIA vet c 1 = 1 π 4 D c 2 = (π-1)(π+1) 2 π 4
D nd c 3 = 1 π F ith these nottionsD the sitution n e illustrted y pigure QFIF por j > n nd < nD the proility p j ( , j) is the produt of the onditionl proilities of the unique pth from ( , j) to ( , n) in the grph of pigure QFI times the proility p n ( , n)F por j > n nd ≥ nD the proility p j ( , j) is the produt of the onditionl proilities of the unique pth from ( , j) to (n, n) in the grph of pigure QFI times the proility p n (n, n)F here re three ses tht re to e treted seprtelyX 1 ≤ k ≤ nD n < k ≤ 2n nd k > 2nF por 1 ≤ k ≤ nD the result follows from iqution @QFIAF vet us explin

c 3 c 3 c 3 c 3 c 3 c 3 c 3 c 3 c 3 c 2 c 2 c 2 c 1 c 1 c 1 0, 0 1, 1 0, 1 0, 2 1, 2 2, 2 π 2i | #E(Fp) π 2i+1 | #E(Fp) n = 2
pigure QFIX ih node of oordintes (i, j) represents the event

E(F p )[π j ] Z/π i Z × Z/π j Z . he rrows represent the onditionl proE ilities of heorem QFIFIUF the se for k > 2nD with k = 2iX Prob(π 2i | #E(F p )) = i =0 p 2i-( , 2i -) + δ(2i) = i =0 p 2i-( , 2i -) = n-1 =0 p 2i-( , 2i -) + i-1 =n p 2i-( , 2i -) + p i (i, i) = n-1 =0 c 2i-l-n 3 p n ( , n) + i-1 =n c 2i-2l-1 3 c 2 c l-n 1 p n (n, n) + c i-n 1 p n (n, n).
efter omputtionsD one otins the desired formulF he ses k > 2n oddD nd n < k ≤ 2n re treted similrlyF sn order to prove the sttements regrding v π D let us remrk tht ution of π = 2D π = 3 nd π = 5 for the urve E 1 : y 2 = x 3 + 5x + 7 nd E 3 : y 2 = x 3 -10875x + 526250F e exlude E 2 in this exmple sine it hs omE plex multiplitionF por E 1 D we pply heorem QFIFIW with n = 1 nd ompute the neessry proilities with gorollry QFIFIH knowing tht the qlois groups re isomorphi to GL 2 (Z/πZ)F por E 3 D we pply heorem QFIFIW with n = 3 for π = 2 nd n = 1 for π = 3 nd π = 5D nd ompute the neessry proilities with gorollry QFIFIH @when n = 1A nd heorem QFIFV @when n = 3AF he results re shown in le QFPF sn order to pply heorem QFIFIWD one hs to show tht I(E, π, k) = I(E, π, n) for ll k ≥ n @or n ≥ n(E, π) sine E 1 nd E 3 hve no omplex multiplitionAF por E 1 D we were le to prove tht n(E, π) = 1 for π = 2D π = 3 nd π = 5 y using the remrks t the end of setion QFIFPF por E 3 D endrew utherlnd omputed for us the qlois groups up to the 2 5 ED 3 3 E nd 5 2 EtorsionF st is su0ient to ompute the proilities nd hve some intuition for the vlues of nD ut we were not le to prove tht they re orretF sn this seD we hve to ssume tht the vlues of n for whih we were le to ompute the qlois group @nd so the proilitiesA re orretF 3.2 Applications to some families of elliptic curves es shown in the preeding setionD hnging the torsion properties is equivlent to modifying the qlois groupF yne n see the ft of imposing rtionl torsion points s wy of modifying the qlois groupF sn this setion we hnge the qlois group either y splitting the division polynomils or y imposing some equtions tht diretly modify the qlois groupF ith these idesD we (nd new in(nite igwEfriendly fmilies nd we explin the properties of some known urvesF 3.2.1 Generic Galois group of a family of curves sn the followingD when we tlk out the Galois group of the m-torsion of a family of curvesD we tlk out group isomorphi to the qlois group of the mEtorsion for ll urves of the fmily exept for sprse set of urves @whih n hve smller qlois groupAF por exmpleD let us onsider the qlois group of the 2Etorsion for the following fmily {E r : y 2 = x 3 + rx 2 + x | r ∈ Q\{±2}}F he qlois group of the 2Etorsion of the urve E : vet us ompute the qlois group for every urve of fmilyD so tht we n guess the qlois group of the fmily from (nite numer of instntitionsF sn prtieD we took dozen rndom urves in the fmily nd if ll these qlois groups of the mEtorsion were the smeD we guessed tht it ws the qlois group of the mEtorsion of the fmily of urvesF heorem PFQFIV suggests thtD y imposing equtions on the prmeters a nd d of twisted idwrds urveD we n improve the torsion propertiesF he se where a d is squre hs een studied in ffvIQ nd ffvIH for the fmily of idwrds urves hving Z/2Z × Z/8Z @when a = 1A respetively Z/2Z × Z/4Z @when a = -1A rtionl torsionF rere we fous on two other equtionsX ∃c ∈ Q, a = -c 2 @A + 2 = -Bc 2 for wontgomery urvesAD @QFPA ∃c ∈ Q, ad = c 2 @B = c 2 for wontgomery urvesAF @QFQA he rdinlity of the qlois group of the 4Etorsion for generi wontgomery urves is 16 nd this is redued to 8 for the fmily of urves stisfying @QFPAF sing heorem QFIFVD we n ompute the hnges of proilities due to this new qlois groupD s illustrted in pigure QFPF por ll urves stisfying @QFPA nd ll primes p ≡ 1 (mod 4)D the proility of hving Z/2Z × Z/2Z s the 4Etorsion group eomes 0 @insted of 1 4 AY the proilities of hving Z/2Z × Z/4Z nd Z/4Z × Z/4Z s the 4Etorsion group eome 1 4 @insted of 1 8 AF he qlois group of the 8Etorsion of the fmily of urves stisfying @QFQA hs rE dinlity 128 insted of 256 for generi wontgomery urvesF sing heorem QFIFVD one n see tht the proilities of hving n 8Etorsion point re improvedF sing heorem QFIFIWD one n show tht oth fmilies of urvesD the fmily stisfying @QFPA nd the one stisfying @QFQAD inrese the proility of hving the rdinlity divisile y 8 from 62.5% to 75% nd the verge vlution of 2 from 10 3 to 11 3 F 3.2.2 Better twisted Edwards curves with torsion Z/2Z × Z/4Z using division polynomials.

Prob(#E(F p ) ≡ 0 mod π k ) is O( 1 π k )F sndeed for k lrge enough @k > 2nAD the proven formul for Prob(#E(F p ) ≡ 0 mod π k ) is ounded y Cn π k D where C n is onstnt depending only on nF his remrk proves tht k≥1 Prob(#E(F p ) ≡ 0 mod π k ) is (niteF henD s Prob(v π (#E(F p )) = k) = Prob(#E(F p ) ≡ 0 mod π k )-Prob(#E(F p ) ≡ 0 mod π k+1 ) ndD y the remrk oveD lim K→∞ K Prob(#E(F p ) ≡ 0 mod π K+1 ) = 0, one shows tht k≥1 k Prob(v π (#E(F p )) = k) = k≥1 Prob(#E(F p ) ≡ 0 mod π k ). o v π is (
y 2 = x 3 + Ax 2 + x over Q(A) is Z/2ZF reneD for most vlues of p ≡ 1 (mod 4) Z/2 × Z/2 1 2 Z/2 1 2 1 1 2 ;0 1 4 ; 1 2 1 4 ; 1 2 Z/2 × Z/2 Z/2 × Z/4 Z/4 × Z/4 Z/4 2-torsion 4-torsion p ≡ 3 (mod 4) 1 Z/2 × Z/2 1 2 Z/2 1 2 1 Z/2 × Z/4 Z/
sn this setion we serh for urves suh tht some of the ftors of the diE vision polynomils split nd y doing so we try to hnge the qlois groupsF es n exmple we onsider the fmily of a = -1 twisted idwrds urves E d with Z/2Z × Z/4ZEtorsionD these urves re extly the ones with d = -e 4 @see ffvIHAF he tehnique might e used in ny ontextF

Looking for subfamilies.

por generi dD P new 8 splits into three irreduile ftorsX two of degree 4 nd one of degree 16F sf one tkes d = -e 4 D the polynomil of degree 16 splits into three ftorsX two of degree 4D lled P 8,0 nd P 8,1 D nd one of degree 8D lled P 8,2 F fy trying to fore one of these three polynomils to splitD we found four fmiliesD s shown in le QFQF

d = -e 4
generi e e = g 2 e = 2g le QFQX ufmilies of twisted idwrds urves with torsion group isomorphi to Z/2Z × Z/4Z nd the degrees of the irreduile ftors of P 8,0 D P 8,1 nd P 8,2 F sn ll these fmilies the generi verge vlution of 2 is inresed y 1 6 @ 29 6 insted of 14 3 AD exept the fmily e = g-1 g 2 for whih it is inresed y 2 3 D ringing it to the sme vlution s for the fmily of twisted idwrds urves with a = 1 nd torsion isomorphi to Z/2Z × Z/8ZF xote tht these four fmilies over ll the urves presented in the (rst three olumns of ffvIHD le QFID exept the two urves with e = 26 7 nd e = 19 8 D whih hve generi qlois group for the 8EtorsionF

The family e = g-1 g 2 .

sn this setionD we study in more detil the fmily e = g-1 g 2 F sing heorem QFIFV one n prove tht the group order modulo ll primes is divisile y 16F roweverD we give n lterntive proof whih is lso of independent interestF e need the following theorem whih omputes the VEtorsion points tht doule to the 4Etorsion points x = ±g w y, y = ± 4tg 2-w (gtw) 3 (g + tw)

(± 4 √ -d -1 , ± 4 √ -d -1 )F
@QFRA have order eight and double to (±e -1 , te -1 ).

Proof. xote tht ll points (x, y) of order eight stisfy ∞ = x = 0 = y = ∞F polE lowing ffvIQD heorem PFIH point (x, y) doules to ((2xy : 1 + dx 2 y 2 ), (x 2 + y 2 : 1dx 2 y 2 )) = ((2xy :

-x 2 + y 2 ), (x 2 + y 2 : 2 -(-x 2 + y 2 )))F vet s, t ∈ {1, -1} suh tht (x, y) doules to (se -1 , te -1 )D hene 2xy -x 2 + y 2 = s e nd x 2 + y 2 2 -(-x 2 + y 2 ) = t e .
prom the terms in the (rst eqution we otin x y 2

+ 2exs y + e 2 = 1 + e 2 F rite e = g-1 g 2 suh tht x y + se 2 = g+ 1 g 2 2 F rene x y ∈ ±g, ± 1 g depending on
the sign s nd the sign fter tking the squre rootF his gives

x 2 = G 2 y 2 with G 2 ∈ {g 2 , g -2 }F
prom the seond eqution we otin (et)x 2 + (e + t)y 2 = 2t nd sustiE tuting x 2 results in (et)G 2 + (e + t) y 2 = 2tF his n e solved for y when 2t (et)G 2 + (e + t) is qudrti residue modulo pF his is equivlent to heking if ny of 2t (e -1)g 2 + (e + 1) = t(g -1) 3 (g + 1) g , @QFSA

2t (e -1) + (e + 1)g 2 = t(g -1)(g + 1) 3 g @QFTA is qudrti residue modulo pF fy ssumption tg(g -1)(g + 1) is qudrti residue modulo pF reneD oth expression @QFSA nd @QFTA re qudrti residues modulo pF olving for y nd keeping trk of ll the signs results in the formule in @QFRAF e diret onsequene of this theorem is s followsF

Corollary 3.2.2. Let E = E d be a twisted Edwards curve over Q with d = - g-1 g 2 4 , g ∈ Q \ {-1, 0, 1} and p > 3 a prime of good reduction. Then E(Q)
has torsion group isomorphic to Z/2Z × Z/4Z and the group order of E(F p ) is divisible by 16.

Proof. e onsider two sesF @1A sf p ≡ 1 (mod 4) then -1 is qudrti residue modulo pF reneD the REtorsion points (±i, 0) exist @see pigure PFPA nd 16 | #E(F p )F @2A sf p ≡ 3 (mod 4) then -1 is qudrti nonEresidue modulo pF hen extly one of {g(g -1)(g + 1), -g(g -1)(g + 1)} is qudrti residue modulo pF sing hmF QFPFI it follows tht the urve for g = 9 2 ndD thereforeD the group order is divisile y n dditionl ftor twoF Corollary 3.

2.3. Let g ∈ Q \ {-1, 0, 1}, d = - g-1 g 2 4
and p ≡ 1 (mod 4) be a prime of good reduction. If g(g -1)(g + 1) is a quadratic residue modulo p then the group order of E d (F p ) is divisible by 32.

Proof. ell IT REtorsion points re in E d (F p ) @see pigure PFPAF fy hmF QFPFI we hve t lest one VEtorsion pointF reneD 32 | #E d (F p )F e generted di'erent vlues g ∈ Q y setting g = i j with 1 ≤ i < j ≤ 200 suh tht gcd(i, j) = 1F his resulted in 12 231 possile vlues for g nd ge + II found 614 nonEtorsion pointsF es expetedD we oserved tht they ehve similrly s the good urve found in ffvIHF Parametrization e fmily of twisted idwrds urves with a = -1D rtionl torsion group equl to Z/2Z × Z/4Z nd nonEtorsion point ws presented in ffvIH using n ellipti prmetriztionF sing ides of fgIHD we present here rtionl prmetriztionF Theorem 3.2.4. Let t ∈ Q \ {0, ±1} and d = -e 4 , e = 3(t 2 -1) 8t , x ∞ = (4e 3 + 3e) -1 and y ∞ = 9t 4 -2t 2 +9 9t 4 -9 . Then the twisted Edwards curve -x 2 + y 2 = 1 + dx 2 y 2 has torsion group Z/2Z × Z/4Z and (x ∞ , y ∞ ) is a non-torsion point.

Proof. he twisted idwrds urve hs torsion group

Z/2Z × Z/4Z euse d = -e 4 nd e is not equl to 0 nd ±1F he point (x ∞ , y ∞ ) is on the urve nd sine x ∞ / ∈ {0, ∞, e -1
, -e -1 } this is nonEtorsion pointF his rtionl prmetriztion llowed us to impose dditionl onditions on the prmeter eF por the four fmiliesD exept e = g 2 whih is treted elowD the prmeter e is given y n ellipti urve of rnk 0 over QF Corollary 3.2.5. Let P = (x, y) be a non-torsion point on the elliptic curve

y 2 = x 3 -36x having rank 1. Let t = x+6
x-6 , using notations of Theorem 3.2.4, the curve E -e 4 belongs to the family e = g 2 and has positive rank over Q.

Better Suyama curves by a direct change of the Galois group

sn this setion we will present two fmilies tht hnge the qlois group of the 4E nd 8Etorsion without modifying the ftoriztion pttern of the 4E nd 8Edivision polynomilF Suyama-11.

urupp oserved in uruIH tht mong the uym urvesD the one orresponding to σ = 11 (nds exeptionlly mny primesF sn PHHW we extended it to n in(nite fmily tht we present in detil hereF ixperiments show tht the σ = 11 urve di'ers from other uym urves only y its proilities to hve given 2 k Etorsion when redued modulo primes p ≡ 1 (mod 4)F he reson is tht the σ = 11 urve stis(es iqution @QFPAF pigure QFP illustrtes the hnges in proilities of the σ = 11 urve when ompred to urves whih do not stisfy iqution @QFPA nd shows tht iqution @QFPA improves the verge vlution of 2 from 10 3 to 11 3 F vet us ll uymE11 the set of uym urves whih stisfy iqution @QFPAF hen solving the system formed y uym9s system plus iqution @QFPAD we otin n ellipti prmetriztion for σF qiven point (u, v) on S 11 :

v 2 = u 3 - u 2 -120u + 432D σ is otined s σ = 120 u-24 + 5F he group S 11 (Q) is generted y the points P ∞ = (-6, 30)D P 2 = (-12, 0) nd Q 2 = (4, 0) of orders ∞D 2 nd 2 respetivelyF e exlude 0, ±P ∞ D P 2 D Q 2 D P 2 + Q 2 D nd Q 2 ± P ∞ D
whih re the points produing nonEvlid vlues of σF he points ±R, Q 2 ± R led to isomorphi urvesF xote tht the σ = 11 urve orresponds to the point (44, 280) = P ∞ + P 2 F Edwards Z/6Z: Suyama-11 in disguise.

sn ffvIHD eF 5 it is shown tht the a = -1 twisted idwrds urves with Z/6ZEtorsion over Q re preisely the urves

E d with d = -16u 3 (u 2 -u+1) (u-1) 6 (u+1) 2
where u is rtionl prmeterF 2 sn prtiulrD ording to ffvIHD eF 5.3 one n trnslte ny uym urve in idwrds lnguge nd then impose the ondition tht -a is squre to otin urves of the a = -1 typeF pinllyD ffvIHD eF 5.5 points out tht this fmily hs exeptionl torsion propertiesF sn order to understnd the properties of this fmilyD we trnslte it k to wontgomery lnguge using heorem PFQFTF husD we re interested in uym urves whih stisfy eqution A + 2 = -Bc 2 @the wontgomery equivlent for -a eing squreAF his is the uymE11 fmilyD so its torsion properties were explined in etion QFPFQF hese two fmilies hve een disovered independently in our internship report of 2009 nd in ffvIHF Suyama-9 4 .

sn experiments y immermnnD new uym urves with exeptionl torsion properties were disoveredD suh s σ = 9 4 F purther experiments show tht their speil properties re relted to the 2 k Etorsion nd onern exlusively primes p ≡ 1 (mod 4)F sndeedD the σ = 9 4 urve stis(es iqution @QFQA nd one n hek tht its verge vlution of 2 is improved from 10 3 to 11 3 F vet us ll uymE 9 4 the set of uym urves whih stisfy iqution @QFQAF hen solving the system formed y uym9s system plus iqution @QFQAD we otin n ellipti prmetriztion for σF qiven point (u, v) on S 9/4 : v 2 = u 3 -5uD 2 There is a typo in the proof of [BBL10, Thm. 5.1]; the 16u 3 (u 2 -u+1) (u-1) 6 (u+1) 2 misses a minus sign. le QFRX ixperimentl vlues @ixpFA re otined with ll primes elow 2 25 F he se n = 1 * mens tht the qlois group is isomorphi to GL 2 (Z/πZ)F σ is otined s σ = uF he group S 9/4 (Q) is generted y the points P ∞ = (-1, 2) nd P 2 = (0, 0) of orders ∞ nd 2 respetivelyF e exlude the points 0, ±P ∞ D P 2 nd P 2 ± P ∞ whih produe nonEvlid vlues of σF sf two points in S 9/4 (Q) di'er y P 2 they orrespond to isomorphi urvesF e reognize the urve ssoited to σ = 9 4 when onsidering the point

( 9 4 , -3 8 ) = [2]P ∞ F 3.2.4 Comparison.
le QFR gives summry of ll the fmilies disussed in this hpterF he theoE retil verge vlutions were omputed with heorem QFIFIWD heorem QFIFV nd gorollry QFIFIH under some ssumptions on erre9s exponent @see ixmple QFIFPH for more informtionAF xote thtD when we impose torsion points over QD the verge vlution does not simply inrese y 1D s n e seen in le QFR for the verge vlution of 3F

Some other applications

heorem QFIFV redues the serh of igwEfriendly ellipti urves to the serh of urves with speil qlois groupF rene we repled the ostly experimentl evlution of the verge vlution of urve E t some prime π with the omE puttion of the imge of the proenius of E t πF utherlnd utIP solves this lst prolem in very e'etive wy y using heorem QFIFV in reverseX from the imge of the proenius modulo smll primes one dedues its vlueF he (rst pplition is to serh for ellipti urves with good properties whih do not elong to ny in(nite fmily of good vlutionF por exmple the gehyE xp softwre fpq + HW uses smll numer of ellipti urvesD nmely 3 in the (rst versionD to test for smoothnessF woreoverD one n serh for urves with smll oe0ients euse 1Eword times nEword multiplition is fster thn full nEword times nEword multiplitionF reneD insted of urves of the uym fmily we n use other urves of sme properties ut whih do not verify uym9s equtionF he seond pplition omes from onjeture of wontgomery wonWPX Conjecture 3.3.1. Let E be an elliptic curve with torsion subgroup Z/12Z over Q. For any prime p, let #E(F p ) denote the order of its reduction modulo p. Then a) As p ranges through the primes congruent to 5 modulo 6, the largest power of

3 dividing #E(F p ) is 3 α with probability 2 • 3 -α for each α ≥ 1.
b) As p ranges through the primes congruent to 3 modulo 4, the largest power of

2 dividing #E(F p ) is 2 α with probability 1/4 if α = 2 and probability 3 • 2 -α if α ≥ 3.
c) As p ranges through the primes congruent to 5 modulo 8, the largest power of

2 dividing #E(F p ) is 2 α with probability 1/4 if α = 2 or α = 3, probability 3/16 if α = 4, and probability 5 • 2 -α if α ≥ 5.
por every urve tht we tested we omputed the imge of the proenius nd we otined the results predited y wontgomeryF he onjeture then sttes tht ll the urves with torsion Z/12Z over Q hve the sme 2 α qlois group for every αF sn serh of ounter exmpleD utherlnd ws le to ompute the proenius imge for 500, 000 ellipti urvesF he negtive result strengthens the onjetureF Chapter 4

Improvements to the smoothing problem

In the previous chapter we studied how to improve ECM without playing with the smoothness bounds. In this chapter we put ECM in action to solve a slightly more complex task, called the smoothing problem. This algorithmic task is the bottleneck of the so-called individual logarithm stage of the NFS algorithm, state-of-art in computing discrete logarithms in prime elds (see Chapter 6). In the literature, this problem is usually solved with a naive call to the ECM primitive. We demonstrate that we can do better under the assumption that an ECM-like algorithm is proven. This also gives hints for a practical implementation.

The chapter is organized as follows. After giving a precise description of the problem, we give the direct approach and its performances.

We then recall a smoothness result of Pomerance which relies on the theorems in Chapter 1. This gives us a strategy in two steps, that is an improvement to the algorithm. In the last section, we extend this to an arbitrary number of steps to get the best complexity results.

Exposition of the problem

wost of the disrete logrithm lgorithms use n individual logarithm stge whih omputes the desired logrithm using the logrithms omputed in previous stgesF es eforeD for given ound BD we sy tht n integer is smooth if its prime ftors re elow BF hen omputing the disrete logrithm log t s in prime (eld F p D one strts the individul logrithm stge y (nding n integer h suh tht (t h s mod p) is BEsmooth for ound BF ine t is required to e genertor of F * p D piking rndom integers h is equivlent to piking rndom elements in [0, p -1] nd testing their smoothnessF his is the se for the sndex glulus nd the xumer pield ieve lgorithms tht we present in ghpter TF e similr se is tht of (elds F p n with p prime reltively lrge when ompred to p n D solved y the xumer pield ieve in righ hegree tvHTF RQ he stteEofErt lgorithm for smoothness testing is igwD whih we presented s wonte grlo lgorithmF ell the heuristi nlysis of omplexity summE rized in pt PFPFQX for given ound B nd n integer nD igw (nds the BEsmooth prt of n with proility 1/2 in timeX 1) .

L B (1/2, √ 2) 1+o(1) (log n) O(
e similr smoothness test mkes use of hyperEellipti urves vWQF por simE pliity we ssume (rst tht we hve deterministi lgorithm with the sme omE plexity s igwD ut we will lter show tht proilisti lgorithm is enoughF e n now stte this (rst step of the individul logrithm stgeD tht we ll the smoothing prolemD s followsF Problem 4.1.1 @moothing prolemA. Assume that one has a black box which,

given an integer x less that a parameter n and any bound B, 1) . One is requested a pair of constants (α, c) ∈ (0, 1) × (0, ∞) and an algorithm with the following characteristics:

decides if x is B- smooth in time L B (1/2, √ 2) 1+o(1) (log n) O(
• the algorithm has as input an integer n and as many terms as needed of a randomly generated sequence of elements in [0, n];

• the algorithm outputs a term of the sequence which is L n (α, c)-smooth.

he prolem ws lredy disussed in ferHR ut with n imposed vlue of α nd cF e present (rst the nive lgorithm for omprisonF e then dpt omE monly used ide when doing seletionsF yne proeeds in two stepsX (rst one redues the numer of ndidtes y quik testD then one does thorough nlysis of the remining ndidtesD lled dmissilesD until good ndidte is dmittedF por exmpleD some ftoriztion lgorithmsD see omVPD used this ide under the nme of erlyEort methodF 4.1.1 The direct approach he nive lgorithm ws (rst nlyzed y gommeine nd emev gHTF vet us ll strting smoothness ound prmeter C = L n (α, c) for positive onstnts α nd cF yne onsiders rndom integers less thn n nd tests their CEsmoothness using igwD whih we onsider deterministi for simpliity of expositionF he numer of ndidtes to e tested is

P smooth (n, C) -1 = L n 1 -α, (1 -α)/c 1+o(1) F ih test does L C (1/2, √ 2) 1+o(1) opertionsD sine the polynomil ftor (log n) O(1) is hidden y the o(1)F fy roposition IFPFP this equls L n (α/2, √ 2cα)F rene we otin time = L n 1 -α, (1 -α)/c L n α/2, √ 2cα 1+o(1)
. @RFIA he optiml vlues of the prmeters re s in the following resultF Theorem 4.1.2 @gommeine 8 emevA. The best value of parameter α in the smoothing problem is α = 2/3. When setting c = 1/ 3 √ 3, the problem can be solved in time L n 1/3, 3 √ 3 . 

z ≡ z 1 z -1 2 mod n, @RFPA
with z 1 nd z 2 of order √ nF xote tht this does not (t in the frmework of rolem RFIFIF he reson for the elertion might e unler euse we reple P smooth (n, C) y P smooth √ n, C 2 D whih is roughly equl ording to gorolE lry IFIFPF xeverthelessD s the funtion log(ρ) is onveD where ρ is hikmn9s funtionD the ltter proility is greter thn the former oneF pigure RFI shows the grph of log(ρ) for the vlues of prtil relevneF sf the smoothness proility formul ws u -u one would reple u -u y

(u/2) -u/2
2 whih is exp(u log 2) lrgerF futD euse of the o(1) error in the exponent of the smoothness proilityD we need to use the ext sttement of heorem IFIFIX

P smooth x, x 1 u = exp -u(log u + log log u -1 + o(1)) . hen C(n) = L n (2/3, c) simple omputtion gives u = 1 c (log n) 1/3 (log log n) -1/3 so we hve P smooth ( √ n, C) 2 P smooth (n, C) = exp log 2 + o(1) c (log n) 1/3 (log log n) -1/3 . @RFQA his is hidden in L n (1/3, •) o(1) D ut for the sizes of prtil relevne it is n importnt improvementF
Sieving in the smoothing stage toux nd verier tvHQ proposed n improveE ment to the rtionl reonstrution ide oveF sndeedD the integers z 1 nd z 2 in iqution @RFPA n e omputed y lttie sis redution s in elgorithm VFPF toux nd verier propose to use the shortest two vetors (z 1 , z 2 ) nd (z 1 , z 2 )D so tht we otin two di'erent frtions ongruent to zX

z ≡ z 1 z 2 ≡ z 1 z 2 mod n. @RFRA xote tht z ≡ (z 1 i + z 1 j)(iz 2 + jz 2 )
-1 mod n for ny integers i nd jF hen we n sieve for the pirs (i, j) suh tht iz 1 +jz 1 nd iz 2 +jz 2 re smoothF nfortuntelyD the smoothness ound of type L(2/3)D mkes it impossile to use exlusively the sieve tehniqueF yne n use sieving s (rst step whih selets pirs (i, j) with lrge B Esmooth prtD where B is prmeter of type L(1/3)F sn the light of the dmissiility strtegyD we use the sieve s n dmissiility testF he min test is smoothness test with prmeter of size L(2/3)F

Stronger smoothness results

vet us present some preprtory results for the new strtegyF pirstD it is intuitive tht lrger numers hve smller smoothness proilityF he tehnility is to sy tht the o(1) error is the sme for two vlues of x whih re su0iently lrgeF Lemma 4.2.1. Let α be a positive constant. For all δ > 0, there exists x δ > 0 such that, for all reals x, x and y such that x ≥ x δ and y 1+α ≤ x, x ≤ exp(y 1-α ) we have

x ≤ x ⇒ P smooth (x, y) ≤ P smooth (x , y) 1-δ .

Proof. ke > 0 su0iently smll suh tht 2 /(1 -) < δF ine we supposed x ≤ x D if we put u = log x / log y nd u = log x/ log yD then u ≥ uF sing heorem IFIFID for su0iently lrge x nd x D we otin

P smooth (x , y) ≤ (u ) -u (1+ ) ≤ u -u(1+ ) ≤ P smooth (x, y) 1-,
where = 2 /(1 -)F ine < δ we get the resultF omerne omVP strengthened heorem IFIFI when studying the erly ort method in some ftoriztion lgorithmsF vet us (rst de(ne Ψ(x, y, z) s the set of positive integers less thn x for whih ll the prime ftors re in the intervl [z, y]D in prtiulr Ψ(x, y, 1) = Ψ(x, y)F e denote the rdinlity of Ψ(x, y, z) y ψ(x, y, z) nd we ll smoothness proility the quntity P smooth (x, y, z) = ψ(x, y, z)/xF Theorem 4.2.2 @omVPD heorem 2.2A. Let α > 0. For all > 0 there exists x > 0 such that for all triples x, y, z such that

x ≥ x , (log x) 1+α ≤ y ≤ exp (log x) 1-α , z ≤ y 1-1/ log u ,
where u = log x/ log y, one has

u -u(1-) ≤ P smooth (x, y, z) ≤ u -u(1+ ) .

SELECTION WITH ONE ADMISSIBILITY TEST

RU

es the theorem hs omplex sttementD it is preferle to restte two of its ses of pplition s orollryF xextD we ould otin version of heorem RFPFP in L nottion s we did with heorem IFIFID ut we restrit ourselves to two very spei( situtionsF Corollary 4.2.3. Let a, c, θ, θ > 0 be four real numbers with θ < θ. For all positive integer n we set L(n) = L n (2/3, a), which for ease of notations is also written L. Then we have

P smooth n c , L θ , L θ = L n 1/3, c 3θa -1+o(1) P smooth n c L n (1/2, 1), L θ , L θ = L n 1/3, c 3θa -1+o(1) Proof. e ompute u(n) = log(n c )/ log(L(n) θ ) or u(n) = log n c L n (1/2, 1) / log(L(n) θ )F sn oth ses we otin u = c log n aθ log n 2/3 (log log n) 1/3 = c θa log n log log n 1/3 . @RFSA rene u u = L n 1/3, c 3aθ D whih gives the resultF

Selection with one admissibility test

e sw thtD when solving rolem RFIFID the optiml vlue of α is 2/3 @heE orem RFIFPAF reneD we serh for elements whih re L(n)EsmoothD where L(n) := L n (2/3, a) for prmeter a to e hosenF vet us onsider s dmissiility test the utiliztion of the lk ox on the input ndidtes with smoothness ound L(n) θ for prmeter θ < 1 to e hosenF e ndidte is dmissile if the dmissiility test (nds ftor of size t lest n c for prmeter c to e hosenF he set of dmissile ndidtes will e denoted y M 1 D while the set of dmissile ndidtes whih sueed the min test is denoted M 2 F o show tht this is good dmissiility test we show tht it drstilly redues the numer of ndidtesD ut thtD mong the dmissile ndidtesD there is t lest one whih will pss the min testF Theorem 4.3.1. Let a be a real. For any integer n put L(n) = L n (2/3, a), also denoted L. Let c and θ be two reals in the interval (0, 1). Call M 1 the set of positive integers less than n whose L θ -smooth part is larger than n c . Call M 2 the subset of M 1 formed of these elements which are L-smooth. Then we have:

(i) #M 1 ≤ nL n 1/3, c 3aθ -1+o(1) ; (ii) #M 2 ≥ nL n 1/3, c 3θa + 1-c 3a
Proof. X @iA eny element of M 1 n e uniquely written s the produt of its L θ Esmooth prt m nd its other divisor tF ut T = Ψ(n 1-c , n 1-c , L θ ) {1}F e split M 1 in disjoint susets hving the sme divisor t in T s follows

M 1 = t∈T tm | m ∈ Ψ(n/t, L θ ), m ≥ n c . @RFTA rene #M 1 ≤ t∈T ψ(n/t, L θ )F vet > 0 nd x s in gorollry RFPFIF henD for n su0iently lrge so tht n c ≥ x D we hve ∀t ∈ T, P smooth n/t, L θ ≤ P smooth n c , L θ 1- . @RFUA reneD for ll t in T D we hve ψ n/t, L θ ≤ (n/t)P smooth n c , L θ 1- . @RFVA
hen injeting in iqution RFT we otin

#M 1 ≤ n   t∈T 1/t   P smooth n c , L θ 1- . @RFWA
sing gorollry RFPFQD for lrge enough n we hve

P smooth n c , L θ ≤ L n 1/3, c 3θa 1- .
@RFIHA elsoD the sum of terms 1/t in T is dominted y the sum 1/t when t goes from 1 to nD whih is polynomil in log nD so it is dominted y L n (1/3, •) ) for ny onstnt t the ple of •F e otin the nnouned result

#M 1 ≤ nL n 1/3, c 3θa -(1-2 )
.

@RFIIA @iiA he si ide is tht ny element in M 2 n e written s t × m with t n element of Ψ(n 1-c , L, L θ ) nd m roughly in Ψ(n c , L θ )F he di0ulty we fe is tht m is supposed lrger thn n c D so we hve to extend slightly the set of elements

mF ut (n) = L n (1/2, 1)F glerlyD ny produt t × m with m in Ψ(n c (n), L θ )\Ψ(n c , L θ ) nd t ∈ Ψ(n 1-c / (n), L, L θ ) elongs to M 2 F woreoverD two di'erent pirs (t, m) nnot hve the sme produtF rene we hve #M 2 ≥ ψ n c (n), L, L θ -ψ n c , L, L θ ψ n 1-c / (n), L, L θ . @RFIPA fy gorollry RFPFQ we hve P smooth (n c , L θ ) = P smooth (n c (n), L θ ) 1+o(1) F rene the vlue in the rketD ll it BD is B = n c (n)L n 1/3, - c 3θa 1 -L(1/3, 1) o(1) / (n) = n c (n)L n 1/3, - c 3θa 1+o(1)
.

egin gorollry RFPFQ gives ψ(n 1-c / (n), L, L θ ) = n 1-c / (n)L n 1/3, -1-c 3a 1+o(1) F his ompletes the proofF
Optimal parameters vet us optimize the prmeters for (nding one dmitted numerD iFeFD (nding n elE ement of M 2 F xote (rst tht eh dmissiility test osts t 1 := L n 1/3, 4aθ/3 nd eh min test osts t main := L n 1/3, 4a/3 F he totl numer of ndiE dtes to e tested efore (nding one in M 2 is

numer of ndidtes = #M 2 n . @RFIQA he proportion of ndidtes whih sueed the dmissiility test is n/#M 1 D so numer of dmissiles = #M 2 #M 1 . @RFIRA
husD the verge time for the seletion of one element in

M 2 isX time (seletion) = n #M 2 t 1 + #M 1 #M 2 t main , @RFISA
whihD ording to heorem RFQFID is dominted yX

L n 1 3 , 1 -c 3a + c 3θa + 4 3 θa 1+o(1) + L n 1 3 , 1 -c 3a + 4 3 a 1+o (1) 
. @RFITA por (xed vlues of a nd cD we minimize the time y setting θ = c 2 3a 3 1 3 F his leds to omplexity s followsX

L n   1 3 , 1 -c 3a + 3 c 9 1 3   1+o(1) + L n 1 3 , 1 -c 3a + 4 3 a 1+o (1) 
. @RFIUA por (xed vlue of aD we minimize this expression y setting c = ( 4 3 a)

3 2

3 F e otin funtion in a whih rehes its minimum for a ≈ 0.7715F st gives c ≈ 0.348 nd θ ≈ 0.445D whih verify the ondition 0 < θ, c < 1F e insert the numeril vlues in @RFITA nd otinX

time (seletion) = L n 1 3 , 1.296 1+o (1) 
. @RFIVA his improves on the omplexity L n (1/3, 1.442) 1+o(1) of the diret pprohF 4.4 The admissibility strategy inourged y our suess with one dmissiility testD we n imgine strtegy with k ≥ 2 dmissiility testsD tken one fter notherF vet 0

< θ 1 < • • • < θ k < 1 e k prmetersF elso let 0 < c 1 , . . . , c k < 1 e k prmeters suh tht c 1 + • • • + c k ≤ 1F por onveniene we put θ 0 = 0F e nturl generliztion of the dmissiility ide is s followsF por h ∈ [1, k]D we sy tht ndidte numer m sueeds the h th dmissiility test if it is (h -1) th dmissile nd m hs divisor m h lrger tht m c h ll of whose prime ftors re in the intervl [L(n) θ h-1 , L(n) θ h ]F
ih ndidte tkes the (rst dmissiility testF sf it sueedsD it goes on to the next dmissiility testD wheres if it fils we disrd it nd onsider the next ndidteF e nlyzed this strtegy in our wster hesis in 2011F rere we present slightly di'erent strtegy whih llows us to hve simpler presenttionD without otining worse omplexityF ut (n

) := L n (1/2, 1)F por ny h in [1, k]D we sy tht ndidte is h th dmissile if it hs h ftors m 1 D . . .D m h suh thtD for i ∈ [1, h]D m i elongs to B i := Ψ n c i (n), L θ i , L θ i-1 \Ψ n c i , L θ i , L θ i-1 .
@RFIWA e ll M h the set of h th dmissile ndidtes nd M the set of elements of M k whih sueed the min testD iFeFD whih re LEsmoothF he following result generlizes theorem RFQFIF Theorem 4.4.1. Let a > 0 be a real. For all n we put L(n) = L n (2/3, a). Then, for M 1 , . . ., M k and M dened above, we have:

(i) #M ≥ n • L n 1/3, c 1 3θ 1 a + • • • + c k 3θ k a + 1-(c 1 +•••+c k ) 3a -1+o(1) ; (ii) ∀h ∈ [1, k], #M h ≤ n • L n 1/3, c 1 3θ 1 a + • • • + c h 3θ h a -1+o (1) 
.

Proof. @iA ivery element m of M n e written s

m = m 1 • • • m k t with m i ∈ B i nd t ∈ Ψ(n 1-c 1 -•••-c k , L, L θ k )F e put B i = ψ(n c i (n), L θ i , L θ i-1 ) - ψ(n c i , L θ i , L θ i-1
)F es lower ound for the set of vlues of t whih our in elements

m of M h we use B := ψ(n 1-c 1 -•••-c k / (n) k , L, L θ k )D so one hs #M ≥ ( k i=1 B i )BF yne lso hs B i = n c i (n)P smooth (n c i (n), L θ i , L θ i-1 ) 1 -(n) -1 P smooth n c i , L θ i , L θ i-1 P smooth n c i (n), L θ i , L θ i-1 .
@RFPHA fy gorollry RFPFQD eh of the smoothness proilities equl L n (1/3, c i 3aθ i ) -1+o(1) F sn prtiulrD the rtio of the proilities in the prenthesis equls

L n (1/3, 1) o(1) D whih is dominted y (n) = L n (1/2, 1)F rene the prenthesis equls 1 + o(1)F e otin B i = n c i (n)L n 1/3, c i 3aθ i -1+o(1)
.

@RFPIA SI e use gin gorollry RFPFQ nd otin

B = n 1-c 1 -•••-c k (n) k L n (1/3, 1-(c 1 +•••+c k ) 3a
) 1+o(1) F his ompletes the proof of @iAF @iiA vet N (n) e funtion whih depends on nD tht we speify lterF ivery element

m of M h n e written s m = m 1 • • • m h t h with m i in B i F gonsider tuple of indies j 1 D. . .Dj h with j i ∈ [0, N -1] nd onsider the se when ll m i ∈ B i [n c i (n) j i /N , n c i (n) (j i +1)/N ]F e hve B i [n c i (n) j i /N , n c i (n) (j i +1)/N ] ⊂ Ψ(n c i (n) (j i +1)/N , L θ i )D so #B i [n c i (n) j i /N , n c i (n) (j i +1)/N ] ≤ ψ(n c i (n) (j i +1)/N , L θ i ) = n c i (n) (j i +1)/N P smooth (n c i (n) (j i +1)/N , L θ i ).
hue to vemm RFPFI the smoothness proility ove equls

P smooth (n c i , L θ i ) 1+o(1) F ine t h = m/ h i=1 m i D we hve t h ∈ [n 1-c 1 -•••c h / (n) (h+j 1 +•••+j h )/N , n 1-c 1 -•••c h / (n) (j 1 +•••+j h )/N ].
reneD for eh tuple (j 1 , . . . , j h ) we hve

#{m ∈ M h | m = m 1 • • • m h t h , m i ∈ B i [n c i (n) j i /N , n c i (n) (j i +1)/N ]} ≤ n (n) h/N h i=1 P smooth (n c i , L θ i ) 1+o(1) ,
where the o( 1) n e mde independent of the tuple (j 1 , . . . , j h ) nd of N F hen we sum the inequlities ove for ll the N h tuples we otinX

#M h ≤ (N h (n) h/N )n h i=1 P smooth (n c i , L θ i ) 1+o(1) . @RFPPA e tke N = log n so tht N h (n) h/N = L(1/3, 1) o(1)
F fy gorollry RFPFQ we n evlute the smoothness proilities in iqution @RFPPA nd otin the resultF xote tht the (n) trik llowed us to simplify the proof of the (i) prt of the theorem wheres one n use the sme proof for lower ound in prt (ii)F 4.5 Best parameters in the admissibility strategy vet us (rst note thtD for eh hD the h th dmissiility test done with igw tkes time t h := L n 1/3, 4aθ h /3 D wheres the min test tkes time t main := L n 1/3, 4a/3 F por onveniene we put M 0 = [1, n]F he totl numer of ndidtes tht must e tested efore (nding one in M is s follows

numer of ndidtes = n/#M . @RFPQA por ny h ∈ [1, k]D the proportion of ndidtes whih sueed the h th dmissiility test is #M h /nF rene we hve numer of h th dmissile ndidtes = #M h #M . @RFPRA hereforeD the time to (nd n element of M is time (seletion) =   k h=1 #M h-1 #M t h   + #M k #M t main . @RFPSA rene we hve time(seletion) = L n 1 3 , max{f 1 , . . . , f k+1 } 1+o(1) D
where

f i := c i 3θ i a + • • • + c k 3θ k a + 1 -(c 1 + • • • + c k ) 3a + 4 3 θ i a, @RFPTA for i ∈ [1, k] nd f k+1 = 1-(c 1 +•••+c k ) 3a + 4
3 aF e put θ k+1 = 1 sine it uniE (es the de(nitions for

f i with i ∈ [1, k] nd for f k+1 F por (xed vlues of θ i+1 , . . . , θ k+1 , c 1 , . . . , c k D we minimize f i y imposing the following reltion eE tween c i nd θ i X θ i = c 2 i 3a 3 1 3 . @RFPUA e lso impose f i = f i+1 y setting c i = 9 ω 3 3 with ω = 4 3 aθ i+1 1 2 . @RFPVA his llows us to ompute in order c k D θ k D c k-1 D • • • nd to eliminte the vriles c i nd θ i from iqution RFPTF reneD we hve to minimize n expression in a loneF por eh k ∈ [0, 6]
we omputed the optiml vlues of a nd the ssoited vlues of the prmeters (c 1 , θ 1 , . . . , c k , θ k )F xote tht iqution @RFPVA imposes for the prmeter c k vlue whih is independent of kF imilrly iqutions @RFPVA nd @RFPUA impose thtD for eh iD the vlue of

c i in (c 1 , θ 1 , • • • , c k , θ k ) depends on k -i rther thn on the pir (k, i)F
e summrized in le RFI the est vlues for the prmeters a nd θ i D c i for i ∈ [0, 6]F xote tht the se k = 0D iFeFD without dmissiility testD orresponds to the se studied in etion RFIFIF pinllyD we onlude tht sensile hoie is to mke n dmissiility strtegy seletion with 6 testsF sn this se we otin time(strtegy seletion

) = L n 1 3 , 1.232 . . . 1+o (1) 
. @RFPWA sn order to use the nswer we gve to rolem RFIFI we rell tht igw is wonte grlo lgorithm whih tests smoothnessF ine eh ndidte tkes t most 6 tests nd in t lest 1/2 6 ses ll the nswers of igw re orretD we onlude tht igw plys the role of lk ox for our prolemF he following result ssumes tht the pt PFPFQ n e provedF Theorem 4.5.1. Assume the existence of an algorithm which tests the B- 1) , has a 50% probability of correct answer if the candidate is smooth and always gives the correct answer when the candidate is not smooth. Then there exists an algorithm which, given a randomly generated sequence, computes a L n (2/3, 0.811)-smooth element of the sequence in L n (1/3, 1.232) 1+o(1) operations. 

smoothness of any element in [1, n] in time L B (1/2, √ 2) 1+o(1) (log n) O(

Basic discrete logarithm algorithms

This rst chapter of the second part is a warm-up before the more complicated topic of NFS and FFS that we will see in the next chapters.

We concentrate here on algorithms which do not require mathematical background on number and function elds. Some generic algorithms can be used in the particular for nite elds and are used in the nowadays algorithms as prerequisites which drop some of the technicalities.

Our wish is to give the general ideas about the main complexities that we encounter: L(1/2, •) for Index Calculus algorithms and L(1/3, •) for modern algorithms, that we illustrate with Joux-Lercier's two rational side FFS.

We organize the chapter as follows. After presenting the generic algorithms, we introduce Index Calculus, the rst sub-exponential algorithm for nite elds. It has a complexity of L(1/2, •) and introduces the general lines of all sieving algorithms. Then we show how, by using the similarity between numbers and polynomials, Index Calculus can be translated to the case of nite elds of small characteristic. We conclude the chapter by presenting an algorithm of complexity L(1/3, •).

Generic algorithms for discrete logarithm

qiven two elements t nd s of yli group G suh tht t is genertorD the hisE rete vogrithm rolem @hvA onsists in omputing the smllest nonEnegtive integer x suh tht t x = s. @SFIA e denote x y log t s nd note tht if t is seond genertor then log t (s) = log t (s) log t (t ) mod #GF ome uthors de(ne the hv s the resolution of iquE tion @SFIA for ritrry vlues of t nd s so tht there might or might not exist solutionF sn ryptogrphy the rdinlity of the disrete logrithm group is ssumed known s well s genertorF sn this work we ssume tht we know the rdinlity nd tht we know its ftoriztionD exept mye for some very lrge ftorsF por simpliity we ssume tht we hve genertor t of the disrete logrithm groupD ut this is not neessry for the lgorithmsF SU SV CHAPTER 5. BASIC DISCRETE LOGARITHM ALGORITHMS Pohlig-Hellman en esy ut importnt redution is thtD if one hs lk ox whih solves the hv in yli groups of prime orderD then one n solve it in ny group y the tehnique of ohlig nd rellmn rUVF sndeedD suppose tht the ftoriztion of #G is knownX #G = k i=1 p e i i for prime numers p 1 , . . . , p k nd exponents e 1 , . . . , e k F sf one omputesD for eh i vlue x i suh tht t #G/p e i i x i = s #G/p e i i D then one otins x y the ghinese eminder heoremF rene we redued the prolem to the se #G = p e F gll a 0 , . . . , a e-1 the digits of the seEp expnsion of log t sX log t s = a 0 + • • • + a e-1 p e-1 with a 0 , . . . , a p e-1 in [0, p -1]F e ompute a 0 D . . .D a e-1 y series of hv instnes in groups of prime orderD s followsF yne hs s p e-1 = t a 0 p e-1 , nd therefore a 0 = log t 0 s 0 for t 0 = t p e-1 nd s 0 = s p e-1 F ine t 0 nd s 0 elong to sugroup of order pD we redued the omputtion of a 0 to tht of solving hv in group of prime orderF eursivelyD we n ompute a 1 + a 2 p + • • • + a e-1 p e-2 s the logrithm of (t -a 0 s) p in se t p F Baby-step giant-step hnks proposed method to solve the hv in ny yli Pollard's rho hnk9s method ws lter overpssed y ollrd9s rho method with the sme time omplexity ut with no memory usge @see olUVAF st strts y hoosing two mps f, g : [0, #G -1] → [0; #G -1] whih look rndomF por exmple in prtie one n use x → (x 2 +c mod #G) where c is rndomly hosen onstnt esHIF hen one omputes two sequenes a i nd b i given y

group G in O( √ #G) opertionsF vet t e genertor of G nd s ny element of GY then put n = √ #G F e mke two tles storing (i, t in ) for i ∈ [0, n] nd (j, st -j ) for j ∈ [0, n]F xote thtD if one (nds i nd j suh tht t in = st -j
a i+1 = f (a i ) nd b i+1 = g(b i )F et the sme time one omputes sequenes a 2i = f f (a 2i-2 ) nd b 2i = g g(b 2i-2 ) F qiven a i nd b i we n ompute in polynomil time x i de(ned s follows x i = t a i s b i . @SFPA he sequene x 0 D x 1 D . .
. is the orit of n element y rndom permuttion of GF his kind of sequenes desrie ρEshped oritsX fter (nite numer of steps!the soElled til!D they loop on irle s in pigure SFIF sing similr ides s the firthdy prdox theorem one n expet tht the verge period of n orit of this kind is O( √ #G)F sf we ll T this periodD when i is multiple of T lrger thn the rdinlity of the til we hve x 2i = x i or equivlently

t a i s b i = t a 2i s b 2i . @SFQA ith proility of 1 -o(1) we hve b i = b 2i F hen we diretly otin log t s = (a 2i -a i )(b i -b 2i ) -1 mod #GF SW x5 x6 x7 x8 x4 x3 x2 x1
pigure SFIX ypil orit of n element y rndom permuttionF Consequences in cryptography hue to ohligErellmn9s method the groups whose orders re smooth re foridden for hvEsed ryptoEsystemsF por exmple if one serhes prime suh tht the hv in F * p is seureD one will hek tht p -1 hs lrge prime ftor πF sf π is lrger thn √ p we know tht π 2 nnot divide p -1F sn this thesisD ll the disrete logrithms re omputed modulo suh primes πF elsoD the ondition tht t is genertor is repled y the ondition tht the order of t is multiple of πD whih hppens with proility 1 -1/πF hue to ollrd9s rho methodD if one desires seurity of 2 128 elementry opE ertionsD one must use group of t lest 2 256 elementsF es ollrd9s rho is the stteEofErt lgorithm for generi ellipti urvesD it is n tive reserh topi to redue the onstnt hidden in the O() esHIFqIQDfvIPF 5.2 Index Calculus 5.2.1 The algorithm wny hv lgorithms known tody shre the generl lines of sndex glulusF qiven prime pD sndex glulus strts y omputing the disrete logrithm of smll primesD seen s element of F * p Y this prt of the lgorithm is lled main phaseF sn the seond prt of the lgorithmD lled individual logarithmD one omputes ny logrithm log t s y expressing it with respet to the logrithms omputed in the (rst prtF wore preiselyD let p e prime nd let us onsider prime divisor π of p -1F vet t e n element of order π in F * p nd s n other element of (Z/pZ) * whose disrete logrithm is soughtF e hoose B to e the losest integer to L p (1/2, β) for onstnt β spei(ed lterF e ll ftor se the set of primes less thn BX F(B) = {q prime | q < B, q = t}F he main phase goes s in elgorithm SFIF xote tht the smoothness test in line 4. nd the ftoriztion in line 10. re done using igwF reneD in prtie one n store the ftors found during the smoothness testF Algorithm 5.1 sndex glulusX min phse Input: prime pD prime divisor π with val π (p -1) = 1 nd t ∈ F * p whih is not πth power Output: {log t q mod π | q ∈ F(B)} 1: reltions←empty list 2: while 5reltions `B do 3:

h ← rndom [1, p -2] 4: if (t h mod p) is BEsmooth then 5:
reltions←reltions {h} 6: end if 7: end while 8: w←empty mtrix 9: for h in reltions do 10:

ptor (t h mod p) = q∈F (B) q v(h,q) F 11:

edd to M the row [-h, v(h, 2), . . . , v(h, q), . . .] with oordinte for eh q ∈ F(B)F 12: end for 13: pind nonEtrivil solution of the B × (#F(B) + 1) system M u = 0 over F π 14: le u so tht the (rst oordinte is 1 15: yutput u

Analysis

vet us explin elgorithm SFIF sn lines 2. -7. one ollets B smooth reltionsF gonsider the reltion orresponding to n integer hF hen tking logrithms in n ritrry se t 0 one otins

h log t 0 (t) ≡ q∈F (B)
v(h, q) log t 0 (q) mod π.

@SFRA rene the mtrix onstruted in lines 8.-12. orresponds to homogeneous system whose unknowns re log t 0 (q) with q ∈ F(B) plus n unknown orresponding to log t 0 tF he mtrix M hs B rows nd π(B) + 1 olumnsF st hs therefore pproximE tively log B times more rows thn olumnsF e ommon heuristi is to ssume thtD with proility 1o(1)D the rnk of M hs its mximl vlueD iFeFD the numer of olumns minus 1F henD the system solved in line 13. hs solution spe of dimension 1F ih solution orresponds to the disrete logrithms of the elements in the ftor se with respet to genertor t 0 F he resling in line 14. hooses the solution whih orresponds to the disrete logrithms in se tF por the omplexity nlysisD rell tht one n solve B ×B liner system over (eld F π in O(B 3 ) (eld opertions using the qussin elimintion methodF his is enough to show tht sndex glulus hs suEexponentil omplexityF e etter omplexity is otined using the oservtion tht the mtrix M is sprseF sndeedD eh numer (t h mod p) is less thn pD so q∈F (B) v(h, q) ≤ log 2 pF reneD M hs t most log 2 p nonEzero entries per lineF he iedemnn lgorithmD presented in TI etion TFQFRD solves the system M u = 0 in O(B 2 λ) opertionsD where B is the size of M nd λ is the verge numer of nonzero entries per rowF reneD the liner lger step in line 13. hs ost of B 2+o(1) opertionsF xote tht the lines 9. -12. hve ost of B 1+o(1) opertions @see ghpter P for the omplexity of igwAD eing negligile with respet to the liner lger stgeF pinllyD the reltion olletion in lines 2. -7. hs ost of B/P smooth (p, B) opertionsF eording to gorollry IFPFID we otin time@reltion olletionA = L p 1/2, β L p 1/2, 1 2β

1+o(1)

. @SFSA e optimize the time y equlizing the time of liner lger nd of reltion olletionD so tht we hve q) 5: yutput -h + q∈F (B) w(h, q) log t qF es the orretness requires no further explntionD we n pss diretly to the omplexityF he proility of suess of eh itertion of the min loop equls the proility tht rndom integer less thn p is BEsmoothF rene the verge numer of loops is 1/P smooth (p, B)F ith the vlue of B tht we set in the min phseD

2β = β + 1 2β . @SFTA his implies β = 1/ √ 2 nd
{log t q mod π | q ∈ F(B)} nd s ∈ F * p Output: log t s mod π 1: repeat 2: h←ndom [1, p -2] 3: until (t h s mod p) is BEsmooth 4: ptor (t h s mod p) = q∈F (B) q w(h,
B = L p (1/2, √ 2)D we otin time@individul logrithmA = L p 1/2, √ 2 2 1+o(1)
.

@SFVA e onlude tht the sndex glulus omplexity equls tht of the min phseX time@sndex glulusA = L p 1/2, √ 2

1+o(1)

. @SFWA 5.3 Index Calculus in small characteristic sndex glulus n e pplied to the se of ny (nite (eld F q k D otining lgoE rithms of ost L q k (1/2, •) @see ehWQAF sn prtiulrD we show here tht it is esy to trnslte sndex glulus to the se of (nite (elds of smll hrteristiF sndeedD let us onsider the hv in (nite (eld F q k whose elements re repE resented s elements of F q [X]/ ϕ for n irreduile polynomil ϕF e ll (elds of smll rteristi for sndex glulus those for whih q is smller thn L q k (1/2, 1/ √ 2)F yn the one hndD the omputtions of disrete logrithms in F * q re negligileF yn the other hndD sine q is smll we n (nely tune the rdinlity of the ftor se y hnging its mximl degreeF he sndex glulus lgorithm n e trnslted with no modi(tionD if one mkes ϕ ply the role of pF sndeedD we ll x root of ϕ in F q k F he ftor se onsists in the elements of F q k whih n e written s polynomils in x of degree less thn onstnt βX

F(β) = (x) ∈ F q [X] | is moni irreduile nd deg ≤ β ⊂ F * q k . @SFIHA vet t e polynomil in F q [X] suh tht t(x) genertes (F q [X]/ ϕ ) * F
yne ollets integers h suh tht the polynomil t h mod ϕ is βEsmoothF hen one solves sprse liner system nd otins the disrete logrithms of elements in F(β)F pinllyD the individul logrithm stge replites elgorithm SFPF heorem IFQFI shows tht the lgorithm hs omplexity of L q k (1/2, √ 2) 1+o(1) D whih orresponds to the ost of sndex glulusF xote though one di'erene etween sndex glulus in prime (elds nd respeE tively (elds of smll hrteristiF vet us ssume tht q is smll enough so tht one n use ollrd9s rho method to ompute log t s mod (q -1)F xextD let π e prime divisor of q n -1 q-1 D oprime to (q -1)F vet h ∈ [1, π -1] e suh tht P (X) := t h mod ϕ(X) is βEsmoothF e ftor P (X) = a m i=1 p i (X) with a ∈ F * q nd p i in the ftor se @moniAF hen we otin

h = log t (t h ) ≡ log t a + m i=1 log t (p i (x)) mod π.
@SFIIA ine a ∈ F * q we hve a q-1 = 1D hene (q -1) log t a ≡ 0 mod πD so log t a ≡ 0 mod πF his rings us to erse log t a from iqution @SFIIAD so tht we n proeed s in the prime seF e titly erse logrithms of onstnt polynomils in ll the lgorithms of smll hrteristiF 5.4 The idea of half-relations: illustration by an algorithm of Joux and Lercier en lgorithm of toux nd verier tvHT n e seen s modi(tion of the polynomil vrint of sndex glulusF elthough it is reltively reent methodD this lgorithm mkes good introdution to modern hv lgorithmsF yn the one hndD this lgorithm uses few mthemtil prerequisitesY in prtiulr no funtion (elds re neessryF yn the other hndD it llows us to explin how the omplexity of hv lgorithms ws redued from L(1/2, •) to L(1/3, •)F TQ en lterntive would hve een to present here the goppersmith lgoE rithm gopVR s the (rst lgorithm of disrete logrithm of omplexity L(1/3, •)D ut it is esier to understnd s prtiulr se of ppD whih uses funtion (eldsF 5.4.1 The algorithm e re given (nite (eld F q k nd prime divisor π of (q k -1)/(q -1)D oprime to q -1F e ssume tht q is less thn L q k (1/3, c) for onstnt c > 0D so tht omputing disrete logrithms in F * q is negligile opertionF vet γ 1 nd γ 2 e two polynomils in F q [X] suh tht γ 1 (γ 2 (X)) -X hs n irreduile ftor of degree kF nder the heuristi ssumption tht this expression ehves s rndom polynomilD one n esily (nd suh polynomils y testing rndom polynomils of degree

d 1 nd d 2 suh tht d 1 d 2 ≥ kF he optiml vlues of d 1 nd d 2 re spei(ed lterF gll ϕ this irreduile ftor nd represent F q k s F q [X]/ ϕ F vet x e root of ϕ in F q k F ut y = γ 2 (x) nd note tht we hve y = γ 2 (x) x = γ 1 (y). @SFIPA sndeedD γ 1 (y) = γ 1 (γ 2 (x)) = x euse the miniml polynomil of x divides γ 1 (γ 2 (X))
-XF pinlly let us de(ne the ftor seD for prmeter β to e spei(edD s in iqution @SFIQAF

F(β) = { (x) | ∈ L β } { (y) | ∈ L β } ⊂ F * q k , where L β = (X) ∈ F q [X] | is moni irreduile nd deg ≤ β . @SFIQA
gontrry to sndex glulusD where one diretly serhes for equtions of the logrithmsD we serh for pirs of hlfEreltionsF sndeedD for ny ivrite polyE nomil φ ∈ F q [X, Y ] we hve

φ x, γ 2 (x) = φ(x, y) = φ γ 1 (y), y . @SFIRA e sy tht polynomil φ of F q [X, Y ] is doulyEβEsmooth if the two univrite polynomils φ(X, γ 2 (X)) nd φ(γ 1 (Y ), Y ) re βEsmoothF sf φ is doulyEβEsmoothD we n evlute in x nd y the two orresponding ftoriztionsX φ(x, γ 2 (x)) = u 1 ∈L β (x) v 1 (φ, ) @SFISA φ(γ 1 (y), y) = u 2 ∈L β (y) v 2 (φ, ) , @SFITA
with u 1 nd u 2 in F * q F vet t e genertor of F * q k F ine F * q hs rdinlity q -1 whih is oprime to πD we hve log t u 1 ≡ 0 ≡ log t u 2 mod πF hue to iqution @SFIRA we hve

∈L β v 1 (φ, ) log t ( (x)) ≡ ∈L β v 2 (φ, ) log t ( (y)) mod π.
@SFIUA Algorithm 5.3 he two rtionl side ppX min phse Input: prime divisor π of (q k -1)/(q -1) so tht gcd(π, q -1) = 1Y n element t of F * q k whose order is divisile y πD ontined in F(β)

Output:

{log t z mod π | z ∈ F(β)} 1: selet γ 1 nd γ 2 s ove 2: ollet #F(β) pirs (a, b) in F q [X] 2 with deg a, deg b ≤ e, gcd(a, b) = 1 nd a is moni suh tht the polynomil φ = a(Y ) -Xb(Y ) is doulyEβEsmooth 3: otin mtrix M of #F(β)
equtionsD similr to iqution @SFIUA 4: solve the system M u = 0 over F π 5: sle u so tht log t t = 1 nd output u e n now use doulyEβEsmooth polynomilsD s in elgorithm SFQY the optiml vlue of prmeter e is spei(ed lterF xote tht the ondition t ∈ F(B) is super)uousF sndeedD one n onsider tht the min phse of the lgorithm omputes the disrete logrithms in n ritrry seF his llows to ompute log t 1 t 2 for ny t 1 nd t 2 in the ftor seF 5.4.2 Heuristic complexity analysis vet us hoose the vlues of e nd β whih minimize the time of elgorithm SFQF he omputtions re simpli(ed when we impose tht k is t most polynomil in β nd eX log k = O(log β) nd log k = O(log e). @SFIVA sn order to estimte the time of the liner lger stgeD note tht the mtrix M is sprseF sndeedD the residues of polynomils φ X, γ 2 (X) nd φ γ 1 (Y ), Y modulo ϕ hve degrees t most kD so tht eh row of M hs t most 2k nonE zero elementsF hen using the iedemnn lgorithmD presented in etion TFQFRD one solves the homogeneous system in O(k#F(β) 2 ) opertionsF ine there re q i moni polynomils of degree iD the numer of elements in F(β) is ounded y 2 β i=0 q i ≤ 4q β F e otin time@liner lgerA = kq 2β+o(1) = q 2β+o(1) . @SFIWA he reltion olletion stge in line 2. onsists in testing the βEsmoothness of q 2e+1 polynomilsF yn n esily ompute ffHU tht the proportion of pirs a, b of degree up to e whih re oprime is 1 -1 q + q-1 q 2e F rene the numer of oprime pirs (a, b) is Θ(q 2e )F ine the ftoriztion of polynomils over F q n e done in proilisti polyE nomil timeD the reltion olletion hs totl ost of q 2e+1 (k log q) O(1) opertionsX time@reltion olletionA = q 2e+1+o(1) . @SFPHA sn order to minimize the overll time we tke e = βF e mke the heuristi ssumption tht polynomils a(γ 2 (x))xb(γ 2 (x)) nd a(y)γ 1 (y)b(y) hve the 5.4. THE IDEA OF HALF-RELATIONS TS sme smoothness proility s rndom polynomils of the sme degreeF xote thtD when no nelltions of the terms our nd a nd b hve mximl degreeD we hve

deg a(γ 2 (x)) -xb(γ 2 (x)) = d 2 e + 1 deg a(y) -γ 1 (y)b(y) = d 1 + e. @SFPIA
he ft tht we ollet su0iently mny reltions trnsltes in q 2e+1 P smooth (d 2 e + 1, e)P smooth (e + d 1 , e) ≥ 2q e . @SFPPA ine γ 1 (γ 2 (X)) -X is required to hve ftor of degree k we impose

d 1 d 2 ≥ k. @SFPQA
reneD one minimizes the mximum of the degrees in iqution @SFPIA for d 1 = √ ke nd d 2 = k/eF toux nd verier set e = 1 log q log L q k (1/3, 3 4/9) nd showed tht the lgorithm hs omplexity of L q k 1/3, 3 32/9

1+o(1)

D whih is muh fster thn the omplexity of

L q k 1/2, √ 2 1+o(1)
for sndex glulusF Individual logarithm sndividul logrithms nnot e omputed s in the snE dex glulus lgorithmF sndeedD lredy with the smoothness ound of sndex glulus the individul logrithms would tke time L(1/2, •)F woreoverD the smoothness ound is smller in the lgorithm of toux nd verierF he purpose of this setion eing to expose the hlfEreltions ideD we skip the detils of this stgeD whih is similr to the lgorithm in etion TFQFSF

Understanding the speed-up his importnt speedEup n e explined in simple wyF he polynomils whih must e βEsmooth in sndex glulus hve degree kF he degrees in iqutions @SFPIA re roughly √ ke ≈ k 2/3 F his llows to tke smoothness ound β equl to roughly k 1/3 nd to hve proility

Prob doulyEk 1/3 Esmooth = ρ k 1/3 2 = L(1/3, •), @SFPRA whih is to e ompred to ρ( √ k √ log k/2) = L(1/2, •)
in the polynomil vrint of sndex glulusF sn shortD one repled the proility tht polynomil of lrge degree is smooth y the proility tht two polynomils of very smll degree re simultneously smoothF Chapter 6

Overview on NFS and FFS

In the previous chapter we have postponed as much as possible the technicalities inherent to discrete logarithm algorithms of complexity L(1/3). Now we enter the core of the diculties and provide an overview of FFS and NFS for discrete logarithms in nite elds. We do not spend too much time on the basics of number and function elds as there exist good references on the topic. On the contrary we give a relatively long description of NFS at the highest level of presentation.

It will allow us to make a complexity analysis and to propose an improvement in Chapter 7. We leave some of the classical improvements for Chapter 8 because they are cumbersome at the rst contact with the algorithm. We will also focus on virtual logarithms and on the decomposition of problematic primes, topics which can be avoided in the factoring algorithms.

We organize the chapter as follows. After a short recapitulation on the mathematical background, we present NFS and virtual logarithms.

Then we introduce FFS, rst by analogy with NFS, then with explicit details on each step.

Prerequisites on function and number elds

vet us review the mthemtil foundtions of the two most importnt sievE ing lgorithmsX xp nd ppF yur presenttion follows the desription in xeuWW nd vorWTD whih n e onsulted for refereneF qiven n irreduile polynomil f in F q (t)[x]D we ll funtion (eld of f the (eld F q (t)[x]/ f F imilrlyD ny numer (eldD iFeFD (nite degree extension of QD n e written s Q[x]/ f for n irreduile polynomil f in Q[x]F he elements of numer (eld re lled lgeri numers wheres the elements of funtion (eld re lled lgeri funtionsF he ommon properties of the (elds of rtionl numers Q nd of rtionl funtions F q (t) imply series of similrities etween the numer nd funtion (eldsF his is why we list their properties in uni(ed mnnerF Theorem 6.1.1. Let K be a number eld (resp. function eld). Let O K be the set of elements of K whose minimal (monic) polynomial has coecients in Z (resp.

F q [t]). Then O K is a Dedekind ring, in particular every ideal of O K factors into prime ideals in a unique way up to the order of the factors.

e key element of the e'etiveness of this theorem is the ftoriztion of the elements O K for primes @respF irreduile polynomilsA F sn the sequel f is supposed to e moni with oe0ients in Z @respF F q [t]AY the se of nonEmoni polynomils will e studied in etion TFSF vet us ll ondutor of f the smllest positive integer @respF moni polynomilA c suh tht cO K ⊂ Z[α] @respF cO K ⊂ F q [t][α]AD where α is root of f in KF Proposition 6.1.2. Let K be a number (resp. function) eld dened by the monic polynomial f with coecients in Z (resp. F q [t]). Let be a prime (resp. irreducible polynomial) coprime to the conductor c of f . Then the factorization of the ideal O K is given by

O K = r i=1 , f i (α) e i , @TFIA
where

(f (X) mod ) = r i=1 f i (X) e i @TFPA is the factorization of f in F [X] (resp. (F q [t]/ )[X]).
sf K/Q is (eld extension of (nite degreeD for ny γ ∈ K we ll χ γ its hrteristi polynomil over Q nd ll norm of γ over Q the onstnt term of χ γ Y it is denoted N K/Q (γ) or N(γ) when K nd Q re ler from the ontextF he norm of n lgeri numer @respF funtionA plys key role in xp nd ppF Proposition 6.1.3. Let K be a number (resp. function) eld of dening poly-

nomial f ∈ Z[x] (resp. f ∈ F q [t][x]
) and α a root of f in K. Assume that f is monic. 1 Then, for any a and b in Q (resp. F q (t)) we have

N(a -αb) = F (a, b), @TFQA
where F (x, y) = f (x/y)y deg f is the homogenization of f . yne lso de(nes the norm of n idel u s N (u

) := [O K : u]F he most importnt property is multiplitivityX for ll idels I nd J we hve N(IJ) = N(I) N(J)F elsoD if γ ∈ O K then one hs N(γ) = ± N(γO K )F vet
us see how to e'etively ftor n idel of type (abα)O K into prime idelsF Proposition 6.1.4 @hedekind9s methodA. Let K be a number eld dened by a polynomial f with coecients in Z (resp. F q [t]). Assume that f is monic and call α a root of f in K and c the conductor of f . Let a and b be two elements of Z (resp. F q [t]) such that gcd(a, b) = 1 and gcd(N(abα), c) = 1. Then one has

(a -bα)O K = |F (a,b) , α -ab -1 mod val F (a,b) . @TFRA 1 If α is root of a polynomial over Z whose leading coecient f d is not 1, then one obtains F (a, b) = f d N(a -bα).
6.1. PREREQUISITES ON FUNCTION AND NUMBER FIELDS TW Proof. sf I is n idel whih divides (a-bα)O K D then N(I) divides N(a-bα)F rene ll the divisors of (abα)O K re ove primes @respF irreduile polynomilsA whih divide N(abα)F vet e prime divisor of N(abα) = F (a, b)F fy roposition TFIFPD s gcd(c, ) = 1D we hve tht the idels of O K ove re given y , P (α) where P re irreduile ftors of f D the redution of f modulo F ine gcd(a, b) = 1D bXa mod is irreduile nd it is the unique divisor of a -bX mod up to slr ftorF herefore the idel l := , bαa mod is prime nd it is the unique divisor of (abα)O K ove F yne n hek tht

[O K : l] = F reneD the exponent of l in (a -bα)O K is the vlution of in N((a -bα)O K ) = ± N(a -bα)F pinllyD sine f is moni nd gcd(a, b) = 1 we hve b ≡ 0 mod F herefore l = , α -ab -1
mod nd we otin the resultF ine (nding sis of O K is omputtionlly hrd prolem gohWQD we nnot evlute the ondutor c nd therefore it is ommon to reple c in the sttement ove y the disriminnt Disc(f ) whih is multiple of cF he ondition tht f is moni n e repled y the ondition tht is oprime to the leding oe0ient of f F yne hs therefore n lgorithm to ftor (a-bα)O K for ll oprime pirs (a, b) for whih the norm is oprime to Disc(f ) nd the leding oe0ient of f F his is enough for theoretil study of xp nd ppF sn prtieD one prefers to use ll the oprime pirs (a, b)Y hene generl method of ftoring (abα)O K will e presented in etion TFSF he following ojet is omputtionlly hrd nd is used exlusively in the nlysis of the lgorithmsF e ll frtionl idel ny suset of K of the form

1 m I where I is nonEzero idel of O K nd m is nonEzero element of Z @respF F q [t]
)AF st is known tht the frtionl idels form group xeuWWF en idel of type γO K with γ ∈ K is lled prinipl idelF Proposition 6.1.5. Let K be a number (resp. function) eld. We call G the group of fractional ideals and P the group of principal ideals. Then the order of the quotient group G/P , called class group, is nite. Its order is called the class number of K. he group O * K of invertile elements in O K is elin nd its rnk n esily e omputed s in the following resultF Theorem 6.1.6. Let K be a number eld dened by a polynomial f in Q[x]. We denote by n R and n C the number of real roots of f and half of the number of roots in C\R. Then we have

O * K = U × Z n R +n C -1 , @TFSA
where U is the group of roots of unity contained in K.

he pir (n R , n C ) is lled the signture of K nd one usully denotes n R +n C -1 y r K F eny sis of the nonEtorsion prt of O * K is lled system of fundmentl unitsF sn the numer (eld sieveD we will use simple riterion to gurntee tht numer (eld K hs no roots of unity of given orderF Proof. uppose tht

K hs root ζ π of order πF henD K ontins Q(ζ π ) ndD in prtiulr Disc(Q(ζ π )) divides Disc(K)F ine Disc(ζ π ) is power of π xeuWWD Disc(K) must e divisile y πF
he se of funtion (elds is t lest s esy s tht of numer (eldsF sndeedD iqution @TFSA trnsltes to the se of funtion (elds when one reples U with F * q @the (eld of onstntsA nd n R + n C y the numer of ples t in(nityF e will return to this mtter in etion TFTFQF 6.2 The Number Field Sieve he xumer pield ieve @xpA qorWQDtvHQ nd the puntion pield ieve @ppA edlWRDtvHP re the most studied lgorithms dedited to the hv in (nite (eldsF hile xp pplies to (elds of lrge hrteristiD in prtiulr to (elds Z/pZ with p primeD pp pplies to (elds F q k with smll qF e vrint of xpD the xumer pield ieve in righ hegree @xpErhA tvHTD pplies to the intermedite ses so tht one n solve the hv in ny (nite (eld

F Q in time L Q (1/3, c)
where c is n expliit onstntF pigure TFI shows the domin of pplition for xpD xpErh nd pp respetivelyF imilrly to sndex glulusD in xp nd pp we de(ne ftor seD we ollet reltions mong the elements of the ftor seD we solve liner system to ompute disrete logrithms ssoited to the ftor se nd then we dedue the requested logrithmF e lso use the ide of hlfEreltions tht we presented in etion SFRD hene using two numer @respF funtionA (eldsF elthough the desription in this setion pplies to the three lgorithms!xpD pp nd xpErh!D for simpliity we fous on xpD nd we onsider the prtiulr se of prime (eldsF

6.2. THE NUMBER FIELD SIEVE UI Z[x] Z[x]/ h(x), p F p n Z[x]/ f (x) Z[x]/ g(x) a -bx a -bα f a -bα g a -bm
pigure TFPX he xp ommuttive digrmF vet F p e prime (eld in whih one wnts to solve the hvF vet f 1 nd f 2 e two irreduile polynomils in Z[x] whose redutions f 1 nd f 2 modulo p hve ommon root mF por simpliity we further ssume tht f 1 nd f 2 re moniD postponing the generl se until etion TFSF gll α 1 nd α 2 two roots of f 1 nd f 2 in their respetive numer (elds K 1 nd K 2 F es f 1 nd f 2 re moni we know tht α 1 nd α 2 re integers in K 1 nd K 2 F sn wht followsD ny ojet of index i refers to f i for i = 1, 2F he min property of f 1 nd f 2 is tht there re two ring homomorphisms from

Z[α 1 ] nd Z[α 2 ] to F p X Z[α i ] → F p P (α i ) → P (m), @TFTA
where P is ny polynomil in Z[x]F xote thtD for ll P ∈ Z[x]D P (α 1 ) nd P (α 2 ) re mpped to the sme element P (m)D s illustrted y the digrm in pigure TFPF vet B e n integer lled the smoothness oundF he ftor se of f i D denoted F i (B)D is the set of prime idels of the form , α ir with prime elow B nd r suh tht f i (r) ≡ 0 mod F xote tht for the primes not dividing Disc(f i ) nor the leding oe0ient of f i these re extly the degree 1 prime idels of O i of norm less thn BF he ftor se of the lgorithm is

F(B) := F 1 (B) F 2 (B)F e sy tht pir (a, b) ∈ Z 2 is doulyEBEsmooth if N(a -bα 1 )
nd N(abα 2 ) re oth BEsmoothF por ese of presenttionD in this setion we forget the primes whih divide Disc(f 1 ) Disc(f 2 ) nd the leding oe0ients of the two polynomilsF sndeedD they require speil lgorithms nd re nlyzed in etion TFSF reneD in this setion pir is doulyEBEsmooth ifD in ddition to the previous onditionD the two norms re oprime to the disriminnts nd the leding oe0ients of a,b,l) . @TFVA vet us ssume thtD when K is numer or funtion (eldD the following proE lems re omputtionlly esyX IF omputing the lss numer h of KY PF (nding genertor for ny prinipl idel

f 1 nd f 2 F vet (a, b) e doulyEBEsmooth pir suh tht gcd(a, b) = 1F e n write (a -bα 1 )O 1 = l∈F 1 (B) l v 1 (a,b,l) @TFUA (a -bα 2 )O 2 = l∈F 2 (B) l v 2 (
P of O K Y QF determining system of fundmentl units u 1 , . . . , u r of O * K Y yne n hek thtD given sis {u j | j ∈ [1, r]} of O *
K nd unit uD one n esily ompute set of exponents e j with j ∈ [1, r] nd root of unity κ suh tht u = κ r j=1 u e j j F hese hrdEtoEmeet ssumptions re stis(ed for the numer (elds of polynomiE ls f with very smll oe0ientsF por exmpleD one of the polynomils used y toux nd verier in tvHQ ws f = x 3 +2F por its numer (eld one hs

O = Z[ 3 √ 2] nd ll prime idels re priniplF sf l is degree 1 idel , -3 √ 2-r D then l = (a l +b l 3 √ 2)O where a l nd b l re two integers suh tht a l + b l 3 √ 2 = gcd( , -3 √ 2 -r) in the prinE ipl @ut not iulidenA ring Z[ 3 √ 2]F pinllyD u 1 := 1 -3 √
2 is fundmentl unit nd ny unit n e written s ±u n 1 for n integer nF por primes of less thn 100 deiml digits the est vlue of d seems to e 2F sn this se one n privilege the polynomils f = x 2 + r with r ∈ {1, 2, 3, 7, 11, 19, 43, 67, 163}F sndeedD for these vlues of r the ring O is prinipl nd the unit rnk is 0F e otin the qussin integer lgorithm gyVTDeWU s prtiulr se of xpF eturning to the generl seD for i = 1, 2 nd for eh idel l in F i (B) we know tht l h i is prinipl where h i is the lss numer of K i F nder the ssumption 2 we n (nd n element γ l suh thtD for i = 1, 2D

l h i = γ l O i .
@TFWA rene iqutions @TFUA nd @TFVA eome

(a -bα 1 ) h 1 = U 1 l∈F 1 (B) γ v 1 (a,b,l) l @TFIHA (a -bα 2 ) h 2 = U 2 l∈F 2 (B) γ v 2 (a,b,l) l , @TFIIA for some units U 1 ∈ O 1 nd U 2 ∈ O 2 F nder ssumption 3 we n e'etively write U 1 = κ 1 r 1 j=1 u e 1 (a,b,j) 1,j
nd similrly for U 2 F feing elements of Q(α 1 ) nd Q(α 2 )D the units U 1 D U 2 nd the elements γ l n e written s P (α 1 ) or P (α 2 ) for some polynomils P in Q[x]F UQ e know how to mp in F p ny element of Z[α 1 ] or Z[α 2 ] due to iqution @TFTA or to pigure TFPF yne n extend the morphism to elements γ in K whose norm is oprime to pF sndeedD let us put p 1 = p, α 1m nd p 2 = p, α 2m F por ny γ ∈ O 1 @resp O 2 AD whose norm denomintor is oprime to pD we denote y γ the redution of γ modulo p 1 @respF p 2 AX if γ = P (α 1 )/Q @respF P (α 2 )/QA for some

P ∈ Z[X] nd Q ∈ Z with Q oprime to pD then γ = P (m)Q -1 where P nd Q re the redutions of P nd Q modulo pF e (nlly otin   κ1 r 1 i=1 u 1,i e 1 (a,b,i) l∈F 1 (B) γ l v 1 (a,b,l)    h -1 1 mod π =   κ2 r 2 i=1 u 2,i e 2 (a,b,i) l∈F 2 (B) γ l v 2 (a,b,l)    h -1 2 mod π (6.12)
his eqution involves only elements in F p F e mke the dditionl ssumption tht the lss numers h 1 nd h 2 re oprime to the lrge prime ftor π of p -1 whih is the modulus of our logrithmsF ine disrete logrithms n e omputed with ollrd9s method in time L p (1/3, •) when π < L p (1/3, c) for onstnt c > 0D we n ssume π > L p (1/3, 1)D so tht the proility tht it divides h 1 or h 2 is tinyF por i = 1, 2D the order of κ i in F * p divides the order of κ i in O i F e ssume tht π is oprime to Disc(f i )D whih is highly prole euse π > L p (1/3, 1)F fy vemm TFIFUD K 1 nd K 2 hve no πth root of unityF henD for ny genertor t of F * p we hve log t κ 1 ≡ log t κ 2 ≡ 0 mod π. @TFIQA e n now write n dditive eqution in terms of the logrithms log t (u 1,i )D log t (u 2,i ) nd log t γ l for l in F(B)X

r 1 i=1 e 1 (a, b, i) log t (u 1,i ) h 1 + l∈F 1 (B) v 1 (a, b, l) log t (γ l ) h 1 ≡ r 2 i=1 e 2 (a, b, i) log t (u 2,i ) h 2 + l∈F 2 (B) v 2 (a, b, l) log t (γ l ) h 2 mod π. @TFIRA he quntities h -1 1 log t γ l nd h -1
2 log t γ l re lled virtul logrithms of l nd will e nlyzed in detil in ghpter VF e hve shown how to otin n eqution mong the virtul logrithms for ny doulyEBEsmooth nd oprime pir (a, b)F e mke the dditionl heuristi tht the liner system otined when writing equtions in this mnner hs kernel of dimension 1F hen one n ompute the virtul logrithms of ll elements in the ftor seF e n now present the min phse of the xp lgorithmD for whih B nd E re prmeters tht will e disussed lterF 6.3 Detailed presentation of NFS stages elgorithm TFI n e divided into stges s followsX olynomil seletion @line 1AD eltion olletion @line 2AD piltering @line 3 nd the eginning of 4A nd viner lger stge @line 4AF es in the se of sndex glulusD seond lgorithm lled sndividul logrithm is used to ompute the disrete logrithm of ny given element s of F * p F sn this setion we limit ourselves to short presenttionD ut we will return to the eltion olletion nd the viner lger stges in ghpter VF ) re extly the smooth pirsF sn prE tieD we work with pproximtions of logrithmsD so tht we keep for smoothness test ll the pirs whih fter the sieve hve vlue less thn threshold prmeterF e give preise desription in elgorithm TFQF e run it for f nd then for g nd we otin the doulyEBEsmooth pirs y ompring the output of the two sievesF he reder might ojet to the desription of elgorithm TFQ s the folklore ontins mny modi(tionsF xote (rst tht xp does not require ll the doulyE smooth pirs (a, b)D ut rther it requires tht the numer of reltions exeeds the rdinlity of the ftor seF reneD one prefers to lose some of the reltions if one otins good rtio reltionsGseondF edditionllyD the smoothness test used in prtie is igwD whih is proilisti lgorithmF pinllyD it is not ler if one must keep the pirs ( k , r) in line 1. for k ≥ 2 nd ≥ 5F sndeedD sieving the powers is ostly nd it might not redue y muh the numer of pirs whih pss the smoothness testF por exmple the erlier versions of the gehyExp softwre used to skip sieving for the powersF xote tht from theoretil point of view the prmeter τ n e set to 0 Algorithm 6.3 vine sieving Input:

m ← m -1 4: rite p in se mX p = d i=0 p i m i 5: f ← d i=0 p i x i nd g ← x -m 6: until f is irreduile 7: yutput f nd g st is importnt to note tht f is moni nd we hve max f ∞ , g ∞ ≤ m ≤ p 1/d . @TFISA sndeedD note (rst
moni polynomil f (x) in Z[x]
prmeter τ > 0 @thresholdA Output: ll the oprime pirs yne n (nlly simplify the mtrix s followsF sf one unknown ours in unique equtionD lled singletonD one stores the eqution for lter use nd deletes the row nd the olumn from the mtrixF eondlyD if one unknown ours in extly two equtionsD then we n sutrt one from the otherF his trnsforms one of the two equtions into singleton tht n e ersedF sf the two equtions hve w 1 respetively w 2 nonEzero entriesD then the omined eqution hs t most w 1 +w 2 -2 nonEzero entriesF reneD the weightD iFeFD the numer of nonEzero entriesD of the mtrix is deresed s well s its numer of rows nd olumnsF his stge is lled liqueEremovl nd is followed y stgeD lled mergeD orresponding to the (rst opertions of the qussin elimintion lgorithmF e thorough nlysis of the piltering n e found in vyWIDWPDgvHHD nd fouIQF 6.3.4 The linear algebra stage sn shortD the liner lger stge tkes s input squre mtrix M of zero deterE minnt with oe0ients over F π for lrge prime π nd omputes nonEtrivil vetor u suh tht M u = 0F he stge ours in vrious disrete logrithm lgoE rithmsD strting with the sieving lgorithms presented in this hpterD ontinuing with other lgorithms of (nite (elds ewIPDtouIQ nd ending with lgorithms for lgeri urves quHW nd tIPF xote (rst tht the mtrix M otined in xp @respF ppA is sprseF sndeedD prt from up to deg f + deg g olumns of the mtrixD lled the hirokuer mpsD tht we introdue in etion TFRD the nonEzero entries of ny row (a, b) re the exponents of the prime divisors of F (a, b)G(a, b) @see roposition TFIFRAF ine ny numer less thn p hs t most log 2 p prime divisors nd y the nlysis in etion UFI |F (a, b)| nd |a -bm| re less thn dD eh row of the mtrix hs t most 2 log 2 p + deg f + deg g nonEzero entriesF wo of the fstest lgorithms for solving sprse homogeneous systems re iedemnn9s nd vnzos9 lgorithmsF heir omplexities re O(N 2 λ) where λ is the verge numer of nonEzero entries per row nd N the numer of rows nd olumns of M F sn this doument we fous on the former euse it hs etter prllelism propE ertiesD s we rgue in etion VFPFPF he si ide is to onsider ny polynomil

(a, b) ∈ [0, E] × [-E, E] suh tht F (a, b) is BE smooth 1: wke list ( k , r) of prime powers ≤ B nd integers 0 ≤ r < suh tht f (r) ≡ 0 mod k 2: he(ne n rry indexed y the pirs (a, b) in [0, E] × [-E, E] nd initilize it with log 2 F (a, b) 3: for ll ( k , r) do 4: for b in [-E, E] do 5: a 0 ← br mod k 6: for u in -a 0 k , E-
C ∈ F π [x]D C(x) = deg C i=0 c i x i suh tht C(M ) = 0X deg C i=0 c i M i = 0. @TFITA ine M is singulrD iFeFD det M = 0D there exists v ∈ F N ×1 π D v = 0 suh tht M v = 0F hen we hve c 0 v = -deg M i=1 c i M i v = 0D so c 0 = 0F rene we n write C(X) = X c h(X) with c ∈ N * nd where h(X) is not vnishing polynomil for M F xote tht h + (X) := Xh(X) is vnishing polynomil of M F sf v is ny vetor not inluded in the kernel of h(M )D nd if we put w = h(M )v then we hve w = 0 nd M w = h + (M )v = 0.
@TFIUA reneD iedemnn9s lgorithm redues the omputtion of solution v to tht of the omputtion of ny vnishing polynomil C of M F por this ltter tskD neessry suroutine is the omputtion of liner genertor de(ned s followsF Denition 6.3.1. vet K e (eld nd (a i ) i∈N sequene of elements in KF e sy tht polynomil Λ(X) ∈ K[X] is liner genertor of (a i ) if the forml series ( ∞ i=0 a i X i )Λ(X) is polynomilF sf Λ hs nonEzero onstnt oe0ient nd we ll N its degreeD Λ(X) = N i=0 Λ i X i D the ondition is equivlent to

∀n ≥ N + 1, a n = -1 Λ 0 N i=1 a n-i Λ i . @TFIVA
xote tht one n de(ne the liner genertor of sequene s the unique moni liner genertor Λ of miniml degreeF elso note thtD given sequene whih is known to hve degree N liner genertorD one n determine liner genertor from ny 2N onseutive termsF sndeedD let us suppose tht we know a n 0 -N D a n 0 -N +1 D . . .D a n 0 +N -1 for some n 0 F henD we write iqution @TFIVA for n = n 0 , n 0 + 1, . . . , n 0 + N -1F e impose Λ 0 = 1 nd we otin liner system of size N × N whose unknowns re the oe0ients of liner genertor ΛF nfortuntelyD this nive tehnique is imprtil sine it hs ost of O(N3 )F e fster method for omputing the liner genertor ws proposed y ferlekmp nd wssey @see rogrmme 8.1 in hoHQAD nd hs omplexity of O(N 2 ) multiplitions in F π F st onsists essentilly in pplying the ixtended iulid elgorithm @iieA to a = 2N -1 i=0 a i X i nd b = X 2N nd interrupting it in the middleF sndeedD iie omputes itertively triplets (d i , s i , t i ) of polynomils suh tht d i = s i a + t i b. @TFIWA UW he degree of d i n e gurnteed to derese y extly 1 t eh itertionF et the sme timeD the degree of s i inreses of t most 1 t eh stepF e interrupt iie when deg d i = N -1 so tht deg s i ≤ N F hen we write iqution @TFIWA for the vlue of i t the interruption time we otin

s i a ≡ d i mod X N . @TFPHA
his is equivlent to the liner system whih determines the liner genertor up to slrF rene s i is liner genertor of the sequene (a i )F e n now summrize the liner lger stge in elgorithm TFRF Algorithm 6.4 he liner lger stgeX iedemnn Input: en N × N singulr mtrix M over (eld K Output: nonEtrivil solution of M u = 0

1: x←ndom@K N ×1 AD y←ndom@K 1×N AD 2: urylov gompute a i = yM i x for i in [0, 2N -1] 3: viner genertor gompute the liner genertor Λ = deg Λ i=0 c deg Λ-i X i of (a n ) n∈N 4: C(X) ← deg Λ i=0 c i X i 5: h(X) ← X -val X C C(X) 6: v ←ndom@K N ×1 AY n e v ← x 7: wke solution u ← h(M )v 8: epet u ← M u until M u = 0 nd u = 0 t most N + 1 -deg Λ itertions
vet us explin the orretness of the lgorithmF he polynomil C in elgoE rithm TFR is suh tht

y   deg C i=0 c i M i   x = 0. @TFPIA yne n show tht deg C i=0 c i M i = 0 exept if xD y or v re in the kernel of Q(M )
for divisor Q of the hrteristi polynomil of M F reneD the proility of filure is omprle to 1/#K @see detiled study in hoHQAF goming k to the prtiulr se K = F π we onlude thtD the liner genertor Λ llows to otin vnishing polynomil of M with proility 1 -O(1/π)F gontrry to the ftoriztion ontextD the filing ses in iedemnn9s lgorithm re not n issue in lgorithms of disrete logrithm where π is very lrgeF he omplexity of eh mtrixEvetor produt is N λD where λ is the verge numer of nonEzero entries per rowF e dot produt osts N multiplitions nd N dditions in the (eldF reneD the urylov step in line 2. hs ost of (2 + o(1))N 2 λ opertionsF e sw tht the liner genertor n e omputed in O(N 2 ) opertionsD whih is negligile with respet to N 2 λ when λ grows with N F pinllyD the ost of mking solution is dominted y the reevlution 3 of M i v for i in [0, N ]F his tkes nother (1 + o(1))N 2 λ opertionsF e onlude tht time (liner lger stge) = 3 + o(1) N 2 λ. @TFPPA 6.3.5 Individual logarithm qiven n element s of F * p nd the virtul logrithms of ll the elements in the ftor se with respet to genertor t of F * p D the individul logrithm stge onsists in serhing for log t sF e ssume in this setion tht the polynomil g is liner nd we disuss in etion VFR the neessry modi(tions in the nonEliner seF sn the (rst step of the individul logrithm stgeD lled smoothingD we (nd n integer h ∈ [1, p -2] suh tht (t h s mod p) is L p (2/3, c)Esmooth for positive onstnt cF he est hoie of the onstnt c ws nlyzed in ghpter RF sn the seond step of the individul logrithm stgeD lled descent @lso lled redution in emHPDgHTAD one expresses ny desired virtul logrithm s sum of virtul logrithms of smller primes nd prime idelsF xote tht the primes n e seen s prime idels of the rtionl sideF he desent ends when ll the primes nd prime idels re in the ftor seD mking possile to reonstrut the disrete logrithm of every prime in the ftoriztion of (t h s mod p)F

vet q e prime dividing (t h s mod p) for the vlue of h found during the smoothingF ehe Elttie of q is the lttie

Lat(q) = (a, b) ∈ Z 2 | a -mb ≡ 0 mod q .
@TFPQA e onsider onstnt λ in the intervl (0, 1)F sing igw or y sievingD depending on the size of qD s we explin in etion UFQD one (nds pir (a, b) in Lat(q) suh tht

• (a -bm)/q is q λ EsmoothY • N(a -bα) is q λ EsmoothF
his suroutine is lled desent stepF hue to iqution @TFIRA @lter re(ned in iqution @TFQTAA we n write log t q s liner omintion of hirokuer mpsD disrete logrithms nd virtul logrithms of smller primes or prime idels of smller normF e proeed in the sme mnner in order to further desend ll the primes introdued y qF por ny prime idel q = q 1 , αρ we onsider the lttie

vt(q) = (a, b) ∈ Z 2 | a -bρ ≡ 0 mod q 1 .
@TFPRA e use oprime pir (a, b) suh tht N(abα)/q 1 nd (abm) re q λ 1 EsmoothF rene one otins desent treeD where ll primes or prime idels desend to primes or prime idels of smller normF hen ll the leves of the desent tree re in the ftor seD we otin log s t s liner omintion of the disrete logrithmsD respetively virtul logrithmsD of the elements in the ftor seF st is importnt to note tht ll the idels whih our in the tree either hve degree 1 or divide the ondutor of f F sndeedD sine we use oprime pirs (a, b)D roposition TFIFR gurntees tht ll prime idels in (abα) hve degree 1F his eqully pplies when oth f nd g re nonElinerF vet us evlute the numer of nodes in the desent treeF ih prime or prime idelD whih desends due to pir (a, b)D introdues t most log 2 F (a, b)+log 2 |a-bm| new nodesF he nlysis done in etion UFQ shows tht N(a-bα) nd |a-bm| re less thn pD so the rity of the tree is less thn 2 log 2 pF sts depth is the lest integer w suh tht λ w log 2 L p (2/3, c) ≤ log 2 B. @TFPSA rene w = O(log log p) nd the numer of nodes in the tree is exp (log log p) 2 F vet us ll T the omplexity of eh desent stepF nder the reserve of proving tht T is suEexponentil funtion of log pD we onlude tht time (desent) = T 1+o(1) . @TFPTA he omputtion of T di'ers mong the vrints of xpD so we leve it for eE tion UFQF 6.4 Virtual logarithms e showed how to trnsform reltion into n dditive eqution using series of ssumptionsF sn this setion we show how this de(ne virtul logrithms nd how they llow to tke logrithms in multiplitive reltionsF vet K e numer (eld nd π lrge primeF st is resonle to onsider tht Disc(f ) is not divisile y π for some de(ning polynomil f of KF his gurntees tht K hs no πth roots of unity @see vemm TFIFUAF e lso suppose in this setion!exept in TFRFR!tht the lss numer h of K is oprime to πF 

K π /(K π ) π → (Z/πZ) r @TFPUA whih hs full rnk on O * D iFeFD {Λ(u) | u ∈ O * } equls (Z/πZ) r F
es n exmpleD rell thtD for ny element γ of K * one n write

γ h = u r i=1 u v(γ,u i ) i l prime ideal γ v(γ,l) l , @TFPVA
where u is root of unityD the elements u i form system of fundmentl units nd whereD for eh prime idel lD γ l is genertor of l h F yne n esily hek thtD for (xed vlues of γ l D u nd the exponents of the units u i re uniquely de(nedF woreoverD the mp Λ given y

Λ(γ) = v(γ, u i ) mod π | i ∈ [1, r]
is hirokuer mpF fut rell tht it is hrd to ompute system of fundmentl unitsF Denition 6.4.2. vet p e primeD π e prime divisor of p -1 nd let t e n element of F * p whose order is divisile y πF vet K e numer (eld ontining prime idel p of degree 1 over pF por ny element γ in K π we write γ for the redution of γ modulo pF vet Λ e hirokuer mp ssoited to K nd πF por eh prime idel l of OD oprime to pOD we (x n element γ l ∈ K * suh tht

• γ l genertes l h Y • Λ(γ l ) = 0F
hen we de(ne the virtul logrithm of l with respet to t nd Λ s log t,Λ (l) = h -1 log t γ l mod π. @TFPWA 6.4.2 Computing Schirokauer maps vet K e numer (eld nd π primeF gll O the ring of integers in KF vet P 1 , . . . , P k e the prime idels in the deomposition of πD whih we ssumed to e unrmi(ed @for n e'etive omputtions see roposition TFIFPAX

πO = k i=1 P i . @TFQHA por eh i in [1, k]D put m i = [O/P i : F π ]D the inerti degree of P i F xextD put m = lcm m i | i ∈ [1, k] nd e = π m
-1F e de(ne the Λ mp s funtion with vlues in (Z/πZ) [K:Q] ut it is onvenient to see it s proedure whih (rst mps n element of K in πO/π 2 O nd then further rings it in (Z/πZ)

[K:Q] X Λ : γ ∈ K * | val π N(γ) = 0 → πO/π 2 O → (Z/πZ) [K:Q] γ → γ e -1 → 1 π (γ e -1).
@TFQIA es eforeD let f ∈ Z[x] e de(ning polynomil for K suh tht π is oprime to Disc(f ) nd to the leding oe0ient c d of f F gll α root of f in KF vet γ e n element for whih we wnt to ompute Λ(γ)F ithout loss of generlityD one n ssume tht γ elongs to

c deg f d Z[α] ⊂ OF sndeedD ny element γ of K n e written s γ = γ 1 γ 2 with γ 1 in c deg f d Z[α] nd γ 2 ∈ Z ⊂ Z[α]D so tht one n otin Λ(γ) s Λ(γ 1 ) -Λ(γ 2 )F e ompute γ e using fst exponentition tehnique in Z[x]/ π 2 , f F rene we otin the oordintes of γ e -1 in Z[α]/π 2 Z[α]F ine π is oprime to Disc(f ) nd c d D
they re the oordintes of γ e -1 in sis of O/π 2 OF hen dividing them modulo πD we otin the [K : Q] omponents of ΛF e lim tht in most ses the mp Λ is hirokuer mpF sndeedD we hve no esy wy to test the rnk ondition for given mp λ euse no fst lgorithm of omputing generting set of O * is knownF yn the ontrryD Λ is lwys linerD s shown y the following resultF Lemma 6.4.3. Let Λ be dened as in Equation @TFQIA. Then Λ is well dened and, for all γ 1 and γ 2 in K π , we have

Λ(γ 1 γ 2 ) = Λ(γ 1 ) + Λ(γ 2 ).
@TFQPA 6.4. VIRTUAL LOGARITHMS VQ Proof. vet γ e n element of O whose norm is oprime to πF por ll i ∈ [1, k]D the residue of γ modulo P i is nonEzero element of the residue (eld of P i F his ltter (eld hs rdinlity π m i D so we hve γ e ≡ 1 mod P i F es π is unrmi(edD we hve πO = k i=1 P i D so γ e ≡ 1 mod πOF his shows tht Λ is well de(nedF vet γ 1 nd γ 2 e two elements whose norms re oprime to πF vet δ 1 nd δ 2 e two elements of O/πO suh thtD for i ∈ [1, 2]D γ e i -1 ≡ πδ i mod π 2 F he result follows from the following eqution

(πδ 1 + 1)(πδ 2 + 1) ≡ π(δ 1 + δ 2 ) + 1 mod π 2 .
@TFQQA xote tht Λ hs [K : Q] oordintesF sf r is the rnk of O * D one n extrt r oordintes (λ 1 , . . . , λ r ) without reduing the rnk of ΛF e emphsize thtD despite the lk of fst lgorithm to test the rnk onE ditionD we expet it to e virtully lwys trueF sndeedD hirokuer hHS gve heuristi rguments tht the proility tht Λ hs full rnk is 1 -O(1/π)D when π goes to in(nityF

Using virtual logarithms in NFS

vet Λ e hirokuer mpD for exmple the one omputed oveF ine the rnk of (λ 1 , . . . , λ r )(O * ) is fullD there exist units u i for i ∈ [1, r] suh tht

λ i (u i ) = h -1 mod π ∀j = i, λ j (u i ) = 0.
xote in prtiulr tht (u i ) is system of fundmentl units in KD whih nnot e omputedD ut whih helps us give theoretil mening of the oordintes of Λ s disrete logrithmsF e lim thtD if Λ(u) = 0 for unit u ∈ O * D then u is root of unity multiplied y πth powerF sndeedD write u = u 0 r i=1 u e i i for root of unity u 0 nd integers e i F sf is the order of u 0 D then Λ(u 0 ) = 0F ineD K hs no πth rootsD gcd( , π) = 1D so Λ(u 0 ) = 0F hen Λ(u) = (e 1 h -1 mod π, . . . , e r h -1 mod π)D so ll the exponents e i re multiples of πF por eh prime idel lD let γ l e genertor of l h suh tht Λ(γ l ) = 0F henD for ny γ ∈ OD with val π N(γ) = 0 we hve

γ h = u r i=1 u hλ i (γ) i l prime ideal γ v(γ,l) l , @TFQRA
where u is n element of OD λ i is the i th oordinte of Λ nd v(γ, l) is the vlution of γ t lF ine u hs zero vlution t ny prime idelD it elongs to O * F e diret omputtion shows tht Λ(u) = 0 nd then we n write u = u 0 ω π for root of unity u 0 nd n integer element ω of KF ine the order of u 0 is oprime to πD the sme is true for the order of its imge u 0 in F p D hene log u 0 ≡ 0 mod π regrdless of the sis of the logrithmF purther log t u ≡ 0 mod πF fy sending iqution @TFQRA in F * p nd tking disrete logrithms modulo πD we otin the dditive eqution

log t γ ≡ r i=1 λ i (γ) log t u i + l prime ideal v(γ, l) log t,Λ (l) mod π, @TFQSA
where γ nd u i D i ∈ [1, r]D stnd for the residues of γ nd u i in F p F sf (a, b) is doulyEsmooth pir for xpD of numer (elds Q(α f ) nd Q(α g ) hving unit rnk r f nd r g D then we n write n dditive eqution s followsX

r f i=1 λ (f ) i (a -bα f ) log t u i + l prime ideal v(a -bα f , l) log t,Λg (l) ≡ ≡ rg i=1 λ (g)
i (abα g ) log t u i + l prime ideal v(abα g , l) log t,Λg (l) mod π @TFQTA xote tht iqution @TFQTA generlizes iqution @TFIRAF 6.4.4 Removing the class number condition yne usully mkes the heuristi ssumption tht the lss numer of K is oprime to πF xote tht it is ritil prerequisite for the de(nition of the virtul logE rithmsF sn this setion we show tht even when this ondition fils we expet the omputtions in xp to sueedF vet K e numer (eldD π prime nd Λ hirokuer mp with respet to K nd πF vet F e the @in(niteA set of ll the degree 1 prime idels whih lie ove primes other thn πF es efore K π is the group of elements in K * of norm oprime to πF vet us de(ne

ψ : K π /(K π ) π → (Z/πZ) r × (Z/πZ) F γ → Λ(γ), (val l γ, l ∈ F) , @TFQUA
where r is the rnk of the group of units in KF vet now ssume tht K is s in the xp lgorithmD iFeFD there exists degree 1 prime idel ove pF vet t e genertor of F * p F e de(ne

L : sm(ψ) ⊂ (Z/πZ) r × (Z/πZ) F → Z/πZ w → log t γ, @TFQVA
where γ is the unique element of K π /(K π ) π suh tht ψ(γ) = w nd where γ is its imge in F p F o see tht γ is unique rememer tht if unit u is suh tht Λ(u) = 0 then u is root of unity multiplied y πth power nd use the ssumption tht π is oprime to Disc(f ) so tht K hs no πth roots of unityF vet us ll L 1 D L 2 D ψ 1 nd ψ 2 the L nd ψ mps orresponding to the two numer (elds in xpF ih pir (a, b) found in the reltion olletion stge of xp yields n eqution s follows

L 1 (w 1 ) = L 2 (w 2 ), @TFQWA
where

w i = ψ i (a -bα i ) for i ∈ [1, 2
]F e mke the heuristi ssumption tht the equtions hene formed yield mtrix of full rnkF sn this seD sine L 1 nd L 1 re linerD in the liner lger stge of xp one omputes L 1 nd L 2 F he disrete logrithm of ny smooth element n then e omputed using L 1 nd L 2 F 6.5. COMPUTING VALUATIONS AT PROBLEMATIC PRIMES VS 6.5 Computing valuations at problematic primes e sw thtD when f is moni nd when the ftor se ontins no prime or prime idel dividing the ondutor of Z[α] @respF F q [t][α]AD one n onstrut the mtrix using hedekind9s method @roposition TFIFRAF he ondition tht f is moni is too restritive in prtie where one wnts to selet the polynomils whih optimize the e0ieny of the sieving stgeF woreoverD if the ondutor hs smll divisorsD eFgF 2 @respF tAD then one will loose lrge frtion of the doulyEsmooth pirs if one elimintes the prolemti primes from the ftor seF sn order to ompute vlutions in the generl seD one uses lssil lgorithms for whih we refer to gohWQF e mke here short presenttion of the mnner in whih these lgorithms must e omined in xp nd ppF he nturl question is wht re the primes @respF irreduile polynomilsA for whih one n use hedekind9s methodF gll f d the leding oe0ient of f nd note tht θ := f d α is n integer of KF e split the primes @respF irreduile polynomilsA in four tegoriesX )F xote tht one n pply hedekind9s method @see roposition TFIFRA to ab θ for ll prime idels ove F ine ab θ is abα multiplied y divisor of f d D they hve the sme prime idel divisors nd hve equl vlutions ove ll primes @respF irreduile polynomilsA whih do not divide f d F reneD in xp it is enough to pply hedekind9s method to the pir

af d gcd(f d ,b) , b gcd(b,f d ) F
Ramied . hedekind9s method pplies to rmi(ed primes @respF irreduile polynomilsA whih do not divide f d @see roposition TFIFRAF he di0ulty is to distinguish rmi(ed from d primes @respF irreduile polynomilsAF e use s referene etions 4.8 nd 6.2 in gohWQF fy tril division one n determine the divisors of Disc(f ) up to the smoothness ound BF rene we hve omined list of d nd rmi(ed primes @respF irreduile polynomilsA in the ftor seF vet us see how to determine the type of ndidte F e ll Emximl ny order O suh tht [O : O ] is oprime to F his is omputed y the ound 2 lgorithm in polynomil time with respet to log @respF deg A nd

deg f F hen is d if nd only if Z[θ] @respF F q [t][θ]A is not EmximlF
Bad primes and divisors of f d . vet us now study the generl seF vet e prime @respF irreduile polynomilA nd let us onsider tht we omputed n E mximl order O F yne n impose tht O is suEring of O s the onstrution of O is done y enlrging the eqution order in OF his is represented y ZEmodule @resp F q [t]EmoduleA sis of O D eh element eing given y its oordintes in sis (1, α, α 2 , . . . , α deg f -1 )F e key remrk is tht there is ijetion etween the prime idels in the deomposition of O nd the prime idels in the deomposition of OF woreoverD for ny idel I in O nd prime idel l of O D one hsX

val l I = val (lO) (IO).
@TFRHA yne deomposes into prime idels the idel O in polynomil time using fuhmnnEvenstr9s method @elgorithm 6.2.9 in gohWQA with O insted of OF he result the list of prime idels dividing O nd theirs vlutions in F ih idel is given y ZEmodule @respF F q [t]EmoduleA sis formed of elements of O ⊂ KF elso in polynomil timeD y elgorithm 4.8.17 in gohWQD for eh prime idel l ove D we ompute n element π l suh tht Algorithm. o sum upD one needs to prepre the mtrix onstrution y mking list of d primes @respF irreduile polynomilsA nd divisors of f d F elso in the preEomputtionsD one deomposes into prime idels ll these primes @respF irreduile polynomilsA ndD for eh prime idel l ove d primes or prime divisors of f d @respF irreduile polynomilsAD one (nds n element π ∈ K s in iqution @TFRIAF he tul mtrix onstrution either uses hedekind9s method or uses the preEomputed elements π l F rene the timeEdominting step in the mtrix onstrution is the ftoriztion of F (a, b) nd G(a, b)F e give preise presenttion in elgorithm TFSF xote thtD for simpliityD we ssume tht g is liner nd m is its root modulo pF 6.6 The Function Field Sieve end for 19: end for hnd mny omputtions on integer numers n e trnslted to the ontext of polynomilsD eFgF multiplitionD iuliden lgorithmD sieving etF yn the other hndD some lgorithms re fster in this new ontextD the most notiele eing the ftoriztionF rene one n otin n lgorithm of sme omplexity s xp y trnslting eh step in terms of polynomils @see edlWRAF fut the most importnt dvntge for pp is tht ny given (eld F q k n e represented s F q [t]/ ϕ for ny irreduile polynomils ϕ ∈ F q [t] of degree k @see erWWDtvHPAF e will see tht this redues the omplexity of the lgorithm @see etion UFSAF efter mking list of the di'erenes of pp with xpD we will mke n expliit presenttion of eh step of the pp lgorithmF Polynomial selection ell the seEm method of polynomil seletion in elE gorithm TFPF his method n e trnslted to the se of ppF sndeedD let F q k e (eld whose elements re represented s residue lsses in F q [t]/ ϕ for n irreE duile polynomil ϕ of degree kF yne mimis the seEm method for prmeter dX one piks polynomil m(t) ∈ F q [t] of degree dY one omputes the seEm representtion of ϕ(t)X

π l ∈ K\O nd π l l ⊂ O . @TFRIA
k/d i=0 f i (t)m(t) i nd one outputs f = k/d i=0 f i (t)x i nd g = x -m(t)F
en lterntive proposed y toux nd verier tvHP onsists in seleting the two polynomils of ppD f nd gD efore hoosing the representtion F q [t]/ ϕ of the (nite (eld F q k F sndeedD let F q k e given (nite (eld F q k s the set of residue lsses modulo n irreduile polynomil ϕ 0 nd let T 0 nd S 0 e two elements of F q k represented y two polynomils modulo ϕ 0 F fy omputing root t 0 of ϕ in F q [t]/ ϕ D one n determine (eld isomorphism Ψ from F q [t]/ ϕ 0 to F q [t]/ ϕ F rene we hve the equlity log T 0 S 0 = log Ψ(T 0 ) Ψ(S 0 ). @TFRPA st is then su0ient to ompute disrete logrithms is the (eld representtion of our hoieF e give detiled presenttion of toux nd verier9s method in elgorithm TFTF e emphsize tht the polynomil f hs smll oe0ients in tD whih n e put in nlogy with the speil numer (eld sieve @fF joke in the title of tvHPAF Factorization and smoothness tests hue to polynomilEtime proilisti lgorithms for ftoring univrite polynomilsD series of prolems whih re omputtionlly di0ult for numer (elds n e solved in expeted polynomil time in the se of the funtion (eldsF ell in prtiulr thtD in the numer (eld ontext eh step of the omputtions of O K is polynomil in timeD exept for the ftoriztion of Disc(f )F rene the omputtion of O K D lled ssumption 1. in etion TFPD n e done in the pp ontext in polynomil timeF roweverD the most importnt speedEup orresponds to the omplexity of the smoothness tests in the se of univrite polynomilsF sndeedD the ostly smoothE ness tests with igw in the se of xp n here e repled y simple ftorE iztion proedureF woreoverD one n use fster smoothness test whih does not Algorithm 6.6 olynomil seletion in ppX the toux verier method Input: prime power q nd n integer kY prmeter d Output: representtion of F q k s F q [t]/ ϕ nd two moni irreduile polynoE

mils f nd g in F q [t][x] suh tht f (t ϕ , x) nd g(t ϕ , x) ∈ (F q [t]/ ϕ )[x] hve ommon root m(t ϕ )D where t ϕ is root of ϕ in F q [t]/ ϕ nd m is polynomil in F q [t]F 1: ik polynomil f in F q [t][x] with deg x f = d nd deg t f smll 2: ry rndom polynomils g = g 0 (t) -g 1 (t)x with deg t g = k/d until
Res(f, g) = F (g 0 , g 1 ) hs n irreduile ftor ϕ of degree k 3: gll t ϕ root of ϕ in F q k nd hoose m s ommon root in F q k of the polynomils f (t ϕ , x) nd g(t ϕ , x) 4: yutput f D gD ϕ nd m ftor the ndidte nd whih relies on the following identity

∀β ∈ N, t q β -t = h∈H h, @TFRQA
where H is the set of moni irreduile polynomils of degree dividing βF henD for ny ound βD one n test if polynomil P (t) is βEsmooth s followsX ompute P (t)

β i= β/2
t q it mod P (t) @TFRRA nd delre tht P is smooth if one otins 0F

Eliminating the Schirokauer maps e further simpli(tion whih ours when repling the numer (elds with funtion (elds is the existene of ples t in(nityF hey will llow us to show tht in the ontext of funtion (eldsD the ssumption 3. in etion TFP n e repled y omputtionlly esy tskX determining the ples t in(nityF hue to its level of tehnilityD we leve this presenttion for etion TFTFQF 6.6.2 The FFS algorithm: stage by stage vet us mke n expliit presenttion of the funtion (eld sieveD giving detils on eh point of nlogy with the numer (eld sieveF

Polynomial Selection yne n selet the polynomils f nd g in F q [t][x] using elgorithm TFTF st is this lgorithm tht we study in detil nd improve in ghpE ter WF sn prtiulr we will rgue tht the time ost of this stge is not ritil nd tht the liner polynomil g hs little in)uene on the sieveF reneD the importnt spet of the polynomil seletion is the hoie of polynomil f D for whih we propose spei( nlysisF Relation collection qiven two polynomils f nd g in

F q [t][x]D we ollet oE prime pirs (a, b) in F q [t] 2 suh tht F (a, b) nd G(a, b) re βEsmoothD where F (X, Y ) = f (X/Y )Y deg f nd G = g(X/Y
)Y deg g re the homogeniztions of f nd g nd where β is prmeterF es in the xp lgorithm we imposed tht a is positiveD here we impose tht a is moni in order to void pirs (a, b) whih re multiple of eh otherF por the lgorithm note tht we n tke dvntge of the smoothness test presented in iqution @TFRRAF he reder n (nd mny more methods to elerte the sieve in hqIQF

Filtering and the linear algebra stage piltering hs virtully no modi(tion with respet to the xp lgorithm for disrete logrithm fouIQF he liner lger stge n e implemented more e'etively in the pp lE gorithm thn in xpF sndeedD one n divide xp mtrix inD on the one hnd the olumns orresponding to vlutions t prime idels ndD on the other hndD the olumns orresponding to hirokuer mpsF he vlution olumns ontin smll oe0ientsD smller thn omputer wordD nd most of them re 1 nd -1F sndeedD they re omputed s vlution of irreduile polynomils in polynomils of the form F (a, b) where F is the homogeniztion of f nd (a, b) re oprime integersF e mke the heuristi tht the integers of the form F (a, b) ehve s rndom integersF yne n show thtD the proility tht rndom integer hs squre ftors lrger thn prmeter B 0 goes to 0 when B 0 goes to in(nityF yn the other hndD the hirokuer olumns ontin integers modulo πD the modulus of the disrete logrithmF his usully is prime of severl omputer wordsF sn the se of ppD the hirokuer mps re repled y vlutions t the ples t in(nityD whih ehve s vlutions t ny other ple orD y nlogyD s vlutions t prime idels in the xp seF he reder n (nd more detils on this stge of the lgorithm in hoHQ nd telIPF Individual logarithm stage qiven the virtul logrithms of ll the elements in the ftor se with respet to se t ∈ F * q k nd given n element s ∈ F * q k D we wnt to ompute log t sF ell tht in the se of xpD the (rst step of the individul logrithm stge is the smoothingF his step trnsltes perfetly to ppX rndomly hoose h ∈ [1, π -2] until t h s is CEsmooth for C = ck 2/3 (log k) 1/3 D with c > 0F yne n hek tht the resulting omplexity is of type L(1/3, •) due to the smoothness proilitiesF roweverD s the smoothness tests n e done in proilisti polynomil timeD the seond onstnt of the omplexity is smllerD initing homé in hoHQ to ll this step the ignition of the desent @amorce de la descenteAF he desent proess is very similr to the orresponding step of the xp lgorithmF e illustrte it with the se when g is moni nd linerF qiven n irreduile polynomil q 1 we onsider the pirs of oprime polynomils in vt@q 1 Aa{(a, b) ∈ F q [t] 2 | abm ≡ 0 mod q 1 } where m is the ommon root of f nd g modulo ϕF fy diret tril or using the lttie sieve tehniqueD depending on the degree of q 1 D we (nd pir (a, b) suh tht (amb)/q 1 nd F (a, b) re λ deg q 1 EsmoothD where λ > 0 is onstntF por exmple one n set λ to its vlue in the orresponding step of the xp lgorithmF fy this we write the disrete logrithm of q 1 s liner omintion of disrete logrithms of irreduile polyE nomils nd of virtul logrithms of degree 1 idels whose norm is polynomil of degree less thn λ deg q 1 F e then desend eh degree 1 idel q = q 1 , xρ in the funtion (eld of f in similr mnnerD y onsidering the pirs of polynomils in vt@qAa{(a, b) ∈ F q [t] 2 | abρ ≡ 0 mod q 1 }F qiven pir (a, b) on vt@qA one writes the virtul logrithm of q s liner omintion of disrete logrithms of irreduile polynomils of degree t most λ deg N(q) nd virtul logrithms of degree 1 idels whose norm hs degree t most λ deg N(q)F e end the desent when we otin log t s s liner omintion of disrete nd virtul logrithms of elements in the ftor seF 6.6.3 Replacing Schirokauer maps by valuations at innity e will mke use of series of results from the theory of funtion (eldsD for whih we use tiHV nd vorWT s referenesF pirstD the set of ples of funtion (eld K orresponds to the set of prime idels of the integer ring O together with (nite set of plesD lled ples t in(nityF xextD the order of the divisor lss group equls the lss numer h of KF vet us (x divisor I of degree 1F henD for eh ple P D there exists n element γ P in K suh tht div(γ P ) = h P -(deg P )I .

@TFRSA e n now stte the min result of this setionF Theorem 6.6.1. Let f ∈ F q [t][x] be an absolutely irreducible polynomial and let K be its associated function eld. Call h the class number of K. For all places P of K we denote by γ P an element of K such that div(γ P ) = h(P -(deg P )I), where I is a degree 1 divisor. Then, for every non-zero element z of K one can write

z h = κ P place of K γ v(z,P ) P , @TFRTA
where κ ∈ F * q and v(z, P ) are integers.

Proof. por eh ple P of K we denote y v(z, P ) the vlution of P t zF fy the hoie of the elements γ P D we otin

div    z h /   P place of K γ v(z,P ) P      = n I I, @TFRUA
where n I is n integerF ine the divisor in the eqution is prinipl oneD its degree is 0Y hene n I = 0F pinllyD ording to gorollry sF1.19 in tiHVD if n lgeri funtion hs zero divisorD then it is onstnt κ ∈ F q * KF ine f is solutely irreduileD κ elongs to F * q F vet us see how to use this theorem in the pp lgorithmF gll f nd g the two polynomils in the lgorithm ndD for onvenieneD ssume tht g = xm(t) for some polynomil mF e ll K the funtion (eld of f nd α root of f in KF sn order to ompute v(abα, P ) in heorem TFTFI for prime idels P of OD one n use hedekind9s method @see roposition TFIFRAF he vlutions of ples t in(nity n e omputed s vlutions of idels ove t in the funtion (eld of f (1/t, x)F xote tht wtsumoto wtWW proposed the C a,b fmily of urvesD whih voids the omputtion of vlutions t in(nityF sndeedD these urves re known to hve unique ple t in(nityF ine ny prinipl divisor hs degree 0D the vlution t in(nity n e omputed from the vlutions t the prime idels of OF vet us use heorem TFTFI to uniquely ftor funtions into plesF vet (a, b) e oprime pir of polynomils in F q [t] suh tht F (a, b) nd abm re smoothF henD y heorem TFTFID we hve a,b,P ) , @TFRWA with κ 1 nd κ 2 in F * q F ell tht p := ϕ, αm(t) is prime idel in KF e denote y r the redution of polynomils in F q [t] modulo ϕ nd of elements of K modulo pF xote tht the elements κ 1 nd κ 2 re in F * q ⊂ F * q k D so they re unhnged y the redution modulo ϕ nd pF ine the redutions of (abα) nd (abm) in F q k re equlD when sending iqutions @TFRVA nd @TFRWA in F q k D we otin

(a -bα) h = κ P place of K γ v 1 (a,b,P ) P @TFRVA (a -bm) = κ 2 P monic irreducible in Fq[t] P (t) v 2 (
  κ 1 P place of K γ P v 1 (a,b,P )   =   κ 2 P monic irred. in Fq[t] γ P v 2 (a,b,P )   h .
@TFSHA ine π is oprime to q -1D we hve log t κ 1 ≡ log t κ 2 ≡ 0 mod π for ny generE tor t of F q k F henD when tking logrithms in iqution @TFSHA we otin iquE WQ tion @TFSIAF

P place of K 1 v 1 (a, b, P ) log(γ P ) h ≡ P monic irred in Fq[t]
v 2 (a, b, P ) log(P ) mod π.

@TFSIA e onlude tht the hirokuer mps in iqution @TFQTA n e repled y vlutions t in(nityF Chapter 7

Old and new complexities for NFS

We are now ready to state our main complexity results on NFS for discrete logarithm. On the one hand we point out that the results of Chapter 4 improve the complexity of the individual logarithm of NFS.

On the other hand we propose a new variant of NFS called the DL factory, similar to Coppersmith's factorization factory. The diculty resides in the fact that we reduce the factor base so that the descent process is longer. For completeness, we include some results on the complexity of FFS, both in the general and the middle prime case.

The chapter is organized as follows. After the complexity analysis of the classical variant of NFS, we introduce the DL factory. We then make a list of the numerous variants of NFS: classical, SNFS, multi-eld and DL factory. We conclude by presenting the complexity analysis of FFS.

Classical NFS over prime elds

vet us onsider the si vrint of xpD orresponding to the seEm polynomil seletionD the line sieve nd the iedemnn lgorithmF he prmeters whih in)uene the time of xp re s followsX • B a the smoothness oundY • E a the sieve prmeterD iFeFD we sieve for pirs

(a, b) in [0, E] × [-E, E]Y • d a deg f F
eording to ghpter T the omplexity of the sieve is E 2+o(1) wheres the omE plexity of the liner lger stge is B 2+o(1) F e optimize the prmeters for the reltion olletion nd liner lger stgeF e will see in etion UFQ thtD for the prmeter vlues tht we otinD the individul logrithm stge is negligile when ompred to the sieve nd the liner lger stgeF reneD the funtion to e minimized isX time(xp) = B 2+o(1) + E 2+o(1) = max(B, E) 2+o(1) .

sn order to minimize max(E, B) we note tht E inreses when B dereses nd vieEversF o see this requires tehnil nlysisF sndeedD on the one hnd when WS E deresesD the norms derese in turn so we n further derese EF rene we n onsider tht the size of the norms is onstnt so tht E 2 = B/P smooth (c, B) for some onstnt c > 0F qiven the rpid derese of P smooth (c, B) when B inresesD the prmeter E lso dereses when B inresesF reneD we impose the following equlity X E = B. @BA xextD let us mke the heuristi ssumption tht the norm of pir in the sieving domin is smooth with the sme proility s rndom numer of the sme sizeF e eqully ssume tht the proilities to e smooth on the rtionl nd the lgeri sides re independentF reneD the proility tht pir is doulyEBEsmooth equls the proility tht two rndom numers hving the size of N(abα) nd |a -bm| re simultneously BEsmoothF e denote y P the proility tht pir of the sieve domin is doulyEBEsmoothF henD in order to hve enough equtions for the liner lgerD we impose the inequlity 2E 2 P ≥ 2BF he ft tht we end the sieving stge when the numer of olleted equtions is just lrger thn the rdinlity of the ftor se trnsltes in the following equtionX

2E 2 P = 2B, @BBA
where 2B is n upper ound for the rdinlity of the ftor seF vet us estimte the proility P F he norm on the lgeri side is ounded s follows

N(a -bα) ≤ deg f f ∞ E d . ine f ∞ ≤ p 1/d nd E = BD the lgeri norm is ounded y p 1/d B d+o(1) F he rtionl norm is |a -bm| where m is less thn p 1/d F ine |a|, |b| ≤ E = B we hve |a -bm| ≤ 2Bp 1/d = B 1+o(1) p 1/d . @UFIA
e n now write

P = ρ log(p 1/d B 1+o(1) ) log B ρ log(p 1/d B d+o(1) ) log B ≥ ρ (1 + o(1)) log(p 2/d B (d+1)(1+o(1)) ) log B 1+o(1)
xote tht we used the ft thtD for x 1 , x 2 , y > 0D we hve P smooth (x 1 , y)P smooth (x 2 , y) ≥ P smooth (x 1 x 2 , y) 1+o(1) whih is trivilly true @see lso gorollry IFIFPAF xowD for (xed BD we optimize the proility P y lning the sizes of B d nd p 2/d F e rough estimtion shows thtD if B = L p (θ, •) for onstnt θ in the intervl (0, 1)D then one must tke d suh tht

B d = L( 1+θ 2 , •) nd P 1/d = L( 1+θ 2 , •)F hen P = L p ( 1-θ 2 ;
•) nd iqution @BBA implies tht θ = 1/3F herefore we introdue the onstnts β nd δ s follows

B = E 1+o(1) = L p 1/3, β 1+o(1) nd d = δ log p log log p 1/3 . 7.2. DISCRETE LOGARITHM FACTORY WU e otin P = L p 1/3, 1 3 (δ + 2 δβ ) -1
F hen injeting in iqution @BBA we otin

β = 1 3 (δ + 2 δβ ).
ine δ must e rel numer we impose tht the disriminnt of the eqution ove is positiveX

0 ≤ ∆ = 9β 2 - 8 β .
e minimize βD nd hene the time of xpD y tking β = 3 8/9F his implies

δ = 3 2 β = 3 1/3 F he omplexity of xp is 2B 2+o(1) D so time(xp) = L p 1/3, 3 64/9 1+o (1) 
. @UFPA 7.2 Discrete logarithm factory he hv ftory is n dpttion of the ide of the ptoriztion ftory to the omputtion of disrete logrithms in prime (eldsF his ide is to reEuse the list of pirs (a, b) whih re smooth on the rtionl sideF sn more detilD for ll the primes of given itEsizeD iFeFD log p is onstntD we use the sme integer m 0 ≈ p 1/d F xext we prepre permnent (le with the oprime pirs (a, b) in sieve domin of prmeter E suh tht abm 0 is smoothF qiven prime pD we selet polynomil f suh tht f (m 0 ) ≡ 0 mod pF he sieve onsists in using igw to test the smoothness of the lgeri side of eh pir (a, b) in the permnent (leF he liner lger nd the individul logrithm stge re left unhngedF vet us ompute the optiml prmetersF es in the lssil versionD E nd d denote the sieve prmeter nd the degree of f F he smoothness prmeter B orresponds to the rtionl side nd we introdue smoothness prmeter C for the lgeri sideF ine the rtionl nd the lgeri side hve di'erent roles in the hv ftoryD B nd C hve a priori di'erent vluesF e set positive onstnts βD γD δ nd suh tht

B = L p (1/3, β)D C = L p (1/3, γ)D E = L p (1/3, ) nd d = δ log p log log p 1/3
F he optimlity of the sieving domin trnsltes into the eqution

E 2 P f P g = (B + C), @BA
where P f nd P g re the smoothness proility of the lgeri nd rtionl sidesF e lso impose tht the sieve nd the liner lger hve equl ostsF he liner lger hs ost (B + C) 2 s in the lssil vrintF he omplexity of the sieve hs new expression s we hve to test smoothness on the lgeri side onlyF ine the smoothness test with ound of size L p (1/3, c)D with c > 0D osts L p (1/6, •) 1+o(1) D the time of the sieve equls the size of the permnent (le up to 1 + o(1) exponentF his ltter (le must ontin P -1 f more pirs thn the rdinlity of the ftor seF his trnsltes in

P -1 f (B + C) = (B + C) 2 . @BBA
xote tht we must hve β = γF sndeedD if we hd β < γD thenD y inresing βD we ould redue the time of the sieve without hnging the time of the liner lger exept for n exponent 1 + o(1)F sf on the ontrryD β > γD then one n inrese C nd redue E suh tht oth iqutions @BBA nd @BA re still stis(edF rene we re left with the three prmeters βD δ nd F yne omputes

P f = L p 1/3, 1 3δβ + δ 3β -1+o(1) nd P g = L p 1/3, 1 3δβ -1+o(1)
. iqution @BA then eomes

2 - 2 3δβ - δ 3β = β. @UFQA
iqution @BBA lso trnsltes into

2β = β + 1 3βδ + δ 3β . @UFRA sf one omputes 2 • (UFQ) -(7.4)D one otinsX = 9β 2 6β + δ . @UFSA
hen injeting the vlue of in iqution @UFRA we otin degree 2 eqution of unknown δ for whih β is prmeterX

δ 2 (6β 2 ) + δ(1 -18β 3 ) + 6β = 0. @UFTA
he eqution hs negtive rel solutions for 0 < β ≤ ((5-2 √ 6)/18) 1/3 nd positive rel solutions for β ≥ ((5 + 2 √ 6)/18) 1/3 F e set β to its miniml vlueD ompute δ = β(3 √ 6 -6) from iqution @UFTA nd = β √ 6/2 from iqution @UFSAF sn short we (ndX β ≈ 0.8193, γ ≈ 0.8193, ≈ 1.0034, δ ≈ 1.1048. @UFUA Complexities and consequences he time of the liner lger nd the sieve is then L p (1/3, 2β) nd therefore time(hv ftory) = L p 1/3, 1.639 . . . 1+o(1) . @UFVA he preprtion of the permnent (le hs ost L p (1/3, 2 )D whih implies time((le preprtion) = L p (1/3, 2.007 . . .) 1+o(1) . @UFWA he size of the permnent (le is E 2 P g D whih equls the time for the sievingD up to 1 + o(1) exponentX spe(hv ftory) = L p (1/3, 1.639 . . .) 1+o(1) . @UFIHA xote (rst tht one n redue the time of the (le preprtion y inresing the time of the hv ftoryF xote next tht the spe omplexity is muh lrger thn tht of lssil xpD iFeFD L p (1/3, 0.96 . . .) 1+o( 1) F e onsequene of optimizing the prmeters for the hv ftory is the derese of the smoothness prmeter BD with onsequenes on the individul logrithm stgeF 7.3 Complexity of descent steps he individual logarithm stgeD s introdued in etion TFQFSD is done in two stgesX smoothing nd desentF e nlyzed the smoothing in ghpter R nd found omplexity of L p (1/3, 1.232 . . .) 1+o(1) F st imposes tht the size of the lrgest speilE to e desended is L p (2/3, c) with c = 0.811 . . .F vet us now fous on the desentF vet λ e positive prmeter less thn 1 nd let E e soElled sieve prmE eter in speilEF vet q e degree 1 prime idel of norm q in the numer (eld of f nd let (a 1 , b 1 ) nd (a 2 , b 2 ) e two vetors of vt@q) whih form sisF rene we list the pirs (a, b) of vt@qA y onsidering pirs

(i, j) in [0, E ] × [-E , E ] nd putting a = ia 1 +ja 2 nd b = ib 1 +jb 1 F e lso put F q = F (a 1 i+a 2 j, b 1 i+b 2 j) nd G q = G(a 1 i + a 2 j, b 1 i + b 2 j)F henD desent step is nothing more thn serhing pir (i, j) in [0, E ] × [-E , E ] suh tht • F q (i, j)/q is q λ EsmoothY • G q (i, j) is q λ EsmoothD
or the lgorithm otined when the roles of f nd g re exhngedF e hve shown in etion TFQFS tht the omplexity of desent is T 1+o(1) where T is the omplexity of desent stepF vet us evlute T depending on the vlues of β nd δ hosen in etion UFI nd respetively etion UFPF st will llow us to verify tht in the lssil vrint of xp nd in the hv ftoryD the individul logrithm stge is negligile with respet to the min phseF e hve to set prmeter λD for whih we hoose onstnt vlue for idels q of lrge nd intermedite norm nd di'erent one for idels of smll normD s explined elowF e lso hve the hoie of positive onstnt suh tht E = L p (1/3, )F imilrly hs vlue for lrge nd medium idels nd seond one for smll idelsF e split the prime idels q to e desended in three types depending on their size q := N(q) X • @lrgeA q = L p (2/3, c) with c > 0Y we use igw to test the q λ Esmoothness of ll the pirs

(i, j) in [0, E ] × [-E , E ]F xote tht the q λ Esmoothness tests with igw tke time L p (1/3, •)F • @mediumA q = L p (γ, •) with 1/3 < γ < 2/3Y
we proeed s in the lrge seD with time for igw of type L p (γ/2, •) negligile with respet to L p (1/3, •)F

• @smllA q = L p (1/3, c) with c > 0Y for prtil resons here we sieve on [0, E ] × [-E , E ] using the speilE tehnique tht we present in elgoE rithm VFIF emrk thtD for lrge idels qD we nnot rely exlusively on sieving tehE niqueF sndeedD the numer of primes to e sievedD iFeFD less thn q λ D is L p (2/3, •)F roweverD sieving might elerte the omputtions if it llows to quikly selet good ndidtes for the igw tests @see tvHQAF e impose tht (a 1 , b 1 ) nd (a 2 , b 2 ) hve oe0ients of size pproximtively √ qD s n e otined due to etion VFIFPF henD for ll |i|, |j| ≤ E we hve

F q (i, j) ≤ (d + 1)E d q d/2 p 1/d , G q (i, j) ≤ 2E q 1/2 p 1/d .
@UFIIA purthermoreD we mke the heuristi ssumption tht for rndom integers i nd jD the integers G q (i, j) nd F q (i, j)/q re q λ Esmooth with the sme proility s rndom integers of the sme sizeF e next mke the heuristi ssumption tht the smoothness proilities of the two sides re independentF he proility tht the two norms re q λ Esmooth is greter or equl to the proility tht numer of the sme size s the produt of the norms is q λ E smoothF herefore the proility tht pir (i, j) desendsD iFeFD F q (i, j)/q nd G q (i, j) re q λ EsmoothD is s follows

Prob( pir (i, j) desends) ≥ ρ (d -1)(log q)/2 + (d + 1) log E + (2 log p)/d λ log q 1+o(1) @UFIPA = ρ d -1 2λ + (d + 1) log E λ log q + 2 log p dλ log q 1+o(1)
. @UFIQA sn the se of lrge qD the rgument of ρ() in iqution @UFIQA is (1 + o(1)) d 2λ F reneD the inverse of the q λ Esmoothness proility multiplied y the ost of q λ Esmoothness test is s follows time(desent lrge q) = L p 1/3, δ 6λ + 2 cλ 3

1+o(1)

. @UFIRA e minimize the time y tking

λ = δ 2 12c 1/3 . @UFISA
xote tht this is less thn 1 when δ nd c elong to the intervl [ 3 4 , 3 2 ]F e otin omplexity s follows time (desend lrge q) = L p 1/3, 3δc 2

1/3 1+o(1)
, @UFITA where c ≈ 0.811 ws imposed y the smoothing stge nd where δ ≈ 1.44 or 1.10 depends on the vrint of xp!lssil or hv ftoryF he se of medium q is the fstestF sndeedD the rgument of ρ in iquE tion @UFIQA is (1 + o(1)) d 2λ F he omplexity of igw with smoothness ound of size less thn q is negligile ompred to L p (1/3, γ) for ny γ > 0F rene the omplexity is L p (1/3, δ 6λ )D whih is smller thn tht of desending lrge qF ine the medium se is very fstD we n impose stronger smoothness onditionF sndeedD with the prie of slightly inresing the ost of eh desent 7.4. ZOOLOGY OF NFS VARIANTS IHI vrint smll q lrge q lssil xp 0.97 1.21 hv ftory 1.19 1.10 le UFIX lues of the onstnt τ suh tht the omplexity of desent step is L p (1/3, τ ) 1+o(1) F step we n redue the height of the desent treeF snspired from gopVRD we desend idels of size q = L p (l q , •) to idels of size L p ( lq+1/3 2 , •) if we impose smoothness ound of exp √ log q log B F yne n hek tht the totl numer of nodes in the middle prt of desent tree is exp (log log p)(log log log p) insted of exp (log log p) 2 F he hrdest desent step orresponds to smll prime idels q of size L p (1/3, u) with u > 0F por (xed E D the rgument of ρ in iqution @UFIQA inreses with qF hen the smoothness proility inresesD one n derese E nd further inrese the proilityF rene the hrdest desent step orresponds to the se when q λ = BF hen repling (λ log q) y log B in iqution @UFIQAD we otin

Prob ( smll q desends) = L p 1/3, δ 6λ + δ 3β + 2 3δβ -1+o(1)
.

@UFIUA he optimlity of E implies thtD the rdinlity of the lttie points tht we sieve equls the inverse of the suess proilityF his writes s follows

2 = δ 6λ + δ 3β + 2 3δβ
. @UFIVA his shows tht the optiml vlue for λ is 0.999D iFeFD lose ut not equl to 1D nd we hve time (desend smll q) = L p 1/3,

δ 6 + 2 3δβ / 2 - δ 3β 1+o (1) 
, @UFIWA where β nd δ re the vlues imposed y the min phseF Numerical values and comments vet us write the time of desending one idel q s T = L p (1/3, τ ) 1+o( 1) F e summrize the vlues of the onstnts τ for the lssil nd the hv ftory vrints in le UFIF yne n lso remrk tht the most expensive desent step orresponds to lrge qs for the lssil xp nd to smll qs for the hv ftoryF sn oth sesD the desent is negligile with respet to the smoothing stepD whose omplexity is L p (1/3, 1.232 . . .) 1+o(1) @see ghpter RAF sn turnD regrdless on the vrintD the individul logrithm stge is negligile with respet to the min phseF 7.4 Zoology of NFS variants he lrge numer of xp vrints might e onfusingF st motivted us to mke repitultion tle of the omplexities of the di'erent versionsF he multiE(eld version of xpD proposed in wtHQ nd improved in gHTD hs one rtionl side nd multiple lgeri sidesF sn our wster hesis we found tht in the multiE(eld vrint the omplexity of the desent remins less thn L p (1/3, 1.232)F e simple rgument would e to sy tht the proility of suessful pir (i, j) in the desent steps is inresedD ut we lso hve to onsider the smll hnge in the vlue of δ nd βF he speil numer (eld sieve for disrete logrithm @xpA ws proposed in emHPF emev proposed to set the prmeters suh tht the smoothing step tkes time L p (1/3, 1.446 . . .) nd showed tht it ws the dominting step of the individul logrithm stgeF es n lterntive method we n use the sme tehnique s for the lssil vrint nd otin onstnt of 3 √ 3 ≈ 1.442 whih is slightly etterF yur improved smoothing method lso pplies so we otin the new omplexity of L p (1/3, 1.232)F por the xp vlues of the prmeters β nd δD δ = 3 2/3 2 -1/3 ≈ 1.44 nd β = 3 4/9 ≈ 0.763 we otin tht the desent hs omplexity less thn L p (1/3, 1)D whih is negligile with respet to the omplexity of the smoothing stepF sn le UFP we write in eh se onstnt c so tht the omplexity of the orresponding stge is L p (1/3, c) • e a the sieve prmeterD iFeFD the pirs (a, b) onsidered in the sieve stge re polynomils in F q [t]D a moniD of degree t most eD whih orresponds to the D prmeter in tvHTY

• b 1 a the smoothness oundD iFeFD the ftor se is formed of irreduile polynomils of degree up to b 1 nd of prime idels q 1 , θ -ρ with deg q 1 ≤ b 1 F e distinguish the generl se nd the middle prime se ording to the size of q when ompred to q k F xote tht oth the lssil pp nd the two rtionl side pp pply in the generl nd the middle prime seF General case: q = L q k (α, c) with 0 ≤ α < 1/3 and c > 0. fefore ny other omputtion we (nd the degree of g in tF ine Res x (f, g) must hve degree k divisorD we hve deg Res x (f, g) ≥ kF ine this degree is t most deg t g • d + deg t f nd f hs smll degree in t we otin deg t g ≈ k/dF vet P f nd P g e the proilities tht F (a, b) ndD respetively a -bmD re b 1 Esmooth when (a, b) is pir of the sieving dominF he numer of pirs found y the sieve equls P f P g q 2e-1 nd must slightly exeed the rdinlity of the ftor seD whih is less thn 2q b 1 F rene we impose

P f P g q 2e-1 = 2q b 1 (1+o(1)) .
@UFPHA xextD the time of the sieve is q 2e-1 nd the time of the liner lger stge is (q b 1 ) 2+o(1) F es in the xp lgorithmD we lne the two stges y imposing e = b 1 . @UFPIA fy nlogy with the xp lgorithmD we expet the rdinlity of the ftor se to e L q k (1/3, •)F reneD we impose 

e = b 1 = βk 1/3 (log k) 2/3 log q 2/3 , @UFPPA
d = δ k log q log k 1/3 , @UFPQA
where δ is onstntF fy heorem IFQFID we hve P f = u -u(1+o(1)) where u = de b 1 = dD so

P f = L q k (1/3, δ 3 ) -1+o(1) Y we used b 1 = eF imilrly P g = v -v(1+o(1)) where v = k/d b 1 nd therefore P g = L q k (1/3, 1 3δβ ) -1+o
(1) F hen injeting in iqutions @UFPHA nd @UFPIA we otin

1 3δβ + δ 3 = β.
@UFPRA e minimize the vlue of β!nd therefore the omputing time!suh tht there exists positive vlue of δ stisfying the ove equtionF st is degree 2 eqution with disriminnt β 2 -4 9β F rene we tkeD β = 3 4/9D whih implies δ = 3 2 β > 0F ine the omputing time is (q b 1 ) 2+o(1) we otin the heuristi omplexity of the min phse of ppX time (pp) = L q k 1/3, 3 32 9 . @UFPSA Remark UFSFI. e underline the similrity of pp with xpD s nlyzed y eE mev emHPF sndeedD in oth sesD the oe0ients of the polynomil f re smll nd in oth ses the itEsize of the oe0ients of g equls 1/d times the itEsize of the rdinlity of the (nite (eldF sf in xp we set B = β(log p) 1/3 (log log p) 2/3 nd d = δ(log p) 1/3 (log log p) -1/3 D then iqution @UFPRA holds for oth pp nd xpF sn short one n sy tht he funtion (eld sieve is quite speilF

The middle prime case: q = L q k (1/3, α) with α > 0. xote tht in iquE tion @UFPHA we ssumed tht we n tune prmeters e nd b 1 so tht the sieving domin ontins just enough reltions so tht we otin squre mtrix for the liner lgerF sn prtieD when q inreses with respet to q k D this ssumption is inresingly hrd to meetF prom n symptoti point of viewD when q is in the middle prime seD sine the rdinlity of the ftor se is q b 1 D the omplexity of the liner lger is L q k (1/3, 2αb 1 ) 1+o(1) F sn prtiulrD we nnot impose tht none of the two stges of the min phseD the sieve nd the liner lgerD is negE ligile with respet to the otherF fut let us present the nlysis in tvHTD whih will llow us to ompre pp with the new lgorithm in touIQF por eh onstnt D ≥ 1 in N we de(ne n lgorithm whih onsists in running the lssil vrint of pp with prmeters e = D nd b 1 = DF e will otin the sme omplexities s for the two rtionl side vrint in tvHTF vet us determineD for eh onstnt α > 0D whih is the est lgorithm for the (nite (elds F q k with q = L q k (1/3, α) nd wht is the omplexity of the lgorithm when q goes to in(nityF xote tht we hve

k = 1 α log Q log log Q 1/3 , @UFPTA
where Q = q k F he rdinlity of the pirs (a, b) in the sieving domin is q 2D-1 X there re q D vlues for b nd q D-1 vlues for a s we imposed tht a is moniF elsoD the rdinlity of the ftor se is ounded y 2q D D so the omplexity of the liner lger stge is L(1/3, c 2 ) 1+o(1) with c 2 = 2αD. @UFPUA he time of the sieve is P -1 f P -1 g 2q D where P f nd P g re the smoothness proE ilities of the f nd the g side respetivelyF xote however tht this is not neE essrily equl to the rdinlity of the sieving domin s it ws for the generl seF ine k/D goes to in(nity with qD we n tune deg x f to pproximtively k/D nd therefore we n hve deg

F (a, b) ≈ deg(a -bm) ≈ √ kDF reneD P f = P g = L Q 1/3, 1 √ 3αD -1+o(1)
F he ost of the sieve is then

L Q (1/3, c 1 ) 1+o(1) with c 1 = D + 2 3 √ αD . @UFPVA
yne n hek tht the ondition tht the sieving domin ontins enough oprime pirs is pigure UFIX gomplexity of pp in the middle prime seF e plot c suh tht the omplexity equls L Q (1/3, c) 1+o(1) with respet to α so tht q = L Q (1/3, α) 1+o( 1) F e distinguish the rnges where the sieve nd the liner lger stge dominte eh otherF sn order to visulize the omplexityD we onsidered every vlue of α in the intervl [0.001, 2]F por eh α we tested the two vlues of D losest to the vlue of D whih would equlize the time of the sieve nd of the liner lgerF rene we otined pigure UFIF yf ourseD we swith to xpErh @see tvHTA when the omplexity is higher thn L Q 1/3, 3 128 9 @see tvHTAF Remark UFSFP. toux touIQ proposed new lgorithm for the sme rnge of (eldsF his new lgorithmD uses fster tehnique for the reltion olletionD lled pinpointingF sn the sme timeD this new lgorithm uses the sme ftor se s ppF reneD pp nd the new lgorithm tke the sme symptoti time for the rnge where the liner lger domintes the reltion olletion stgeF yn pigure UFI one sees tht the sieve domintes for smll vlues of α while the liner lger domintes when α is lrgeF toux showed tht the rossing point etween the sieve nd liner lger dominne is (2/3) 2/3 F reneD pp is s fst s the pinpointing lgorithm for (elds F q k where q = L q k (1/3, α) 1+o(1) with α ≥ (2/3) 2/3 F Chapter 8

(D + 1)α ≥ 2 3 √ αD . @UFPWA IHS 1.4 1.

Classical improvements and variations on NFS and FFS

Now that we made the complexity analysis of NFS and FFS, we can focus on the improvements which do not change the complexity but have a major impact in practice. Indeed, an improvement which is hidden in the o(1) of the exponent can mean a factor 20 in practice and hence make the dierence between being feasible and not. We do not seek exhaustiveness but rather present the two most important improvements (the lattice sieve and block Wiedemann). We also deal with two improvements which were not well explained in the literature (dealing with two non-linear polynomials, selecting polynomials for NFS in the non-prime case).

We start the chapter with the sieving technique rst used in the factorization context, which is also used in the descent. Then we show how to parallelize and distribute the computations in the linear algebra stage. We show how to select polynomials for elds F p n with n > 1.

We conclude with the study of the technicality which occurs in the smoothing step of the individual logarithm stage when both polynomials are non-linear.

8.1 The lattice sieve 8.1.1 The lattice sieve technique ollrd olWQ proposed sieving tehniqueD lled lttie sieveD whih is fster thn the line sieveD tht we presented in etion TFQFPF st n e used in numerous sieving lgorithmsD in prtiulr for the pp lgorithm nd the xp lgorithmD in oth its ftoriztion nd disrete logrithm versionsF he si priniple is to sieve only the pirs (a, b) in the sieving domin whose norms re divisile y prime q smller thn the smoothness oundF efter we introdue the lgorithm whih llows to sieve pirs (a, b) of this typeD we present in detil one of its suE routines whih (nds short vetors in 2Edimensionl lttieF hen we onlude the setion y nlysing the speedEup etween the lttie nd the line sieveF vet us introdue the speilE tehniqueF vet α f nd α g e roots of f nd g IHU IHV CHAPTER 8. IMPROVEMENTS TO NFS AND FFS in their ssoited (eldsF vet q = q, α fρ e prime idel in the (eld de(ned y f F yf ourseD ny result in this setion is true if one exhnges the roles of f nd g @it hppens often in the implementtions of the xpAF sn the individul logrithm stgeD one uses the speilE tehnique for idels on oth the f nd g sideF sn the sieve stge we n use for simpliity the f side onlyD ut in prtie it n e interesting to lso use the g sideF e introdue two new prmetersX B whih is the smoothness ound of the speilE tehnique nd E D whih is the sieve prmeter for the speilE proedureF hen nlysing the omplexity of the individul logrithm stge @see setion UFQAD we hose the vlue of E nd we set B := q λ for positive onstnt λF sn the lttie sieveD we set B to B nd E to E/ √ qY this hoie will e explined lterF st is time to present the speilE tehnique in elgorithm VFIF Algorithm 8.1 he speilE tehniqueF Input: prime idel q = q, α fρ nd two prmetersX E > 0 nd B > 0 Output: ll the oprime pirs (a, b) suh tht abα f ≡ 0 mod q nd

N(a -bα f )/q nd N(a -bα g ) re B EsmoothF 1: pind two vetors v 1 = (a 1 , b 1 ) nd v 2 = (a 2 , b 2 ) on Lat(q) with v i ∞ of order √ q for i = 1, 2 2: F q (X, Y ) ← F (a 1 X + a 2 Y, b 1 X + b 2 Y ) 3: G q (X, Y ) ← G(a 1 X + a 2 Y, b 1 X + b 2 Y ) 4: ieve the oprime pirs (i, j) in [0, E ] × [-E , E ] suh tht
F q (i, j)/q nd G q (i, j) re B Esmooth 5: por eh pir (i, j) found t the previous stepD output (a, b) := (a

1 i + a 2 j, b 1 i + b 2 j)
e (rst question is why the speilE tehnique yields oprime pirsF Lemma 8.1.1. If the pair (i, j) is coprime and parameter E < √ q, then the corresponding pair (a, b) is coprime.

Proof. yne hs

a b = a 1 a 2 b 1 b 2 i j . @VFIA
ine the 2 × 2 mtrix ove hs determinnt qD the unique divisor tht a nd b n hve in ommon is qF ine E < √ q nd the vetors (a 1 , b 1 ) nd (a 2 , b 2 ) hve norms of size t most √ qD we hve max(|a|, |b|) < qY hene (a, b) is oprime pirF fefore going on with the questions relted to the speilE tehnique we note tht the sieve in line RF of elgorithm VFI is not neessrily the line sieveF yne n use the soElled sieve y vetors desried in eppendix eF of uep + IH to del with the primes p whih re lrge when ompred to E F fut the lrge numer of improvements mkes it interesting to hve look diretly to the ode of some implementtions like qqxp u + HS nd gehyExp fpq + HWF 8.1.2 Computing short vectors vet q = q, α fρ e prime idel nd onsider its ssoited lttie vt(q)F vet v 1 = (a 1 , b 1 ) nd v 2 = (a 2 , b 2 ) e two vetors whih form sis of vt@qAF e lso put F q (i, j) = F (a

1 i + a 2 j, b 1 i + b 2 j) nd G q = G(a 1 i + a 2 j, b 1 i + b 2 j)F yne hs ∀(i, j) ∈ [-E , E ] 2 , F q (i, j) ≤ f ∞ max v 1 ∞ , v 2 ∞ deg f (deg f + 1)E deg(f ) .
@VFPA e similr eqution holds for gY for exmple if g is liner we hveD for ll pirs

(i, j)D |G q (i, j)| ≤ 2 g ∞ max v 1 ∞ , v 2 ∞ E F reneD in order to inrese the smoothness proility it is importnt to redue max( v 1 ∞ , v 2 ∞ )F
hen given sis of 2Edimensionl lttieD elgorithm VFP omputes sis formed of short vetorsF Algorithm 8.2 vttie sis redution in dimension 2F Input:

wo vetors u nd v in Z 2 Output: wo vetors u nd v suh tht u , v ≤ 1 2 u 2 v 2 1: while u, v > 1 2 u 2 v 2 do 2: if u 2 > v 2 then 3: exhnge u nd v 4: end if 5: µ * ← u, v / u 2 2 6: µ ← µ * 7: v ← v -µu
8: end while 9: output u nd v he omplexity of elgorithm VFP is tht of the extended iuliden lgorithmD s proven in ghpter 16 in vzqqHQF he output of the lgorithm is not neessrily the pir (u, v) whih optimizes max( u ∞ , v ∞ ) ut in prtie it is lose to thtF sndeedD one of u nd v hs smll iuliden normD s shown y the next lssil resultD whih generlizes to ltties of ny dimensionF Proposition 8.1.2 @ghpter 16DvzqqHQA. Let u and v be two vectors of Z 2 and call q their determinant. If u, v ≤ 1 2 u 2 v 2 , then one has

min u 2 , v 2 ≤ 4 3 1/4 √ q.
@VFQA vet now u nd v e the vetors otined in the xp lgorithm when reduing vt@qA for prime idel qF ine det(u, v) equls the determinnt of vt@qAD one hs u 1 v 2u 2 v 1 = qF ixperiments show thtD for lmost ll idels qD the short vetors u nd v hve roughly equl normF rene u ∞ nd v ∞ hve size of pproximtively √ qF por the reltively few prime idels q for whih the redued sis is unlnedD iFeFD there is lrge rtio etween the lengths of the output vetorsD in xp we skip q s it is more e0ient to sieve on ltties of lrger prime idels rther thn on n unlned lttieF elgorithm VFP ws trnslted to pp in tvHPF sn this seD the lgorithm nd the nlysis re simpli(ed s the slr µ is repled y the iuliden quotient nd the solute vlue of n integer is repled y the degree of polynomilF 8.1.3 Evaluating the speed-up ollrd olWQ gve rief rguments for the e0ieny of the lttie sieveF e show here thtD under plusile ssumptionD the lttie sieve is Θ(log B) times fster thn the line sieveF vet B e the smoothness prmeter nd put B 1 = cB for onstnt c < 1F he lttie sieve lgorithm onsists in using the speilE tehnique for ll the prime idels q in the (eld of f with norms in the intervl [B 1 , B]F rmeter E is hosen equl to E/ √ q so tht the pirs (a, b) otined hve the sme size s in the line sieveF sndeedD we sw tht heuristilly one n (nd two vetors in vt@qA whose norm hs size √ qF henD E = E/ √ qD gurntees tht the speilE tehnique onsiders the pirs (a, b) in the intersetion of [0, E] × [-E, E] with vt@qAF he following result shows tht in the lttie sieve one hs smller sieving ostD wheres only smll frtion of the doulyEBEsmooth oprime pirs re missedF por simpliity we stte it in the xp ontextD ut it lso pplies for the pp lgorithmF Proposition 8.1.3. Let Q be the cardinality of a nite eld. Call E the sieve parameter in the line sieve algorithm and B the smoothness bound in the NFS algorithm. We use the property that B = L Q (1/3, β) 1+o( 1) and E = L Q (1/3, ) 1+o(1) for two constants β and . Then the following assertions are true.

1. The cost of the lattice sieve when B 1 = cB, for a constant c < 1, is log cB | log c| times smaller than that of the line sieve.

2. Let us make the hypothesis that, for any prime ideal q, the norm of a pair in Lat(q) has the same smoothness probability as a random number of the same size. Then the number of doubly-B-smooth pairs missed by the lattice sieve equals o(1) of the total when Q goes to innity.

Proof. 1. vet S equl 2E 2 D the rdinlity of the sieving dominF henD the ost of the line sieve is

W line (S, B) = ≤B prime log( ) O(1) + S . @VFRA
por ny onstnt k ∈ N * D the sum ≤B, prime (log ) k+1 is smller thn B(log B) k whih is negligile with respet to SD whih is roughly B 2 F rene we hve

W line (S, B) = 1 + o(1)   ≤B prime 1   S.
@VFSA 8.1. THE LATTICE SIEVE III sn the lttie sieveD for eh prime idel q = q, α fρ with q ∈ [B 1 , B]D one does the work orresponding to the line sieve with sieve prmeter E = E/ √ qY hene to sieve domin of S/q pirsF henD the totl ost of the lttie sieve is

W lattice (S, B) = q∈[B 1 ,B],prime W line (S/q, B) @VFTA = (1 + o(1))S   q∈[B 1 ,B] 1 q     ≤B prime 1   . @VFUA
he frtion of work done in the lttie sieve with respet to the line sieve is then

q∈[B 1 ,B] 1 
q F e use the formul

p prime≤X 1 p = log log X + M + o(1), @VFVA
where M is the weisselEwertens onstntF e otin ost(lttie sieve) ost(line sieve) = log log Blog log cB

= log 1 + | log c| log cB = 1 + o(1) | log c| log cB .
2. he pirs (a, b) missed when using the lttie sieve re those whose norm on the f side hs no prime ftor in the intervl [B 1 , B]F e hve then to show tht we hve ψ(x, cB) ψ(x, B) = o(1), @VFWA where x is the size of the norms on the f sideF por this we use the following formul

ψ(x, B) ∼ p≤B log x p log p . @VFIHA hen we hve ψ(x, cB)/ψ(x, B) = p∈[cB,B] p log p log x F ine B = L Q (1/3, •) nd x = L Q (2/3, •)D
for lrge enough Q we hve tht eh ftor of the produt is less thn 1/2F reneD the frtion of lost pirs goes to 0 when Q goes to in(nityF he expression log log Blog log cB might e not intuitiveF e numeril exE mple is s follows q∈[2 20 ,2 21 ], prime 1 q ≈ 0.049. @VFIIA rene one n use the following rule of thumX the speedEup of the lttie sieve with respet to the line sieve is the itEsize of the smoothness ound BF1 

Large prime variation xote though tht the nlysis is more omplex when onsidering the lrge prime vritionF his ltter goes s followsF e onsider new prmeter B 1 smller thn BD lled the ftor se oundF por eh prime q in suset of the intervl [B 1 , B]D lled speilEsD we do line sieve proedure for primes up to B 1 F hen we run smoothness test with the smoothness ound B to ll pirs whose normD fter eliminting the ftors smller thn B 1 D is less thn threshold τ F sn this new ontextD the smoothness ound B is renmed lrge prime oundF sn shortD when using the lrge prime vrition in xpD y sieving one ollets pirs whose norms n e written s follows

norm = ≤B 1 v( ) • q • L∈[B 1 ,B] L v(L) , @VFIPA
for prime q in [B 1 , B] nd where the produt of the lrge primes L ∈ [B 1 , B] is less thn the threshold τ F ineD in the xp lgorithmD we end the sieving when enough pirs re olE letedD not ll the primes q in the intervl [B 1 , B] re used s speilEF e pir n e reported more thn oneD eing lled dupliteD if nd only if its norm hs t lest two prime ftors whih were used s speilEF st is then di0ult to estimte the verge numer of times tht pir is reportedF he tsk is even hrder in prtie where it seems tht the numer of duplites must e kept lowF por exmpleD the reord omputtions of uep + IH nd ffh + IQD using the xp nd the pp lgorithms respetivelyD otined n verge of 1.27 nd 1.42 reports per unique reltionF pinllyD sine igw is proilistiD it is hrd to deide if pir is duplite efore the end of the reltion olletion stgeF 8.2 Parallelization of the linear algebra stage 8.2.1 General considerations on the parallelism e presented iedemnn9s lgorithm in etion TFQFRF yne disposes of two mnE ners to shre omputtionsF he (rst is often lled prlleliztion nd llows to split memoryF he seond is lled distriution nd llows to shre the omputE tion time with no overhed due to the ommunitionsF he prlleliztion onsists in splitting the mtrix A in loks nd in omputing the mtrix×vetor produt s lok produtF st llows eh omputtionl unitD q or gD to store unique lok of the mtrixF he drwk of this kind of shring omputtions is thtD when the numer of omputing units eomes lrgeD the time of ommunitions nd synhroniztions eomes onsiderleF rlleliztion is used for exmple in the gehyExp softwer fpq + HWF he distriution is otined due to n lgorithm lled lok iedeE mnn gopWR tht mkes the ojet of the following susetion @lso implemented in fpq + HWAF 8.2. PARALLELIZATION OF THE LINEAR ALGEBRA STAGE IIQ 8.2.2 Block Wiedemann e ll K nd N the (eld nd the size of the mtrix B given s input to the liner lger stgeF he most expensive step in iedemnn9s lgorithm is the omputtion of the (rst 2N terms of the sequene yB i x with i = 1, 2, . . . he gol of the lok version of the lgorithm is to reple the omputtion of this sequene with the omputE tionD for (nite set of vetors x ν D ν ∈ [1, n]D of the sequenes yB i x ν F his llows to distriute the omputtions with zero ommunition overhedF vet us explin the lgorithm in n informl mnnerY the reder n (nd detiled desription in hoHQF por prmeter n nd set of n rndom row vetors x ν in K N ×1 D onsider the set

B i x ν | for i ∈ 1, N/n nd ν ∈ [1, n] .
@VFIQA ine the fmily hs more thn N elementsD one n (nd nonEtrivil liner omintionX

0 = i∈[1, N/n ],ν∈[1,n] λ N/n -i,ν B i x ν . @VFIRA e set w = i∈[1, N/n ],ν∈[1,n] λ N/n -i,ν B i-1 x ν . @VFISA
hen Bw = 0 nd w = 0 exept if one ould hve hosen liner omintion using lower powers of BF reneD we redued the omputtion of nonEtrivil solution of Bw to the omputtion of suh liner omintionF e ll mtrix liner genertor of sequene of mtries a i with i ∈ ND liner reltion of (nite numer k of termsD whih expresses eh olumn of a i s liner omintion of the olumns of a i-1 D a i-2 D . . .D a i-k F por exmpleD the sequene elow

   1 1 8 13 55 89    ,    1 2 13 21 89 144    , . . . ,    F i F i+1 F i+5 F i+6 F i+9 F i+10    , . . . @VFITA
with i ∈ ND F i eing the ith pioni numerD dmits the mtrix liner genertor of degree 1 in the following eqution

a i = a i-1 0 1 1 1 . @VFIUA
xote tht one n determine the mtrix liner genertor ove from the (rst row onlyF imilrlyD when the sequene a i is otined s the suessive vlues of B i x for mtrix B nd vetor x s in lok iedemnnD one n determine the mtrix liner genertor using only smll numer m of rows of a i F wore formllyD let m e prmeter nd y µ with µ ∈ [1, m] e set of olumns in

K 1×N F yne n show thtD with proility of 1 -O(1/#K)D the set {y µ B i | i ∈ 1, N/m , µ ∈ [1, m]} spns K N F
reneD if vetor hs zero produt with ll the elements of the setD then it is zeroF st is therefore su0ient to (nd mtrix liner genertor stis(ed y m rndom rows of the mtries in iqution @VFIQA for N/m onseutive vlues of iF e onlude tht one n determine the liner genertor for B using y Output: e nonEtrivil solution w of Bw = 0

µ B i x ν for i ∈ [1, N/n + N/m]D ν ∈ [1, n] nd µ ∈ [1, m]
1: x ←ndom@K N ×m AD y ←ndom@K n×N A 2: urylov ompute a i = yB i x for i in 1, N/n + N/m + m/n 3: F ←@mtrix liner genertor of the sequene a i A 4: C ← X deg F F (1/X) in K n×m [X] 5: gll deg C i=0 X i c i the (rst olumn of CD with c i ∈ K n×1 6: wke olution ompute w ← deg C i=0 B i x • c i in K N ×1 7: eple w y Bw until Bw = 0 nd w = 0
sn order to stte the omplexity of elgorithm VFQD we ll λ the verge numer of nonEzero entries of the rows of BD M 0 the ost of multiplition of n element of K y smll element nd M 1 the produt of two elements in KF xote tht the mtrix×vetor produt in the xp nd pp lgorithms uses opertions of ost M 0 s the oe0ients of the mtrix B re smll @exept for the hirokuer olumnsAF Proposition 8.2.1 @ropF 6.12DhoHQA. On a eld K, when using n machines, the parallel complexity of the urylov and wke solution steps of the block Wiedemann algorithm are as follows:

Krylov: (λM 0 + mM 1 ) 1 + n m N 2 /n; Make solution: λM 0 N 2 /n.
xote tht when the rtio m/n inresesD the totl numer of mtrix×vetor multiplitions in steps urylov nd wke solution deresesF hen m = n the numer of mtrix×vetor produts is 3N D this eing the se in the plin iedeE mnn lgorithmF hen m/n is lrge ut onstntD for exmple 20D the numer of mtrix×vetor produts is lose to 2N F he ost of the lok version of iedemnn9s lgorithm must e ompred to the lok vnzos lgorithmF his ltter requires 2N mtrix×vetor produtsD ut it hs the drwk of ommunition dely fter eh itertionF he reder n see n experimentl omprison in uruIIF 

(log Q) 1/3 (log log Q) -1/3
with Q = p n @see pigure TFIAF he only hnges re the polynomil seletion nd the ft tht the two polynomils must e nonElinerF his hs implitions on the sieve nd the smoothing step of the individul logrithm stgeF efter seeing in this setion how to hndle the polynomil seletion we will disuss the smoothing step in the next setionF 8.3.1 The method vet us generlize here the method proposed y toux nd verier for the se of prime (elds tvHQD whih is di'erent thn the method in tvHTF e strt y setting

d = d/2 ,
for d is the losest integer to δ(log Q) 1/3 (log log Q) -1/3 D where δ = 3 1/3 is the onstnt set in ghpter UF e ssume the slightly stronger ondition tht d ≥ n + 1F xextD we selet n irreduile polynomil f in Z[x] whih hs degree d + 1D with s smll s possile oe0ientsD good sieving properties nd n irreduile moni ftor ϕ of degree n modulo pF yne n note the nlogy with the disussion in ghpter WF e ontinue y onstruting g s followsF vet us de(ne

vt(ϕ, p) =    (a 0 , . . . , a d ) ∈ Z d +1 d i=0 a i x i ≡ 0 mod p, ϕ(x)    . @VFIVA
xote tht the rows of the (d + 1) × (d + 1) mtrix M elow form sis of vt@ϕ, pAD where the (rst n rows hve unique nonEzero entry equl to p nd the next d + 1n rows re otined from the oe0ients of ϕD with leding oe0ient t the rightF

M =           p F F F p vetor(ϕ) F F F vetor(ϕ)           @VFIWA ine det M = Q nd M hs size d + 1D
one (nds with vvv vetor (g 0 , . . . , g d ) of iuliden norm pproximtively Q 1/(d +1) F e set g = d i=0 g i x i F fy onstrution ϕ is ommon ftor of f nd g modulo pF ine ϕ hs rndom oe0ients modulo pD ϕ hs iuliden norm pproximtively pD whih exeeds Q 1/(d +1) F rene the proility tht f nd g shre ftor in Z[x] is negligileF 8.3.2 Analysis xote (rst tht the polynomils f nd g re suh tht

deg f = d + 1D f ∞ ≈ 1D deg g = d nd g ∞ ≈ Q 1/(d +1) F es eforeD we denote y E the sieve prmeterF yne hs N(a -bα f ) ≤ E d +1+o(1) N(a -bα g ) ≤ E d +o(1) Q 1/(d +1) , @VFPHA
where α f nd α g re roots of f nd g in their ssoited (eldsF es (rst pproximtionD the proility tht oprime pir (a, b) is douly smooth depends on the produt of the two norms of (a, b) with respet to f nd gF his is 1) .

E 2d +1 Q 1/(d +1) = E d+1 Q 2/(d+1) 1+o(
xote tht the right side memer is the sme s!or slightly smller thn!the norms produt in the prime seD s omputed in iqution @UFIAF fy tking the sme prmeters s in the prime seD one onludes tht

time xp in F Q of smll degree = L Q 1/3, 3 64/9 1+o (1) 
. @VFPIA

Comparison with other methods of polynomial selection

Case of n = 1. vet us ompre touxEverier9s method to lgorithms from the ftoriztion worldF por this we (x n = 1D so tht we ddress the se of prime (eldsD to whih ll the former lgorithms trnslte esilyF por review of the polynomil seletion in ftoring lgorithms we refer to fiIIF yn the one hndD due to etion TFSD f n e nonEmoniD so we n modify the seEm method so tht f ∞ ≈ p 1/(d+1) insted of p 1/d F sndeedD we tke m = p 1/(d+1) D so tht ll the oe0ients of f D inluding the leding oneD hve the size of mF yther methodsD espeilly uleinjung9s seond method s desried y fi @see pge 51 in fiIIAD seem to yield polynomils with oe0ients of the sme verge sizeF reneD the produt of the two norms in the ftoriztion issued lgorithms is ounded s follows d+1) . @VFPPA sn le VFI we ompre the size of the norms when d = 4D 5 nd 6F he etter properties of touxEverier9s method in the (rst pproximtion must e onfronted to the seond pproximtion riteri s followF he norms of f nd g re highly unlned in touxEverier9s method euse the oe0ients of f re lmost onstntD the oe0ients of g re lrgeD while deg f ≈ deg gF foth touxE verier nd uleinjung9s lgorithms n improve properties linked to the rel nd

|F (a, b)(a -bm)| ≤ E d+1 p 2/(
IIU uleinjung touxEverier d d |a -bm| |F (a, b)| |a -bm||F (a, b)| |F (a, b)| |G(a, b)| |G(a, b)||F (a, b)| 4 2 p 1/5 E p 1/5 E 4 p 2/5 E 5 E 3 p 1/3 E 2 p 1/3 E 5 5 2 p 1/6 E p 1/6 E 5 p 1/3 E 6 E 3 p 1/3 E 2 p 1/3 E 5 6 3 p 1/7 E p 1/7 E 6 p 2/7 E 7 E 4 p 1/4 E 3 p 1/4 E 7
le VFIX ize of the ounds on the norms of pir (a, b) in the sieving dominD when E is the sieve prmeter nd d is the optiml degree of f in the seEm method of polynomil seletionF touxEverierEmrtEeruteren touxEverier

d d |a -bm| |F (a, b)| |a -bm||F (a, b)| |F (a, b)| |G(a, b)| |G(a, b)||F (a, b)| 4 2 p 1/5 E 2 p 1/5 E 5 p 2/5 E 7 E 3 p 1/3 E 2 p 1/3 E 5 5 2 p 1/6 E 2 p 1/6 E 6 p 1/3 E 8 E 3 p 1/3 E 2 p 1/3 E 5 6 3 p 1/7 E 2 p 1/7 E 7 p 2/7 E 9 E 4 p 1/4 E 3 p 1/4 E 7
le VFPX rere n = 2F ize of the ounds on the norms of pir (a, b) in the sieving dominD when E is the sieve prmeter nd d orresponds to the optiml degree of f for prime (eldsF modulr roots of f nd gF sndeedD in the touxEverier method one n repet the onstrution with di'erent polynomils f until oth f nd g hve good root propertiesF Case of n > 1. touxD verierD mrt nd eruteren tvHT proposed n lE terntive methodF yne strts y seleting f 0 (x) of degree n with smll oe0ientsF hen one puts

f 1 = f 0 (x + W ) with W seleted suh tht f 1 ∞ ≈ 2 d+1 p 1/(d+1) F hen one redues the (d + 1)Edimensionl lttie spnned y f 1 (x)D . . .D x d-n f 1 (x) nd pD . . .D px n-1 F rene one otins polynomil f 2 with f 2 ∞ < 2 d+1 p 1/(d+1) ≈ f 1 ∞ F he dvntge now is tht the oe0ients of f nd g re lnedF he drwk is tht the totl degree is n + d + 1D whih is lrger thn 2d + 1 ≈ d + 1
for the new methodF ee le VFP for omprison for n = 2 nd d = 4, 5, 6F

8.4 Smoothing with two non-linear polynomials es mentioned in the previous setionD when running xp for (nite (elds F Q with Q = p n nd smll n > 1D one must use two nonEliner polynomilsF yne might lso wnt to do so for prime (eldsF ell tht the smoothing step of the individul logrithm stge onsists in (nding n integer h suh tht t h s is L Q (2/3, c) for onstnt c > 0F es seen in etion TFQFS the desent proess introdues exlusively idels of degree 1 if we strt it with degree 1 idelF reneD we require dditionlly tht t h s splits into degree 1 idelsF hen n = 1 nd g is liner the splitting ondition is trivilly stis(ed s ll the idels in Q hve degree 1F sn this setion we disuss the omplexity of the smoothing step when f nd g re nonElinerF e rgue thtD on the one hndD the nive proedure hs omplexity up to L Q (2/3, •)F yn the other hndD we show tht the dpttion of the rtionl reonstrutionD seen in etion RFIFPD redues the omplexity of the individul logrithm to its vlue when no splitting ondition is imposedF vet us rell some nottionsX Q = p n is prime power with n ≥ 1 to whih the xp lgorithm is runY ϕ is degree n polynomil of Z[x] irreduile over F p nd w root of ϕ in F p n F e ll d the degree of the polynomil f ∈ Z[x] nd we ll α root of f in its numer (eldF e onsider the omputtion of log t s when

t = n-1 i=0 t i w i nd s = n-1 i=0 s i w i in F Q = F p (w)F e denote y identil letters the elements t = n-1 i=0 t i α i nd s = n-1 i=0 s i α i in the numer (eld K = Q(α)
of f F por simpliity we n ssume here tht f is moniF 8.4.1 Ineciency of the naive approach ell tht if P ∈ Z[x] is polynomil nd prime ftor of the lgeri numer P (α)D then the prime idels of K ove whih divide P (α) re of type , g(α) with g divisor of gcd(P (X), f (X)) where the r denotes the redution modulo F sn prtiulrD if n lgeri numer a 0 + αa 1 + • • • + a n-1 α n-1 in K whose norm is divisile y nd a n-1 hs proility of 1/(n -1)! tht ll its idel ftors ove hve degree 1F ine smooth norms hve lrge numer of prime divisorsD the proility tht rndom lgeri numer hs ll its prime idels of degree 1 nd of smll norm is smllF hen n > 1 this proility depends on the method of polynomil seletion tht we use nd we skip it sine we will give n lterntive in the following susetionF snsted let us disuss the se n = 1 whih is the most unfvorle for the nive pprohF ine n = 1D the lgeri numers t nd s re in ft integers ndD for ny hD the element z := t h s mod pO is lso n integerD ontined in [0, p -1]F reneD it hs only degree 1 idels if nd only if its prime divisors re totlly splitF sf z is L p (2/3, c)EsmoothD it hs in verge θ (log p) 1/3 prime divisorsF reneD the proility tht z is split is less thn P θ((log p) 1/3 ) with P the proility tht prime is split in KF fy proenius9 theorem @see gorollry QFIFQAD P equls 1/# Gal(K)F sn the generl se we hve

# Gal(K) = deg(K)! = d d(1+o(1)) = exp(δ/3(log p) 1/3 (log log p) 2/3 ).
e onlude tht the proility tht t h s mod p hs only degree 1 prime idels is of type L p (2/3, •)Y hene di'erent tehnique is neededF 8.4.2 Rational reconstruction over number elds e return to the generl se n ≥ 1F e put p = p, ϕ(α) F fy rtionl reonE strution of n element z ∈ Z[α] modulo p we understnd pir of elements a nd

b in K suh tht z ≡ a • b -1 mod p. @VFPQA IIW vet us put vt(z, p) =    (a 0 , . . . , a d-1 , b 0 , . . . , b d-1 ) ∈ Z 2d | d-1 i=0 a i α i ≡ z   d-1 i=0 b i α i   mod p    .
@VFPRA yne n hek tht the rows of the following mtrix form sis of vt@z, p)X

M =                    p F F F p vetor(ϕ) F F F vetor(ϕ) vetor(z) 1 vetor(zα) F F F F F F F F F vetor(zα d-1 ) 1                    , @VFPSA
where vetor@zA denotes the oordintes of z in sis (1, α, . . . , α d-1 )F xote tht M hs four d × d loks nd tht the numer of rows whose unique nonEzero entry is p equls nF rene det M = p n nd using the vvv lgorithm one (nds vetor v in vt@z, pA of norm pproximtively Q 1/2d F rene one n (nd rtionl reonstrution of z modulo p with N(a) nd N(b) ≤ √ QF

The eect of rational reconstruction

vet z ≡ ab -1 mod p e the rtionl reonstrution of z modulo pF rene we repled the idel zO whih hs smll proility to hve only degree 1 idels y two rndom elements a nd b of KF e mke the heuristi ssumption tht a nd b re rndom elements of K of norm less thn √ QF vet us ll L 2 the set of prime idels of K whih hve degree 2 or moreF yne hs

Prob n element γ ∈ K splits in degree 1 idels = l∈L 2 1 - 1 N(l)
. @VFPTA fut this produt is onstnt whih depends on KD eFgF it equls 6/π 2 when K = QF nder the heuristi tht the smoothness proility nd the splitting proility re independentD the omplexity of the smoothing step of the individul logrithm stge equlsD up to n 1 + o(1) exponentD the omplexity of the sme stge when no splitting ondition is imposedF o sum upD the rtionl reonstrution llows to

• ontrol the size of the lgeri numers when n > 1Y

• reple integersD of d proilityD y lgeri integersD of verge proE ilityD when n = 1F

etter in prtieF resented in elgorithm TFTD it onsists in seleting polynomil f with smll degree oe0ients nd then of rndomly testing liner polynomils g = g 1 x + g 0 until Res x (f, g) hs n irreduile ftor of degree nF sn tvHT toux nd verier proposed two dditionl vrints of their methodsF sn the (rst oneD the Two rational sides tht we presented in etion SFRD we dd the ondition tht f hs degree 1 in tF sts min dvntge is tht its desription does not require the theory of funtion (eldsF he seond vrintD lled the Galois improvementD pplies to the se where n is ompositeF sn this hpter we improve the method of toux nd verier tvHP y showing how to selet the nonEliner polynomil f F por tht we follow the strtegy tht ws developed in the ftoriztion ontextF sn prtiulr wurphy wurWW introdued nd used riteri whih llow to rpidly rnk ny set of polynomilsF ee fiIID for reent developments in this diretionF hereforeD we introdue relevnt funtions for the sieving e0ieny of polyE nomilD tking into ount size propertyD soElled root property tht re)ets the ehviour modulo smll irreduile polynomilsD nd nelltion propertyD whih is nlogous to the rel roots property for the xpF e lso present e0ient lgorithms for quntifying these propertiesF e speil ttention is given to the prtiulr se where f is not seprleF sndeedD this is phenomenon tht hs no nlogue in the ftoriztion world nd tht hs strong reperussions on the sieving e0ienyF 9.2 Quantication functions 9.2.1 Size property e strt y deiding the degrees in t nd x of the two polynomils f nd gF he pp hs lwys een implemented for polynomils f of smll oe0ients in t nd for polynomils g of degree 1 in xD like in tvHPF st might not e ovious tht this is the est hoieF por instne in the se of the xp oth for ftoriztion wonHTD II nd disrete logrithm tvHQD pirs of nonEliner polynomils were usedF sn the followingD we rgue tht the lssil hoie is indeed the est oneF vet us (rst rell the nture of the ojets we hve to test for smoothnessF sn pp one ollets oprime pirs (a(t), b(t)) ∈ F q [t] suh tht the norms of abx in the funtion (elds of f nd g re oth smoothF hese norms re polynomils in t of simple formX denoting 

F (X, Y ) = f ( X Y )Y deg x f the homogeniztion of f (x)D the norm of a -bx is just F (a, b)F imilrlyD we denote G(X,
f + ε + e deg x g + deg t g) when deg x f deg t g + ε deg x g ≥ n.
ine one n derese deg x g without hnging too muh the left hnd side of the onstrintD the hoie deg x g = 1 is optimlF yf ourse the numerous simpli(tions n mke thtD for some vlues of nD there exist pirs of polynomils whih re slightly etter without stisfying deg x g = 1F xeverthelessD for generi vlues of nD we expet tht the est pirs (f, g) hve liner gF sn the rest of the rtile we simply write d for deg x f F he degree of g in t is then out n/dF Remark WFPFP. e deided to optimize the degree of the produt of the normsF sn terms of smoothness proilityD it is only pertinent if oth norms hve similr degreesF wore preiselyD s the logrithm of hikmn9s rho funtion is onve @see pigure RFI nd etion IFIAD it n e shown tht it is optiml to lne the degrees of the normsF rene sensile hoies of the prmeters re suh tht de ≈ n d + eF e re now redy to quntify the size property for single polynomil f F st lerly depends on the ound e on oth deg a nd deg bF sn the following de(nitionD we lso tke into ount the skewness improvement s implemented in hqIQD tht isD we set the skewness s to e the di'erene etween the ounds on the degree of a nd of bF e n then de(ne sigm to mth the verge degree of F (a, b) for (a, b) in domin of polynomils of degrees ounded y e + s/2 nd es/2 D when no nelltion ours mong the monomils of F (a, b)F his trnsltes into the following forml de(nitionF Denition 9.2.3. vet f ∈ F q [t][x] e polynomilD s the skewness prmeter nd e the sieve size prmeterF e de(ne the size property of f s

σ(f, s, e) = 0 ≤ d a ≤ e + s/2 0 ≤ d b ≤ e -s/2 p da,d b max i∈[0,d] deg(f i ) + id a + (d -i)d b , @WFQA
with p da,d b = (q -1) 2 q da+d b /q e+s/2 + e-s/2 +2 F 9.2.2 Root property es (rst pproximtionD for rndom pir (a, b) ∈ F q [t] 2 D F (a, b) hs smoothness proility of the sme order of mgnitude s rndom polynomils of the sme degreeF xeverthelessD we will show tht for (xed size propertyD some polynomils improve this proility y ftor of 2 or moreF gonsider the exmple of f

= x(x -1) -(t 64 -t) in F 2 [t][x]
F por ll moni irreduile polynomils of degree t most 3D divides the onstnt termD so f hs two roots modulo F por eh suh nd for ll b not divisile y D there re 2 residues of a modulo suh tht F (a, b) ≡ 0 mod F hereforeD for ll of degree 3 or lessD the proility tht divides the norm is heuristilly twie s lrge s the proility tht it divides rndom polynomilF his in)uenes in turn the smoothness proilityF his e'et is qunti(ed y the funtion lph tht we now introdueF Denition of alpha sntrodued y wurphy wurWW in the se of the xpD lph n e extended to the se of the ppF vet e moni irreduile polynomil in F q [t] nd let us ll Eprt of polynomil P D the lrgest power of in P F e will prove tht the quntity α elow is the degree di'erene etween the Eprt of rndom polynomil nd the Eprt of F (a, b) for rndom oprime pir (a, b) ∈ F q [t]F vet us (rst properly de(ne the verge of funtion on set of polynomilsF Denition 9.2.4. vet v e rel funtion of one or two polynomil vriles 

v : F q [t] → R or v : F q [t] × F q [t] → RF vet S e
A(v, S)X A(v, S) = lim N →∞ s∈S,deg(s)≤N ϕ(s) #{s ∈ S | deg(s) ≤ N } .
Denition 9.2.5. vet L denote the set of moni irreduile polynomils in

F q [t]F ut D = {(a, b) ∈ F q [t] 2 | gcd(a, b) = 1}F ke nonEonstnt polynomil f ∈ F q [t][x]
F hen the right hnd memers re de(nedD we set for ll ∈ LX

α (f ) = deg( ) A v (P ), {P ∈ F q [t]} -A v (F (a, b)), {(a, b) ∈ D} , α(f ) = ∈L α (f ),
where v is the vlution t F he in(nite sum whih de(nes α(f ) must e seen s forml nottion nd y its sum we denote the limit when b 0 goes to in(nity of α(f, b 0 ) := ∈L,deg ≤b 0 α (f )F Notation WFPFT. por ll irreduile polynomil ∈ F q [t]D N( ) denotes the numer of residues modulo D iFeFD q deg F e ll 0ne root of

f modulo k ny r ∈ F q [t] suh tht deg r < k deg nd F (r, 1) = f (r) ≡ 0 mod k F elso we ll projetive root of f modulo k the polynomils r ∈ F q [t] suh tht | rD deg r < k deg nd F (1, r) ≡ 0 mod k F
xote thtD when k = 1 ny 0ne nd projetive roots n e seen s n element of P 1 (F q (t))D hene we denote them (r : 1) nd (1 : r) respetivelyF Notation WFPFU. e denote y S(f, ) the set of 0ne nd projetive roots modulo k for ny kX

S(f, ) = (r, k) | k ≥ 1, r 0ne or projetive root of f modulo k . @WFRA Proposition 9.2.8. Let f ∈ F q [t][x] and ∈ F q [t] a monic irreducible polynomial.
Then α exists and we have

α (f ) = deg   1 N( ) -1 - N( ) N( ) + 1 (r,k)∈S(f, ) 1 N( ) k   . @WFSA
Proof. sn order to prove the onvergene of iqution WFSD note tht some elements of S(f, ) group into in(nite sequenes {(r (k) , k)} k with r (k) ≡ r (k-1) mod k-1 F ine eh in(nite sequene de(nes root of f in the Edi ompletion of F q (t)D there re t most d suh sequenesD whose ontriutions onverge geometrillyF here re only (nitely mny remining elements of S(f, ) euse otherwise one ould extrt n dditionl Edi rootF his proves the onvergeneF sn order to show the equlityD note tht we hve A(v (P ),

F q [t]) = ∞ k=1 1 N( ) k = 1 N( )-1
F sndeedD for ll k ∈ ND the density of the set of polynomils divisile y k is the inverse of the numer of residues modulo k D whih is q deg( )k = N( ) k F vet us ompute a ( ) 

h := A(v (F (a, b)), {(a, b) ∈ F q [t] 2 | gcd(a, b) ≡ 0 mod })F his
deg is N( ) 2k -N( ) 2k-2 F uh pir (a, b) stis(es k | F (a, b) if nd only if b nd ab -1 is n 0ne root modulo k or | b nd ba -1 is projetive root modulo k F
por eh 0ne root rD the numer of Eoprime pirs (a, b) suh tht a ≡ br mod k equls the numer of hoies for bD whih is N( ) k -N( ) k-1 F imilrlyD for eh projetive rootD the numer of oprime pirs (a, b) suh tht b ≡ ar mod k is the numer of hoies for aD whih is N( ) k -N( ) k-1 F reneD it follows tht for eh (r, k) ∈ S(f, )D the proility tht the residues of oprime pir (a, b) modulo k mth the root (r, k) is given y the formul elowD where (a : b) ≡ r mod k is short for r ≡ ab -1 mod k when b or r ≡ ba -1 mod k when | bF

Prob((a : b) ≡ r mod k ) = 1 N( ) k N( ) N( ) + 1 , @WFTA
vet us omplete the proof using the following equtionD tht we prove in vemm WFPFIHX a ( )

h (f ) = ∞ k=1 k Prob(v (F (a, b)) = k) = ∞ k=1 Prob(v (F (a, b)) ≥ k) = (r,k)∈S(f, ) Prob((a : b) ≡ r mod k ).
@WFUA hen repling a ( )

h in formul α (f ) = deg N( )-1 -deg( )a ( )
h (f ) nd using iquE tion WFT we otin the desired resultF sf f hs only simple roots modulo D then y rensel9s vemm f hs the sme numer of roots modulo every power of F e otin the following formulF Corollary 9.2.9. Let f ∈ F q [x][t] and a monic irreducible polynomial in F q [t] such that the ane and projective roots of f modulo are simple and call n their number. Then

α (f ) = deg N( ) -1 1 - N( ) N( ) + 1 n . @WFVA
vet us ome k to iqutionn @WFUAF he tehnilities rise from the ft tht the proility sign stnds for the nturl densityD whih is not proilityF Lemma 9.2.10. Under the notations of Proposition 9.2.8, Equation 9.7 holds.

Proof. e prove the equlity of the four memers of iqution @WFUA from right to leftF pirstD the equlity elow holds s we n hnge the summtion order of n solutely onvergent seriesF 

∞ k=1 Prob v (F (a, b)) ≥ k = (r,k)∈S(f, ) Prob (a : b) ≡ r mod k . eondlyD for lrge enough k the roots modulo k re simpleD so k Prob( k | F (a, b)) → 0 when k goes to in(nityF ine for ll kD Prob(v (F (a, b)) = k) = Prob( k | F (a, b)) -Prob( k+1 | F (a, b))D we hve ∞ k=1 k Prob v (F (a, b)) = k = ∞ k=1 Prob v (F (a, b)) ≥ k . pinllyD let us prove tht a hom (f ) exists nd equls ∞ k=1 k Prob v (F (a, b)) = k F por eh N nd k put a hom (f ; N, k) = {min(v (F (a, b)), k) | gcd(a, b) ≡ 0 mod , deg a, deg b ≤ N } #{(a, b) | gcd(a, b) ≡ 0 mod , deg a, deg b ≤ N } . gll a hom (f ; N ) the expression ove when min(v (F (a, b)), k) is repled with v (F (a, b))F yn the one hndD for ny k 0 ∈ ND we hve a hom (f ; N, k 0 ) ≤ a hom (f ; N )D so k 0 k=1 k Prob(v (F (a, b)) = k) ≤ lim inf N →∞ a hom (f ; N ).
|a hom (f ; N ) -a hom (f ; N, N/ deg )| ≤ deg x f (N deg x f + deg t f ) q N/ deg . his further implies lim sup N →∞ a hom (f ; N ) ≤ k∈N k Prob(v (F (a, b)) = k).
e onlude tht a hom (f ;

N ) onverges to k∈N k Prob(v (F (a, b)) = k)F
The case of linear polynomials howing tht α(f ) onverges is not trivil ndD to our knowledgeD it is not proven in the xp seF e joint work with ermnd vnhndD whih is in preprtionD studies α(f ) in the xp seF vet us (rst show tht α(g) onverges for liner polynomils gF his requires the following lssil identityF Lemma 9.2.11. (Chapter I,[Apo90]) Let µ denote Möbius' function and let x be such that |x| < 1. Then we have

h≥1 µ(h) x h 1 -x h = x.
Notation WFPFIP. e denote y I k the numer of moni degreeEk irreduile polyE nomils in

F q [t]F Theorem 9.2.13. Let g ∈ F q [t][x] be such that deg x g = 1. Then α(g) = 1 q -1 .
Proof. vet L e the set of moni irreduile polynomils in F q [t]F e will prove thtD when b 0 goes to in(nityD ∈L,deg ≤b 0 α (g) tends to 1 q-1 F sn iqution WFV one hs n = 1 nd therefore

∈L,deg ≤b 0 α (g) = ∈L,deg ≤b 0 deg( ) N( ) 2 -1 = k≤b 0 kI k q 2k -1 . @WFWA ine kI k = h|k µ(h)q k h
D the series trnsforms into doule series for whih we will prove the solute onvergene nd will ompute the sumX

k≥1 h|k 1 q 2k -1 µ(h)q k h .
he solute vlue of the term µ(h) q k h q 2k -1 is ounded y q k h q 2k -1 F st follows esily tht the sum is ounded y 4 q-1 F hereforeD we n hnge the summtion orderX

k≥1 h|k µ(h) q k h q 2k -1 = i≥1   h≥1 µ(h) q i q 2hi -1   .
@WFIHA hen pplying vemm WFPFII to x = 1 q 2i we otin h≥1 µ(h) 1 q 2hi -1 = 1 q 2i F his shows thtD when b 0 goes to in(nityD deg ≤b 0 α (g) tends to i≥1

1 q i = 1 q-1 F
e onlude the susetion y showing the onvergene of lphF vet now C e @singulr or nonEsingulrA projetive urveF gll P k (C) the set of points of C with oe0ients in F q k nd P k (C) its rdinlityF xextD ll P k (C) the set of points in P k (C) whose tEoordinte does not elong to strit su(eld of F q k F pinllyD we denote y P k (C) its rdinlityF e will need the following intermedite resultF Lemma 9.2.14. Let C be projective plane curve of degree d 0 dened over F q and let g 0 = (d 0 -1)(d 0 -2)/2 be its arithmetic genus. Then, for all k ≥ 1,

P k (C) -(q k + 1) < (4g 0 + 6)q k 2 . @WFIIA Proof.
vet C e nonEsingulr model for C nd let g e its geometri genusF e pply the rsseEeil heorem nd otinX

P k ( C) -(q k + 1) ≤ 2g • q k 2 . @WFIPA
xextD ording to ghpter s in pulTWD

|P k ( C) -P k (C)| ≤ g 0 -g. @WFIQA ivery point (t 0 , x 0 ) of P k (C)\P k (C) is determined y the hoie ofX A strit divisor d of kD A n element t 0 ∈ F q k d nd A root x 0 of f (t 0 , x) in F q k F hereforeX P k (C) -P k (C) ≤ d|k,1<d≤k q k d deg x (f ).
@WFIRA yn the one hnd deg x f < g 0 + 3Y on the other hndD if one lls d 1 the smllE est proper divisor of kD d|k,1<d≤k q

k d = q k d 1 d|k,1<d≤k q k d -k d 1 F ine d | k nd d ≥ d 1 D k d -k d 1 is negtive or zero integerF herefore this sum is ounded y q k d 1 i≥0 q -i ≤ q k d 1 i≥0 2 -i = 2q k d 1 F fut d 1 ≥ 2D so P k (C) -P k (C) ≤ 2q k 2 deg x f < 2(g 0 + 3)q k 2 .
@WFISA he result follows from iqutions WFIPD WFIQ nd WFISF 9.2. QUANTIFICATION FUNCTIONS IPW he following theorem shows tht α(f ) is well de(nedF wore spei(llyD ll L the set of irreduile moni polynomils in F q [t]F e show the existene of lph y showing the onvergene of

v b 0 := ∈L,deg ≤b 0 (α (f ) -α (x))F Theorem 9.2.15. Let f ∈ F q [t][x]
an absolutely irreducible separable polynomial.

Then the sequence v b 0 dened above converges. If one denes alpha by α(f ) = lim b 0 →∞ deg ≤b 0 , ∈L α (f ), then there exist explicit bounds on α that depend only on deg x f , deg t f and q.

Proof. gll d 0 = deg f the degree of f s polynomil in two vriles nd

g 0 = (d 0 -1)(d 0 -2)/2F vet L 0 e the set of irreduile divisors of Disc(f ) • f d F gll b 0 the lrgest degree of elements in L 0 F vet k > b 0 F e re in the se of gorollry WFPFWD hene iqution WFV gives ∈L,deg =k α (f ) -α (x) = = kq k q 2k -1 #{( , r) | deg( ) = k, f (r) ≡ 0 mod } -I k .
ih pir ( , r) s in the eqution ove orresponds to extly k points on the urve C ssoited to f F sndeedD eh hs extly k distint roots in F q k F rene we hve

I k = 1 k P k (P 1 (F q )) nd #{( , r) | f (r) ≡ 0 mod } = 1 k P k (C)D nd furtherX #{( , r) | f (r) ≡ 0 mod } -I k = 1 k P k (C) -P k (P 1 (F q )) . @WFITA
pinllyD vemm WFPFIR pplied to C nd P 1 (F q )) respetively gives

P k (C) -(q k + 1) ≤ (4g 0 + 6) q k @WFIUA P k (P 1 (F q )) -(q k + 1) ≤ 6 q k , @WFIVA where g 0 is the rithmeti genus of CF rene #{( , r) | f (r) ≡ 0 mod } -I k kq k q 2k -1 ≤ (4g 0 + 12) q k q 2k -1 q k F he seE ries k≥1 q k q 2k -1
q k is equivlent to the series k √ q -k whih onvergesF herefore the sequene v b 0 onverges when b 0 tends to in(nityF por given pir d 0 nd qD one n lerly ound the set L 0 F por ll ∈ L 0 D y roposition WFPFVD S(f, ) is formed y t most deg x f ≤ d 0 in(nite sequenes nd (nite numer of dditionl elementsF e re thus left with (nding ound for the roots whih do not extend into Edi rootsF fy rensel9s vemmD if root (r, k) does not lift to n Edi oneD we hve f (r) ≡ 0 mod k F his implies Disc(f ) ≡ 0 mod k whih gives ound on kF hereforeD lph dmits n e'etive ound depending exlusively on q nd d 0 F Example 9.2.16. pollowing the proof of the previous theorem we nD in ddition to (nding ound on αD evlute the speed of onvergeneF ke q = 2D nd let f ∈ F q [t][x] suh tht deg x f = 6 nd g = 19 nd suppose tht L 0 ontins only polynomils of degree less thn 15F sing iqutions WFIT nd WFIU in the proof ove nd the ext formul for I k we n prove tht α(f ) is omputed up to n error of 0.567 if we sum polynomils up to degree 15 nd we redue the error to 0.097 if we go to degree 20F

Cancellation property-Laurent roots gonsider the polynomil

f = x 3 + t 2 x + 1 ∈ F 2 [t][x]F por ll (a, b) ∈ F 2 [t] 2 D if no nelltions ourD the degree of F (a, b) = a 3 + t 2 ab 2 + b 3 is max(deg a 3 , deg(t 2 ab 2 ), deg b 3 )F yne n esily hek tht the degree of F (a, b)
is lower thn this vlue if nd only if deg adeg b equls 1 or -2F woreoverD in the (rst se the derese is t lest 2 while in the seond se it is t lest 1F hese onditions n e etter explined thnks to the vurent seriesF e ll vurent series @in 1/tA over F q ny series n≥n 0 a n 1 t n with n 0 ∈ Z nd oe0ients a n in F q F e mke the ommon onvention to ll degree of rtionl frtion

f 1 /f 2 with f 1 , f 2 ∈ F q [t] the di'erene deg f 1 -deg f 2 F he
degree of vurent series is then de(ned s the degree of ny of its nonzero truntions eFg t + 1 + 1/t 2 + • • • hs degree 1F iquivlentlyD it is the opposite of the vlution of the vurent series in 1/tF e ll vurent polynomil pir (r, m) suh tht r ∈ F q (t)D m is n integer nd r is the sum of vurent series whose terms re zero strting from index m + 1F e my lso use r + O( 1 t m+1 ) for writing the vurent polynomil (r, m)F pormllyD pir (a, b) hs derese in degree if

max i deg(f i a i b d-i ) is stritly lrger thn deg F (a, b)F xote tht F (a, b) hs derese in degree if nd only if b = 0 nd
the (rst terms of the vurent series a b mth those of vurent polynomil r with the property given in the following de(nitionF Denition 9.2.17.

vet f ∈ F q [t][x] e polynomil nd ll d its degree in xF vet (r, m) e vurent polynomilF e sy tht (r, m) is vurent root of f if max i∈[0,d] deg(f i r i ) -deg f (r) > 0.
@WFIWA e ll gp of (r, m) the lest vlue in the left hnd side of the inequlity ove when we reple r y ny vurent series extending rF e vurent series suh tht ll its truntions re vurent roots is lled n in(nite vurent rootF sn the exmple oveD

1 t 2 + 1 t 8 + O( 1 t 9
) is vurent root of gp 7 nd it extends into n in(nite vurent rootF elso t + O(1) is vurent root of gp 2 tht is not the truntion of ny vurent root (r, m) with m ≥ 2 @for m = 1 it extends in t + O( 1 t ) whih hs the sme gpAF xote tht the gp is not diretly onneted to the numer of terms in the vurent polynomilF Computation yne n ompute every vurent root in two stepsF pirstD one omputes the vurent roots of type λt δ with λ is in F q nd δ is n integerF por thisD ll xewton polygon of f D with respet to vlution -degD the onvex hull of

{(d -i, deg(f i )) | i ∈ [0, d]}F
ghpter ss in xeuWW shows tht δ must e n integer slope of the xewton polygon of f F xextD to extend vurent root r = a n 0 t n 0 + • • • + a m 1 t m with a m = 0 to root with preision lrger thn mD one omputes the vurent roots λt δ of f (x + r) for whih δ is n integer suh tht δ < -mF xote tht this orresponds to rensel lift with respet to the vlution -degF sn order to ompute the gp of vurent root (r, m)D note tht in iqution WFIW the term max i∈[0,d] deg(f i r i ) depends only on the leding term of rF rene the IQI prolem is redued to tht of omputing the mximl degree of f (R) for the vurent series R whih extend rF por thisD one sets n upper ound nd then tests vurent polynomils with inresingly more terms nd redues the upper ound until they produe erti(teF Denition of α ∞ .

por eh vurent root (r, m)D we n ompute the proportion of pirs (a, b) on sieve domin suh tht the (rst terms of a/b mth (r, m)F ell tht sieve domin of sieve prmeter e nd skewness s orresponds to ll the pirs (a, b) with 

deg a ≤ e + s/2 nd deg b ≤ e -s/2 F Lemma 9.2.18. Let r + O( 1 t m+1 ) be a Laurent root of f ∈ F q [t][x]. Call N r = deg(r) + m,
+ O( 1 t m+1 ) is: Prob a b = r + O 1 t m+1 = q -Nr-|s-deg r| q + 1 1 + O e→∞ (1/q 2e ) . Proof. he proportion of pirs (a, b) suh tht deg a -deg b = deg r is pproxiE mted y ( q-1 q ) 2 • • i≥0 1 q 2i q -|s-deg r| = q-1 q+1 q -|s
-deg r| F ee pigure WFI for n illustrE tionF he reltive error mde is O(1/q 2e ) nd orresponds to the ft tht the series 

(r) + O( 1 t m )F ytherwise γ(r, m) is the gp of r + O( 1 t m+1
)F e ll lph in(nity the following quntity

α ∞ (f, s) := (r,m) Laurent root -γ(r, m) 1 q + 1 q -Nr-|s-deg(r)| . @WFPHA
gonsider the se when ll the vurent roots of f extend in(nitely into the vurent series r 1 D r 2 D . . .D r h F sfD for ll iD eh new term of a/b whih mthes r i inreses the gp y oneD then we otin the simpler formul elowF

α ∞ (f, s) = -q q 2 -1 h i=1 q -|s-deg r i | .
@WFPIA es prtiulr seD it is ler tht the polynomils of degree 1 in x hve extly one in(nite vurent rootF sf one sets the skewness s = deg t f D then α ∞ (f, s) = -q q 2 -1 F es seond exmpleD degreeE6 polynomil f over F 2 whih hs in(nite vurent roots of degrees 3, 2, 1, 0, -1 nd -2 hs α ∞ (f, 0) = -1.75F

Example 9.2.20. e speil lss of polynomils re those orresponding to C a,b urvesD whih were proposed for the pp in wtWWF sf 

f is C a,b polynomil nd if we denote = deg x f nd = deg t f 0 -deg f a D then for ll i ∈ [0, -1] we hve deg f i < deg f a + ( -i) b a F uppose tht C a,b polynomil f hd vurent root rF sf deg r < b a D then max{deg f i r i | i ∈ [1, ]} < deg f 0 F sf deg r ≥ a b then deg f a r a domintes
1 q I 1 q 2 1 q 2 H Constructing polynomials with many Laurent roots yne n esily hek thtD if polynomil f = i f i x i stis(es deg(f d ) = 0D deg(f d-1 ) = s for some s > 0 nd deg(f i ) < (d -i)s for ll i ∈ [0, d -2]D then f
hs vurent root of degree sF his n e generlized to up to d rootsF por ny edge (v i , i) ↔ (v j , j) of the xewton polygon we ll length the quntity |i -j|F

IQQ Proposition 9.2.21. (Section II.6,[Neu99]) If f ∈ F q [t][x] is a polynomial, each
edge of length 1 in the Newton polygon corresponds to an innite Laurent root for f . por exmpleD the polynomil f = x 7 + t 3 x 6 + t 5 x 5 + (t 6 + 1)x 4 + t 6 x 3 + (t 5 + t + 1)x 2 + t 3 x + 1 hs xewton polygon with 7 edges of length 1 nd therefore 7 in(nite vurent rootsF xote however tht the onverse of the roposition WFPFPI is flse in generlX polynomil might hve in(nite vurent roots whih nnot e ounted using the xewton polygonD eFgF for the polynomil f oveD f 1 := f (x+t 4 ) lso hs 7 in(nite vurent rootsD lthough its xewton polygon hs no edge of length 1F 9.3 Combining size, root and cancellation properties he previous setions identi(ed three elements whih 'et the sieve nd de(ned ssoited mesuresX σ for the size propertyD α for the root property nd α ∞ for the nelltion propertyF he list might e extended with other properties nd the quntifying funtions n e omined in di'erent fshions in order to ompre ritrry polynomilsF sn this setion we de(ne two generl purpose funtions sed on the three properties ove nd show their relevne through experimenttionF 9.3.1 Adapting Murphy's E to the FFS es (rst funtion whih ompres ritrry polynomilsD we dpt wurphy9s ED lredy used for the xp lgorithm @iqution 5.7D wurWWAF reuristillyD E uses hikmn9s ρ to pproximte the numer of reltions found y f nd g on sieving dominF

Denition 9.3.1. vet f, g ∈ F q [t][x] e two irreduile polynomilsD s n integer lled skewness prmeterD e hlf integer lled sieve prmeter nd β n integer lled smoothness oundF vet D(s, e) e the set of oprime pirs (a, b)

∈ F q [t] 2 suh tht 0 ≤ deg(a) ≤ e + s 2 nd 0 ≤ deg(b) ≤ e -s 2 F e de(neX E(f, g, s, e, β) = (a,b)∈D(s,e) ρ deg F (a, b) + α(f ) β • ρ deg G(a, b) + α(g) β .
nlike the sitution in the xp seD where E must e pproximted y numerE il methodsD in the se of the pp one n ompute E in polynomil time with respet to deg(f )D deg(g) nd e + |s|F xote tht ρ n e evluted in polynomil time to ny preision on the intervl whih is relevnt in this formulF e rell tht we fous in this hpter on the se where the polynomil g is linerD s in tvHPF wore preiselyD we ssume tht g = g 1 x + g 0 is hosen with g 0 of muh higher degree thn g 1 F sn this seD the lgorithm goes s followsX IF ompute the vurent roots of f up to d(e + s 2 ) + deg t f termsY le WFIX ghoosing the est skewness using EF he prmeters re set to e = 24.5 nd β = 22F s -1 1 3 5 7 10 -5 E(f, g, s, e, β) 2.54 3.31 3.46 2.88 2.12 PF for eh

d a ≤ e + s 2 D d b ≤ e -s 2 nd i ∈ ND use vemm WFPFIV to ompute the numer n(d a , d b , i) of pirs (a, b) suh tht deg(a) = d a D deg(b) = d b nd deg(F (a, b)) = iY QF ompute da,d b ,i n(d a , d b , i)ρ i + α(f ) β • ρ d b + deg g 0 + α(g) β .
@WFPPA yne n use wurphy9s E to hoose the optiml skewness orresponding to pir (f, g) of polynomilsF Example 9.3.2. gonsider for instne the two polynomils used for the omputE tion of the disrete logrithm in GF (2 619 )X f = x 6 +(t 2 +t+1)x 5 +(t 2 +t)xCHxISP nd g = xt 104 -0xTd written in hexdeiml 1 nottion ffh + IPF hey used the smoothness ound 22 nd most of the omputtions were done using speilE 9s (q, r) with deg q = 25F he pirs (a, b) onsidered for eh speilE were (ia 0 + ja 1 , ib 0 + jb 1 ) with (a 0 , b 0 ) nd (a 1 , b 1 ) two pirs on the speilE lttie nd i, j were polynomils of degree t most 12F reneD the pirs xote though tht in ffh + IP one strted y experimentlly hoosing the est skewness for polynomils of given ound on the degreesF hen they seleted polyE nomils whihD for given vlue of sD minimize the vlue of epsilonD the funtion tht we de(ne elowF An alternative to E: Epsilon ell tht σ is the degree of the norm when no nelltion oursD α is the degree gined due to the modulr roots nd α ∞ is the degree gined thnks to nelltionsF st seems nturl tht their sum is the degree of polynomil whih hs the sme skewness proility s F (a, b) for n verge pir (a, b) on the sieving dominF Denition 9.3.3. por polynomil f ∈ F q [t][x]D skewness prmeter s nd sieve prmeter eD we ll epsilon the following verge degree

(f, s, e) = α(f ) + α ∞ (f, s) + σ(f, s, e).
1 Each polynomial of F 2 [t], = i i t i with i ∈ {0, 1}, is represented by base-16 notation of the integer i i 2 i . ipsilon n e used to estimte the speedup of polynomil with good propE ertiesF por exmple if the smoothness ound is 28 nd two polynomils hve the vlue of epsilon equl to 107 nd 109 respetivelyD then we expet speedup of ρ(107/28)/ρ(109/28) ≈ 1.19F

Comparing and E ine the steps neessry in the omputtion of re eqully used when evluting ED in prtie epsilon is fster to ompute thn EF he dvntge of E is tht it is more preiseD ut the experiments of the next setion will show tht epsilon is relile enoughF 9.3.2 Experimental validation he implementtion used in the experiments is the one desried in hqIQD whih is freely ville t fpq + HWF o our knowledgeD no other pressEEutton implementtion of the pp is pulily villeF sn dditionD this implementtion does reltively few modi(tions whih ould loose reltionsD mking theoretil study inextF he relElife e0ieny of polynomil is mesured either y the numer of reltions per seondD y the totl numer of reltionsD or s the verge numer of reltions per speilEF e kept the lst one s mesure of e0ieny sine the softwre o'ers n option to relily mesure it nd euse it onsiders only the polynomil properties rther thn the implementtion qulityF Experiment 9.3.4. e seleted smple of polynomils f fter evluting epsilon for rnge of polynomils onsidered one fter nother in lexiogrphil order strting from x 6 + (t 2 + t + 1)x 5 + (t 3 + t 2 + t + 1)x 3 + tx + t 11 F xote tht the hoie of the strting point gurntees tht the polynomils onsidered hve t lest one in(nite vurent rootF ine the distriution of epsilon ws tht of pigure WFPD pigure WFQX ipsilon nd sieve e0ieny for the polynomils f in ixperiment WFQFRF he funtion h is funtion of type a + bx + c log xD with no speil signi(neF most of the polynomils tested hd vlues of epsilon in nrrow intervlF his led us to selet only one polynomil in eh intervl of length 0.01D to totl of 119 polynomilsF xext we extended the smple with 60 polynomils strting from x 6 + t 3 x 5 + (t 5 + 1)x 4 + t 6 x 3 + t 6 + 1F por eh polynomil f we ssoited rndom moni liner polynomil g suited for ppD hving degree in t equl to 104F sndeedD s shown in heorem WFPFIQ nd in setion WFPFQ respetivelyD liner polynomil hve the sme vlues of α nd α ∞ respetivelyF e set the prmeters s followsX s = t = 12D f0 = f1 = 22D lp0 = lp1 = 28D thresh0 = thresh1 = 100D sqside = 1F he polynomils q used in the speilE tehnique were the (rst irreduile ones strting from t 25 F e lled the option relilenrels whih tests s mny vlues of q s needed in order to otin mesurement error of ±3% with on(dene level of 95%F he skewness prmeter ws set to S = 3 euseD for the (nite (elds where the degreeE6 polynomils re optimlD this is sensile hoieF pinllyD the prmeter sqt ws set to 1 so thtD for most speilE9sD the sieving domin ws suh tht deg a ≤ 26 nd deg b ≤ 23F he results plotted in pigure WFQ indite tht the sieve e0ieny is not fr from stritly deresing funtion of epsilonF o illustrtes thisD we plotted deresing funtion tht (ts our resultsD suh tht the reltive error of our mesurements is lwys less thn 5%F pinllyD one n see tht sensile hoie of the polynomil n sve ftor 2 in the sieve time when ompred to d hoieF IQU le WFPX sn)uene of the liner polynomils g on the sieve e0ienyF f = f + f 0 nd g = g + g 00 with f nd g given in setion WFQFQF 

f 0 g 00 smll ftors of Res(f, g) e0ieny @relsGsqA 0x19 0xP - 3.3 0x12 0xf - 3.4 0x12 0xV - 3.4 0x12 0xe t • (t + 1) 3.5 0x12 0xH t • (t + 1) 3.5 0x12 0x t • (t + 1) • (t 3 + t 2 + 1) 3.5 0x1e 0x t • (t + 1) • (t 3 + t + 1) • (t 6 + • • • ) 3.6 9 
. vet f = x 2 -t 2 (t + 1)D g 1 = x -(t 2 + t) 7 nd g 2 = x -(t 2 + t + 1) 7 F vet F D G 1 nd G 2 e the homogeniztions of f D g 1 nd g 2 respetivelyF xote thtD for oprime pirs (a, b) ∈ F q [t]D F (a, b
) is divisile y t if nd only if a ≡ 0 mod tF por these pirs we hve G 1 (a, b) ≡ 0 mod t wheres G 2 (a, b) ≡ 0 mod tF sn shortD g 1 inreses the numer of douly smooth pirs wheres g 2 tht of pirs whih re smooth on the rtionl or the lgeri sideD ut not on othF sf deg x g = 1D then every prime power k of Res(f, g) implies orreltion etween the events k | F (a, b) nd k | G(a, b) on domin of pirs (a, b)F le WFP summrizes n experiment in whih we ompred di'erent pirs (f, g) with f hving similr vlues of F e seleted three polynomils f of the form f = f + f 0 with f = x 6 + tx 5 + (t + 1)x 4 + (t 2 + t + 1)x 3 nd we ssoited to eh one liner polynomil g of the form g = g + g 00 with g = xt 104t 14 + t 13 + t 11 + t 10 + t 8 F snsted of imposing tht Res(f, g) hs n irreduile ftor of degree 619 s in the previous experimentD we imed to (nd polynomils g suh tht Res(f, g) hs (rst noD then mnyD smll ftorsF he experiment indited tht the orreltion property explins prt of the error oserved in ixperiment WFQFRD ringing it lose to 3%D whih is equl to our mesurement errorF ine it is esy to ssoite mny liner polynomils g to unique f nd sine liner polynomils hve the sme vlue of epsilonD it is interesting to selet g suh tht Res(f, g) hs mny smll ftorsF xeverthelessD f nd g re hosen suh tht Res(f, g) hs degree d( n d + 1) nd we require n irreduile ftor of degree nD leving little room for dditionl ftorsF woreoverD when f imposes n extr ftor to Res(f, g) @for exmple y hving 1 projetive nd q 0ne roots modulo tAD depending on the ongruene of n modulo dD it n e impossile to hoose g of optiml degree in tF ee WFSFP for n exmpleF 9.3.4 A sieving procedure for alpha efter we showed the relevne of epsilonD the polynomil seletion omes to evlE uting epsilon on lrge set of polynomilsF yne n try vrious rnges of polyE nomils f = f i x i D given y some degree ounds on their oe0ients f i D whih optimize sigm ndGor impose numer of vurent rootsD s shown in WFPFQF he most timeEonsuming prt of the omputtionsD the evlution of lphD n e done on eh rnge y sieving proedureF he ide is thtD for eh irreduile polynomil ∈ F q [t]D we ompute α for ll the residue polynomils f of F q [t][x] modulo nd then we updte the vlues of α for ll the polynomils f in the rngeF vet dD e 0 , . . . , e d-1 nd e d e integersF e onsider the rnge of the polynomils for k in [1..k 0 ] nd r in residues@ k A do 5: hespite the possiility of dding new tehnilitiesD the inseprle polynomils hve een preferred in two reord omputtions r + IHD rIPF woreoverD the goppersmith lgorithmD implemented in hoHQD n e seen s prtiulr se of the ppD using inseprle polynomilsF sn order to present the gopE persmith lgorithm from this point of view nd in order to ompre inseprle polynomils to seprle onesD we strt with their de(nitionD followed y their min propertiesF Denition 9.4.1. en irreduile nonEonstnt polynomil f ∈ F q [t][x] is sid inseprle if f = 0D where f denotes the derivtive with respet to xF por every inseprle polynomil f D there exists power of the hrteristi of

f = d i=0 f i x i ∈ F q [t][x] suh tht for i ∈ [0, d]D deg t f i ≤ e i F
for (f 1 , f 0 ) in T suh tht f 1 r + f 0 ≡ -d i=2 f i r i mod k do 6: f ← d i=0 f i x i 7: if k < k 0 then 8: α (f ) ← α (f ) -deg( ) N( ) 1-k N( )+1 9: else 10: α (f ) ← α (f ) -deg( ) N( ) 2-k N( ) 2 -
F q D dD nd polynomil f ∈ F q [t][x] suh tht f = f (x d ) nd f = 0F
his simple property llows us to ftor ny irreduile polynomil in the funtion (eld of f in two stepsF pirst we ftor in the funtion (eld of f D then we further ftor every prime idel l of f F he min dvntge is tht some prime idel ftoriztion lgorithms work only for seprle polynomils @for exmple wgm fgWU implements the funtion (elds only in the se of seprle polynomilsAF he ftoriztion of the idels l of f in the funtion (eld of f is esy using the following resultF Proposition 9.4.2. (Corollary X.1.8,[Lor96]) Let p > 0 be a prime and q and d two powers of p. Let K/F q (t) be a function eld. Let K/ K be an extension of polynomial x dθ 1 with θ 1 ∈ K. Then every prime ideal l of K decomposes as

lO K = L d @WFPQA
for a prime ideal L such that L O K = l.

sn the pp lgorithmD it is required to ompute for eh smooth element abθ of the funtion (eld of f D the vlution of every prime idel L in the ftor seF por thisD we strt y ftoring (abθ) d in the integer ring of the funtion (eld

K of f X (a -bθ) d O K = (a d -b d θ 1 )O K = i l e i i nd then we otin (a -bθ)O K = i L e i i where the L i re suh tht l i O K = L d i F
9.4.2 Speed-up in the FFS due to the inseparability Denition 9.4.3. vet f nd g e two polynomils of F q [t][x] suh tht Res(f, g)

hs n irreduile ftor of degree nF essume tht deg x g = 1 nd write f = f (x d ) for seprle polynomil f nd some integer d whih is either 1 or power of hr@F q AF e ll free reltion ny irreduile polynomil

∈ F q [t] suh tht Disc( f )f d nd (f mod F q [t][x]
) splits into degreeE1 ftorsF glerly eh free reltion of norm less thn the smoothness ound retes n dditive eqution etween the virtul logrithms of the idels in the ftor seF he numer of free reltions is given y gheotrev9s heorem s followsF pirst note thtD due to roposition WFRFPD polynomil is free reltion for f if nd only if it is free reltion for f F henD the proportion of free reltions mong the irE reduile polynomils isD ording to gheotrev9s heorem @see gorollry QFIFQAD symptotilly equl to the inverse of the rdinlity of the qlois group of the splitting (eld of f F gll N the numer of moni irreduile polynomils in F q [t] of degree less thn the smoothness oundF henD the numer of free reltions isX

#{free reltions} = N # Gal( f ) .
@WFPRA e ompre this to the rdinlity of the ftor seF ine the rdinlity of the rtionl side is N nd f hs s mny idels s f D it is enough to evlute the rdinlity of the lgeri sideF eording to gheotrev9s heoremD the numer of pirs ( , r) suh tht f Coppersmith algorithm he se d = 8 nd deg f = 1 orresponds to the goppersmith lgorithmF sndeedD sine hlf of the reltions re free reltionsD the sieve is elerted y ftor of 2F woreoverD sine deg( f ) = 1D the free reltions re prtiulrly simpleD linking extly one element in the rtionl side to one element in the lgeri side of the ftor se @roposition WFRFPAF herefore one n rewrite the reltions using only the elements in the rtionl sideD hene speeding up the liner lger step y ftor of 4F

Root property of inseparable polynomials

hespite the ft tht the inseprle polynomils re reltively fewD eing possile to exhustively test themD it hs its own interest to understnd why inseprle polynomils hve d root property nd in prtiulrD why the lph vlue of mny polynomils used in the goppersmith lgorithm is 2F xote tht our proof tht lph onverges overs only the se of seprle polynomilsF sn this setion we give some results on their root propertyF pirstD the numer of pirs ( , r) with irreduile nd r polynomil of degree less thn deg( ) suh tht f (r) ≡ 0 mod hs nrrower rnge of vlues thn it does for the seprle polynomilsF sndeedD s shown y the following resultD this numer orresponds to the numer of roots of f F he ounds in heorem WFPFISD Lemma 9.4.6. Let f be a linear polynomial of F q [t][x], d a power of the characteristic of F q and put f = f (x d ). Assume that there is no pair of polynomials and r with irreducible and r of degree less than that of 2 such that f (r) ≡ 0 mod 2 . Then we have

α(f ) α ∞ (f, s) σ(f, s, e) (f
α(f ) = 2 q -1 .
Proof. fy vemm WFRFRD for ll D f hs extly n = 1 0ne or projetive roots modulo F fy gorollry WFPFWD for ll irreduile polynomil we hve

α (f ) = deg 1 N( ) -1 - 1 N( ) N( ) N( ) + 1 = 2 deg q 2 deg -1 . rene we otin α(f ) = 2 k≥1 kI k q 2k -1
with I k the numer of irreduile moni polynomils of degree k in F q [t]F he sum in the prenthesis ws omputed in roposition WFPFIQ nd equls 1/(q -1)F his ompletes the lultionsF 9.5 Applications to some examples in the literature 9.5.1 Thomé's record using the Coppersmith algorithm homé hoHQ solved the disrete logrithm prolem in F 2 607 using the gopperE smith lgorithmF pollowing this lgorithmD one sets g = xt 152 nd f = x 4 + tλ for polynomil λ ∈ F q [t] suh tht t 607 + λ is irreduileF he polynomil λ 0 = t 9 + t 7 + t 6 + t 3 + t + 1 used y homé minimizes the degree of λF sf one serhes for n lterntiveD it is neessry to inrese deg t f D ut this is possile without 'eting muh the size propertyF sndeedD the sensile hoie is to set the skewness s to 7D so sigm does not vry muh if one inreses deg f 0 F fy testing the polynomils λ with deg λ ≤ 18D we determined tht the est lph orresponds to f 1 = x 4 +t(t 16 +t 12 +t 11 +t 7 +t 4 +1)F e ompre the two polynomils in le WFR using the funtions de(ned in this rtile s well s the sieve e0ieny mesured with the implementtion of hqIQ nd the prmeters in ixperiment WFQFRF e onlude tht the new polynomil for the goppersmith lgorithm otins 23% more reltions for the sme sieved dominF is less thn 0.5F he est 10 vlues for with skewness s = 0 nd sieve prmeter e = 24.5 were ll otined for polynomils f with deg t f = 2F he est vlue ws tht of f 3 = (t 2 + t)x 5 + (t 2 + t + 1)x 4 + (t + 1)x 3 + t 2 x 2 + t 2 x + t 2 F e ould not ssoite liner polynomil g with deg t g = 121 euse Res(f, g) is lwys divisile y t @see WFQFQ for more detilsAD hene we took g 3 = x + t 122 + t 13 + t 11 + t 6 + t 5 + t 3 + t 2 F he est f for whih we ould selet liner polynomil g of degree 121 ws f 4 = (t 2 + t + 1)x 5 + (t 2 + t + 1)x 4 + x 3 + (t 2 + t + 1)x 2 + (t 2 + t + 1)x + t 2 + tD for whih we took g 4 = x + t 121 + t 12 + t 11 + t 8 + t 6 + t 2 + 1F sn le WFS we ompre (f 3 , g 3 ) nd (f 4 , g 4 ) to (f 2 , g 2 )F xote lso tht ll the polynomils f tested hve smll genusD whih ould explin the smll vrine of lph when deg t f ≤ 2F e onlude tht

• the new polynomil otins 15% more reltions for the sme sieved domin thn the polynomil used y toux nd verierF

• the new polynomil is 2.5 times more e'etive thn homé9s polynomil fter we tke into ount the di'erene etween pp nd the goppersmith lgoE rithmF sndeedD with the new polynomil we otined 5 times more reltions thn with homé9s polynomilF e divide this y 2D sine goppersmith9s lgorithm requires 2 times less reltionsD s shown in le WFQF 9.5.3 Joux-Lercier's two rational side variant sn this hpter we foussed on the lssil vrint of ppF e short omprison with the wo rtionl side vrint in etion SFR is s followsF pirstD the polynomils whih re expeted to e smoothD F (a, b) for the lssil vrint nd the x nd yEsides in iqution @SFIRA for the two rtionl side vrintD hve the sme degree s shown y iqutions @SFPIA nd @WFIAF vet us next onsider the root propertyF e renme t the vrile y in the wo rtionl side vrintF e ll f = γ 2 (x)t nd g = xγ 1 (t)F he onsidertions due to the size property impose tht f hs the sme degree in the two vrintsF yne n hek tht the x ndD respetively yEsideD of pir (a, b) in the lgorithm re Res x (g, a-bx) nd respetively Res t (f, a-bx)F ine the yEsideD Res x (g, a-bx) orresponds to the norm of the liner polynomil in the lssil versionD no root property n e imposed on this sideF he xEsideD Res t (f, abx) nnot e esily e seen s norm of n element of funtion (eld over F q (t)D so our nlysis does not pplyF xeverthelessD the numer of hoies of f is very limitedF por exmpleD there re 2 6 possile hoies for f suh tht deg x f = 6F 9.5.4 Records on pairing-friendly curves he (elds F 3 6n re of prtiulr interest in ryptogrphy s one n rek the ryptosystems whih use piringEfriendly urves over F 3 n y solvE ing the disrete logrithm prolem in F 3 6n F he reently proposed lgoE rithms touIQDtouIQDqqwIQ nd fqtIQ proved to e very fst for the (elds of omposite degreeF st rendered pp osolete in this se nd drstilly redued the seurity of these urvesD s ws noted in ewyrIQF his setion is lso interesting for illustrting the ehviour seprle polynomilsF hese (elds llow us to run the pp with se (eld F 3 d with d = 2, 3 or 6F rene we ollet oprime pirs (a, b) of polynomils in F 3 d [t] suh tht oth F (a, b) nd G(a, b) ftor into smll degree polynomils of F 3 d [t]F he qlois vrint tvHT onsists in hoosing the polynomils f nd g to hve their oe0ients in F 3 [t] rther thn F 3 d [t]F sts min dvntge is thtD due to qlois propertiesD the ftor se is redued y ftor of dF ryshi et al. r + IH used the se (eld F 3 6 nd the polynomil f i = x 6 + t to rek urves over F 3 71 F wo yers lterD ryshi et al. rIP used the se (eld F 3 3 nd gin f i = x 6 + t to rek ryptosystems over F 3 97 F ine the polynomil f i is inseprleD s explined in WFRFPD one qurter of the reltions olleted y the pp re freeF his roughly trnsltes into 4/3Efold speedup with respet to the seprle polynomils hving the sme sieve e0ienyF xote tht f i hs the est epsilon mong the 486 inseprle polynomils f in

F 3 [t][x] with deg t f ≤ 1 nd deg x f = 6F
e etter hoie n e only seprle polynomil with etter e0ienyF ine the e0ieny of polynomil depends on the se (eld of the ftor seD we distinguish the se of F 3 from the se of F 3 d with d = 2, 3 or 6F Experiment 9.5.2. le WFUX he vlues of lph with respet to di'erent se (eldF he nottion α(f, F q ) denotes log(q)/ log(2) • α(f ) with lph orresponding to the (eld F q F ine lph hs smll vrine on the polynomils tested in ixperiment WFSFPD we lso onsider the seprle polynomil f s = x 6x 2 + (t 8 + t 6t 4 + t 2 + 1)D whih is well suited when the skewness prmeter is set to 1F le WFT ompres f s nd f s to f i for rndomly hosen liner polynomilsF sn the se when the se (eld is F 3 6 nd F 3 3 the evlution of lph is slowerD with ftor of 200 ompred to the se of F 3 6 F xote (rst tht the polynomil f s D whose root property over F 3 is etter thn tht of f i D hs poorer vlue of lph when the se (eld is F 3 6 F sn le WFU we use log q log 2 × α s n lterntive of lph whih llows us to ompre polynomils f with oe0ients in di'erent rings F q [t]F he vlues of lph re pproximted y onsidering only the ontriution of t most 1000 irreduile polynomils in F 3 d with d = 1, 2, 3 or 6F xote tht the vlues of log q log 2 × α re lose to eh other when q = 3 6 F his opens the question of how does the distriution of lph evolve when we ompute it with respet to ftor se in F 3 6 [t] ut for whih the polynomils f re in F 3 [t][x]F

F f α(f, F 3 ) α(f, F 3 2 ) α(f, F 3 3 ) α(f, F 3 6 ) f i 2.

Conclusion

smproving on toux nd verier9s method of polynomil seletion tvHPD we noted tht unique polynomil f n e used to solve the disrete logrithm prolem on rnge of inputsF ine the seletion of f n e seen s preomputtionD we developed series of funtions whih ompre ritrry polynomils nd whih re muh fster thn diretly testing the sieve e0ienyF sn prtiulr we otined sieving proedure for omputing lphD the funtion whih mesures the root property nd we de(ned funtion for mesuring the nelltion propertyF he se of inseprle polynomils ws of prtiulr interest s it hs no equivlent notion in the xp worldF e showed tht inseprle polynomils hve the dvntge of lrge numer of free reltionsD ut most of the inseprle polynomils hve d root propertyF he lst setion pplied the new funtions to some reords in the litertureF e onluded tht the inseprle polynomils o'er etter e0ieny for the exmples we onsideredF sn prtiulrD we sw n exmple where goppersmith9s lgorithm @pp with totly inseprle polynomilsA is 2.5 times slower thn ppF ine our experiments did not onsider the se of vlues of q other thn 2 nd 3D we nnot deide if the seprle polynomils re more e'etive for lrger se (eldsD eFgF q = 3 6 F Chapter 10 A quasi-polynomial algorithm for discrete logarithm in nite elds of small characteristic We conclude this part with an algorithm that is not a variant of FFS although during its genesis it originally was. This comes in continuation to recent progress made in 2013 by Joux [Jou13a], Joux [Jou13b] and Gölo §lu and others [GGMZ13]. In a joint work with Joux, Gaudry and Thomé [BGJT13] we nally showed that under reasonable heuristics one can solve the DLP in nite elds of small characteristic in a quasipolynomial time. As a nice bonus, this algorithm no longer makes use of function eld theory and is not more complicated than the algorithms that we called basic in Chapter 5.

We organize the chapter as follows. We start with a short recapitulation of the recent progress on the topic. We then present the setting and we show how to compute the discrete logarithms of the factor base in polynomial time. We then state the main result and show how to perform each descent step. We conclude with arguments in support of our assumptions and we measure the consequences of a slightly stronger assumption. @IHFIA reneD if (A, B) is pir suh tht the yEside is DEsmoothD then we otin for free q -2 other pirs with the sme propertyF hen olleting reltions for ppD we strt y trying rndom vlues of A nd B until the yEside is DEsmoothF xext we otin q-2 more pirs (A, B) y mpli(tion ndD for eh pir (A, B)D we test the DEsmoothness of the xEsideF toux further proposed the soElled uummer vrintD whih suits those vlues of k where we n set γ 1 (y) = y d 2 nd γ 2 (x) = x d 1 /α for some prmeters d 1 D d 2 nd αF por this hoie of γ 1 nd γ 2 D oth the x nd the yEsides remin DEsmooth when we mplify doulyEsmooth pir (A, B)F qölo §luD qrngerD wquire nd umrägel qqwIQ further improved the se of (elds F q k when q is power of 2F he ftor se is formed of degree 1 polynomilsD whih orresponds to tking prmeter D = 1 in ppF he sieving spe re the polynomil pirs (A, B) = (a + x, bx + c)F he most surprising result is tht the reltion olletion stge tkes polynomil time when q ≈ k nd k hs onstnt divisor k ≥ 3F sndeedD they set γ 2 (x) = x q nd they impose tht the degree of γ 1 (y) is ounded y onstntY let us fous on the se γ 1 (y) = h 01 y + h 00 F ine for ll a ∈ F q k we hve (y + a) q = x + a q we n restrit the ftor se to the polynomils in xF he polynomil seletion onsists in hoosing h 00 , h 01 ∈ F q k suh tht x q -(h 01 x + h 00 ) hs n irreduile ftor of degree k/k F sn the reltion olletion stgeD the degree of the yEside is ounded y onstntD so it hs onstnt proility to e 1EsmoothF yn the other hndD for ny pir (A, B) = (x + a, bx + c)D the xEside is polynomil of very speil formX x q+1 + ax q + bx + cF fy heorem 1 in ruIH polynomil of this form hs proility of pproximtively 1/q 3 to e 1Esmooth insted of ρ(q + 1) ≈ q -q(1+o(1)) s expeted for rndom polynomil of the sme degreeF sn prtiulrD the nlysis done in ghpter W does not pply here euse the polynomils A nd B re liner wheres we ssumed deg A, deg B → ∞F toux touIQ independently otins similr resultsD ut he invents new deE sent tehnique whih leds to L(1/4 + o(1)) lgorithmF es in the previous lgorithm he uses ftor se omposed of degree 1 polynomils in xF es in the previous lgorithm the est se is when q ≈ k nd k hs onstnt diviE sor k whih here n e equl to 2F he polynomil seletion stge serhes for h 00 , h 01 , h 10 , h 11 ∈ F q k suh tht the numertor of x qh 01 x+h 00 h 11 x+h 10 hs degree k/k irreduile ftorF fut toux9s lgorithm is not vrint of pp sine no polyE nomils γ 1 nd γ 2 re mde expliitF woreoverD the reltion olletion stge in polynomil time is hieved y di'erent tehnique lled systemti equtionsD tht we desrie in detil in etion IHFRF he desent is done in three stepsX

• moothingD lso lled ignition of the desent in etion TFTFP or ontinued frtion method in ewyrIQF he smoothing ound is tuned so tht the smoothness proility is L(1/4) -1 F

• glssil desent y speilEF rere we mke use of two polynomils γ 1 nd γ 2 s in the two rtionl side ppD ut we do not mke them expliitF his llows to use the sme tehnique s in ppF

• filiner system desent mking use of qröner sisF es in the speilE desent we express the logrithm of degree m polynomil with respet to degree md polynomils with d = log q L(1/4) F e end the desent t the polynomils of degree 2F hesending from degree 2 to degree 1 nnot e done y qröner sisD ut toux proposed di'erent tehnique whih will e generlized in etion IHFUF 10.2 Our results

sn the present hpterD we present new disrete logrithm lgorithmD in the sme vein s in touIQ tht uses n symptotilly more e0ient desent pprohF he min result gives quasi-polynomial heuristi omplexity for the hv in (nite (eld of smll hrteristiF fy qusiEpolynomilD we men omplexity of type n O(log n) where n is the itEsize of the rdinlity of the (nite (eldF uh omplexity is smller thn ny L(ε) for > 0F st remins superEpolynomil in the size of the inputD ut o'ers mjor symptoti improvement ompred to L(1/4 + o(1))F he key fetures of our lgorithm re the followingF

• e keep the (eld representtion nd the systemti equtions of touIQF

• he lgorithmi uilding loks re elementryF sn prtiulrD we void the use of qröner sis lgorithmsF

• he omplexity result relies on three key heuristisX the existene of polyE nomil representtion of the pproprite formY the ft tht the smoothness proilities of some nonEuniformly distriuted polynomils re similr to the proilities for uniformly rndom polynomils of the sme degreeY nd the liner independene of some (nite (eld elements relted to the tion of PGL 2 (F q )F he heuristis re very lose to the ones used in touIQ nd we will ompleE ment them with disussion in etion IHFVF elthough we insist on the se of (nite (elds of very smll hrteristiD where qusiEpolynomil omplexity is otined ompred to the previous L(1/4 + o(1))D our new lgorithm improves the omplexity of disrete logrithm omputtions in the whole rnge of pplition for pp exept for the middle prime seD iFeFD q = L Q (1/3)F wore preiselyD in (nite (elds of the form F Q D where Q = q k nd q grows s L Q (α)D the omplexity eomes L Q (α + o(1))F es onsequeneD our lgorithm is symptotilly fster thn the puntion pield ieve lgorithm in lmost ll the rnge previously overed y this lgorithmF henever α < 1/3D our new lgorithm o'ers the smllest omplexityF por the limiting se L(1/3, c)D the funtion (eld sieve remins more e0ient for smll vlues of cD nd the numer (eld sieve is etter for lrge vlues of c @see tvHTAF 10.3 Setting e strt y desriing the setting in whih our lgorithm ppliesF e mke the sme onstrution s in touIQ ut we pply it to ny (eld F q k with q smller thn L q k (1/3, •)F vet us onsider (rst the se k ≤ q + δ for onstnt δF e will give lter heuristi rguments tht one n lwys use δ = 2 ut ny onstnt is enough for our resultF e try rndom polynomils h 0 (X) nd h 1 (X) of degree t most δ in F q 2 until h 1 X qh 0 hs degree k irreduile ftor ϕ(X)F e represent

K = F q 2k s K = F q 2 [X]/ϕ(X) ∼ = F q 2k .
vet us next onsider the se k > q + δF hen we reple q y suitle q nd ompute disrete logrithms in F (q ) 2k D whih oinide with disrete logrithms in F q 2k F e will see in etion IHFT tht this hs little impt on the omplexityF 10.4 Logarithms of the factor base e ll x root of ϕ in F q 2k nd note the following equlityX

x q = h 0 (x) h 1 (x) .
@IHFPA e de(ne the ftor se s the set of elements in F q 2k whih n e written s moni degree 1 polynomils in x to whih we dd h 1 (x)

F = x + a | a ∈ F q 2 {h 1 (x)}.
@IHFQA e ompute the disrete logs of elements in the ftor se s followsF gonsider the systematic equation

Y q -Y = (α:β)∈P 1 (Fq) (βY -α), @IHFRA
where the representtives of P 1 (F q ) re hosen so tht the rightEhnd side is indeed moniF por ll qudruples (a, b, c, d) ∈ F q 2 with (a, b) = (0, 0) nd (c, d) = (0, 0) we sustitute ax+b cx+d to Y in the systemti eqution nd we multiply y

(cx + d) q+1 X (ax + b) q (cx + d) -(ax + b)(cx + d) q = (α:β)∈P 1 (Fq) β(ax + b) -α(cx + d) . @IHFSA
hue to iqution @IHFPAD we n lso write the left hnd memer s followsX

ãh 0 h 1 + b (cx + d) - ch 0 h 1 + d (ax + b) = (ax + b) q (cx + d) -(ax + b)(cx + d) q ,
@IHFTA where ã = a q D b = b q D c = c q nd d = d q F 10.5. MAIN RESULT ISI reneD to eh qudruple (a, b, c, d) one otinsX

ã h 0 h 1 + b (cx + d) - ch 0 h 1 + d (ax + b) = (α:β)∈P 1 (Fq) β(ax + b) -α(cx + d) .
@IHFUA e strt the lgorithm y olleting #F suh reltions for whih the left hnd memer is 1Esmooth nd writing down orresponding equtions in terms of the disrete logrithmsF sf the otined liner system n e solvedD we otin the disrete logrithms of the elements in the ftor seF row mny distint equtions re therec vet us ssoite to eh qudruple give trivil reltion in iqution @IHFSAF yne n hek tht two qudruples give the sme right hnd memer in iqution @IHFSA if nd only if their ssoited mtries hve the sme lss in P q := PGL(2, F q 2 )/PGL(2, F q )F ineD for ll (elds κD PGL(2, κ) hs #κ 3 -#κ elementsD there re q 3 + q qudruples to onsiderF he numertor of (ã

h 0 h 1 + b)(cX + d) -(c h 0 h 1 + d)(aX + b)D ll it
LD hs degree less thn or equl to δ + 1F nder the heuristi ssumption tht it hs the sme smoothness proility s rndom polynomil of degree δ + 1D there re pproximtively (q 3 + q)/(δ + 1)! qudruples (a, b, c, d) for whih L is 1EsmoothF ine the system hs q 2 unknowns nd Θ(q 3 ) equtionsD we mke the heuristi ssumption tht its ssoited mtrix hs full rnkF yne ompletes the ompuE ttion y solving the liner systemF his n e done either with sprse mtrix tehniques @see etion TFQFRA or with qussin elimintionD depending on the exponent ω of the mtrix multiplition omplexityF 1 sf one uses sprse mtrix tehniquesD one hs omplexity of O(q 5 )F sndeedD the size of the mtrix is q 2 !we use #F ≈ q 2 rows of the mtrix in order to otin squre mtrixF he numer of nonEzero entries per row is t most q + 3 + δX one for h 1 (x)D δ + 1 ftors in LD nd q + 1 ftors in the right hnd memer of iqution @IHFUAF 10.5 Main result Proposition 10.5.1. Under plausible heuristics, there exists an algorithm that takes as input a eld K as above, and a polynomial P (X) of degree D ≤ k over F q 2 and returns a linear relation between the discrete logarithm of P in K and the discrete logarithms of O(q 2 D) polynomials of degree less than max(2, D/2 ) in time bounded by a polynomial in q and D.

he lgorithm is given in the next setionF e (rst show how to use this s uilding lok for omplete disrete logrithm lgorithmF vet P e n element of K for whih we wnt to ompute the disrete logrithmF e n ssume tht P is represented y polynomil of degree less thn k over F q 2 F e strt y pplying the lgorithm of roposition IHFSFI to P F e otin reltion of the form log P = e i log P i ,

1 The idea of dense matrix techniques was suggested to us by Dan Bernstein.

where the sum hs t most κq 2 k terms for onstnt κ nd the P i 9s hve degree less thn deg P/2 F henD we pply reursively the lgorithm to the P i 9sD thus reting desent proedure where t eh stepD given element P is expressed s produt of elementsD whose degree is t most hlf the degree of P @rounded upA nd the rity of the desent tree is in O(q 2 k)F et the end of the proessD the logrithm of P is expressed s liner omiE ntion of the logrithms of liner polynomilsF sn etion IHFR we showed tht these n e omputed in polynomil time in qF o we re left with the omplexity nlysis of the desent proessF ih internl node of the desent tree orresponds to one pplition of the lgorithm of roposition IHFSFID therefore eh internl node hs ost whih is ounded y polynomil in q nd kF he totl ost of the desent is therefore ounded y the numer of nodes in the desent tree times polynomil in q nd kF he depth of the desent tree is in O(log k)F et the iEth depthElevelD we hve t most (κq 2 k) i polynomilsF hereforeD the numer of internl nodes is ounded y (q 2 k) O(log k) F ine ny polynomil in q nd k is sored in the O() nottion in the exponentD we otin the following resultF Theorem 10.5.2. Assuming the same heuristics as in Proposition 10.5.1, any discrete logarithm in K can be computed in time bounded by max(q, k) O(log k) .

Consequences for various ranges of parameters

Case where q is polynomial in the input size. essume q = (log Q) O(1) F sf k ≤ q + δ we n pply diretly the lgorithmF ine k log q = log Q nd sine we re in the se q = log Q O(1) we otin max(q, k) log k ≤ 2 O((log log Q) 2 ) F sf k > q + δ we put q = q log q k nd pply the lgorithm to F q 2k F xote tht q ≤ kq ≤ (log Q) O(1) F hen the omplexity is max(k, q ) O(log k) F e otin omplexity max(q, k) O(log k) ≤ 2 O((log log Q) 2 ) with onstnt hidden in O() whih is lrger thn in the previous seF st is worth emphsizing tht the se K = F 2 n for prime n orresponds to this seF Case where q = L q k (α). sf the hrteristi of the se (eld is not so smll ompred to the extension degreeD the omplexity of our lgorithm does not keep its nie qusiEpolynomil formF roweverD in lmost the whole rnge of ppliility of the puntion pield ieve lgorithmD our lgorithm is symptotilly etter thn ppF ith our hypothesisD log q = (log Q) α (log log Q) 1-α nd therefore k = log Q/ log q = O((log Q/ log log Q) 1-α )F sn prtiulr we hve k ≤ q + δF he omplexity of heorem IHFSFPD tkes the form q O(log k) = L Q (α) O(log log Q) F his is smller thn L Q (α ) for ny α > αF reneD for ny α < 1/3D our lgorithm is fster thn the previously est known lgorithmD nmely pp nd its vrintsF 

(aP + b) q (cP + d) -(aP + b)(cP + d) q = (α:β)∈P 1 (Fq) β(aP + b) -α(cP + d) @E m A = (α:β)∈P 1 (Fq) (βa -αc)P + (βb -αd) = λ (α:β)∈P 1 (Fq) P + βb -αd βa -αc = λ (α:β)∈P 1 (Fq) P -m -1 • (α : β),
where P (X) -∞D if it ppersD is y onvention repled y 1Y indeedD when a/c is in F q D the expression βaαc vnishes for point (α : β) ∈ P 1 (F q ) so tht one of the ftors of the produt ontins no term in P (X)F he rightEhnd side is thereforeD up to multiplitive onstnt λ ∈ F * q 2 produt of trnsltes of the trget P (X) y elements of F q 2 F por the polynomil on the leftEhnd side of the equtionD we need to redue the degree of the systemti eqution y using the speil form of the de(ning polynomilX in K we hve x q ≡ h 0 (x) h 1 (x) F vet us denote y tilde the result of twisting elements of F q 2 y the proenius utomorphism orresponding to qEth power omputtionsF sn prtiulrD P (X) is the polynomil P (X) with ll its oe0ients rised to the power qF he leftEhnd side of the eqution eomes

(ã P (X q ) + b)(cP (X) + d) -(aP (X) + b)(c P (X q ) + d),
nd using the de(ning eqution for the (eld KD it is ongruent to

L m = ã P h 0 (X) h 1 (X) + b (cP (X) + d) -(aP (X) + b) c P h 0 (X) h 1 (X) + d .
es rtionl frtionD this expression L m hs denomintor of degree less thn δD nd numertor of degree less thn (1 + δ)DF ine the denomintor is power of h 1 (X) nd does not depend on mD from now onD when speking out smooth elementsD we ssume tht h 1 (X) is either indeed smoothD or hs een dded to the ftor se elementsF reneD we re interested in the smoothness of the numertor of L m D nd we sy tht m ∈ P q yields reltion if this numertor of L m is D/2 EsmoothF o ny m ∈ P q D we ssoite row vetor v(m) in the following wyF goE ordintes re indexed y λ ∈ F q 2 D nd the vlue ssoited to λ ∈ F q 2 is 1 or 0 depending on whether Pλ ppers in the rightEhnd side of the eqution (E m )F iquivlentlyD we my write v(m) λ∈F q 2 = 1 if (λ : 1) = κm -1 • (α : β) with (α : β) ∈ P 1 (F q ) nd κ ∈ F * q 2 , 0 otherwise. e ssoite to the polynomil P mtrix whose rows re the vetors v(m) for the osets m ∈ P q whih yield reltionF he vlidity of roposition IHFSFI ruilly relies on the following heuristiF Heuristic 10.7.1. por ny P (X)D the set of rows v(m) for osets m ∈ P q tht yield reltion form mtrix whih hs full rnkF sf the mtrix hs full rnkD then the vetor (. . . , 0, 1, 0, . . .) with 1 orresponding to P (X) n e written s liner omintion of the rowsF his liner omiE ntion expresses log P (X) s liner omintion logrithms of elements in the leftEhnd sidesD tht is polynomils of degree less thn D/2 s expetedF ine there re O(q 2 ) olumnsD the elimintion proess involves t most O(q 2 ) rowsD nd sine eh row orresponds to n eqution (E m )D it involves t most D polynomils in the leftEhndEside 2 F sn totlD the polynomil D is expressed y liner omE intion of t most O(q 2 D) polynomils of degree less thn D/2 F his liner lger step osts O(q 5 ) using sprse mtrix tehniquesF 10.8 Supporting the heuristic argument in the proof reuristi IHFUFI 'ets the vlidity of the lgorithm desried in the previous setionF e propose two pprohes to support this heuristiF foth llow to gin some on(dene in the vlidity of the heuristiD ut of ourse none 'et the heuristi nture of this sttementF e (rst line of justi(tion lls for nother heuristi rgumentD similr to heurisE tis whih underpin the nlysis of mny suEexponentil ftoriztion or disrete logrithm lgorithmsF reuristi IHFUFI onsiders the rnk of mtrix whih deE pends on P F e denote this mtrix y H(P )F sing nottions introdued in etion IHFUD we remrk tht the rows of H(P ) re suset of the set of row vetors v(m) for m ∈ P q F e denote y H the lrger mtrix whose rows re ll these vetors v(m)F he mtrix H hs #P q = q 3 + q rows nd q 2 olumnsF sf the numertor of L m ehves like rndom polynomil of similr degree @whih we might heuristilly expetAD then the proility tht it is smooth is onstntF sndeedD the smoothness ound is onstnt times smller thn the totl degreeF wore preiselyD we wnt polynomil of degree (1 + δ)D to e 10.8. SUPPORTING THE HEURISTIC ARGUMENT IN THE PROOF ISS D/2 EsmoothD whih ours with proility lose to ρ 2(1 + δ) F ith δ eing onstntD onstnt proportion of the osets m yield reltionD whene the mtrix H(P ) is mde of onstnt frtion of the rows of the mtrix HF sn other wordsD the mtrix H(P ) hs expeted size Θ(q 3 )×q 2 D nd reuristi IHFUFI is relted to the proility of H(P ) hving mximl rnk q 2 F nless some theoretil ostrution oursD we expet the proility to hve mtrix tht is not full rnk to e in O(1/q)F he mtrix H is however peulirD nd does enjoy regulrity properties whih re worth notiingF por instneD we hve the following propositionF Proposition 10.8.1. Let be a prime not dividing q 3q. Then the matrix H over F has full rank q 2 . Proof. sf we extend H y one extr olumn orresponding to ∞ ∈ P 1 (F q 2 )D thus forming mtrix H + D we hve ijetion etween rows of H + nd the di'erent possile imge sets of the projetive line P 1 (F q ) within P 1 (F q 2 )D under injetions of the form (α : β) → m -1 • (α : β)F ell these q 3 + q imge sets hve size q + 1D nd y symmetry ll points of P 1 (F q 2 ) re rehed eqully oftenF hereforeD the sum of ll rows of H + is the vetor whose oordintes re ll equl to 1 1+q 2 (q 3 + q)(q + 1) = q 2 + qF he sme holds for the mtrix HF vet us now onsider the sum of the rows in H + whose (rst oordinte is 1 @s we hve just shownD we hve q 2 + q suh rowsAF hose orrespond to imge sets of P 1 (F q ) whih ontin one prtiulr pointD sy (0 : 1)F he vlue of the sum for ny other oordinte indexed y eFgF Q ∈ P 1 (F q 2 ) is the numer of imge sets m -1 • P 1 (F q ) whih ontin oth (0 : 1) nd QD whih we prove is equl to q + 1 s followsF ithout loss of generlityD we my ssume Q = ∞ = (1 : 0)F e need to ount the numer of possile osets mF e need to ount the homogrphies m -1 ∈ PGL 2 (F q 2 )D modulo PGL 2 (F q )Eequivlene m ≡ hmD (xing (0 : 1) nd q is sored in PGL 2 (F q )EequivleneF herefore the numer of suitle m is #F * q 2 /F * q = q + 1F hese two fts show tht the row spn of H + @ndD likewiseD of HA ontins the vetors (q 2 +q, . . . , q 2 +q) nd (q 2 +q, q+1, . . . , q+1)F he vetor (q 3 -q, 0, . . . , 0) is otined s liner omintion of these two vetorsD whih su0es to prove tht H + nd H hve full rnkD sine the sme resoning holds for ny oordinteF roposition IHFVFID while enourgingD is lerly not su0ientF e reD t the momentD unle to provide proof of more useful sttementF yn the experiE mentl sideD it is resonly esy to smple ritrry susets of the rows of H nd hek for their rnkF ell trils we hve mde with rndom susets of s few s q 2 rows hve led to full rnk mtries @experiments hve een onduted up to q = 2 5 AF e seond line of justi(tion is more diret nd nturlD s it is possile to implement the lgorithm outlined in etion IHFUD nd verify tht it does provide the desired resultF e Magma implementtion vlidtes this limD nd hs een used to implement desent steps for n exmple (eld of degree 31 over F 2 10 F yf ourse this tiny exmple size uses no optimiztionD nd is only intended to hek the vlidity of roposition IHFSFIF Finding appropriate h 0 and h 1 . yne key ft out the lgorithm is the existene of two polynomils h 0 nd h 1 in F q [X] suh tht h 1 (X)X qh 0 (X) hs n irreduile ftor of degree kF e prtil solution is due to toux touIQ who showed how to onstrut suh polynomils when k ∈ {q -1, q, q + 1}F xo suh deterministi onstrution is known in the generl seD ut experiments show tht one n pprently hoose h 0 nd h 1 of degree t most 2F e performed n experiment for every odd prime power q in [3, 1000] nd every k ≤ q nd found tht we ould selet a ∈ F q 2 suh tht X q + X 2 + a hs n irreduile ftor of degree kF pinllyD note tht the result joins ommonly mde heuristi in disrete logrithm lgorithmsX for (xed

f ∈ F q 2 [X, Y ] nd rndom g ∈ F q 2 [X, Y ]D
the polynomil es Y (f, g) ehves s rndom polynomil of sme degree with respet to the degrees of its irreduile ftorsF 10.9 An improvement based on additional heuristics he reuristi IHFUFI tells tht retngulr mtrix with Θ(q) times more rows thn olumns hs full rnkF st seems resonle to expet tht only onstnt times more rows thn olumns would e enough to get the full rnk propertiesF henD it mens tht we expet to hve lot of hoies to selet the est reltionsD in the sense tht their leftEhnd sides split into irreduile ftors of degrees s smll s possileF yn vergeD we expet to e le to try Θ(q) reltions for eh row of the mE trixF oD ssuming tht the numertors of L m ehve like rndom polynomils of similr degreesD we hve to evlute the expeted smoothness tht we n hope for fter trying Θ(q) polynomils of degree (1 + δ)D over F q 2 F et u = log q/ log log qD so tht u u ≈ qF eording to heorem IFQFI it is then possile to reple D/2 in roposition IHFSFI y the vlue O(D log log q/ log q)F henD the disussion leding to heorem IHFSFP n e hnged to tke this fster desent into ountF e keep the sme estimte for the rity of eh node in the treeD ut the depth is now only in log k/ log log qF ine this depth ends up in the exponentD the resulting omplexity in heorem IHFSFP is then q O(log k/ log log q) . 10.10 Conclusion he lgorithm presented in this hpter hieves drmti improvement of the symptoti omplexity of disrete logrithm in (nite (eldsD in lmost the whole rnge of prmeters where the puntion pield ieve ws presently the most omE petitive lgorithmF gompred to existing pprohesD nd in prtiulr to the line of reent works touIQD qqwIQD the prtil relevne of our lgorithm is ISU not lerD nd will e explored y further workF rious optimiztion nd tuning strtegies n e used in this ontextF

• feuse of the rity of the desent treeD the redth eventully exeeds the numer of polynomils elow some degree oundF st mkes no senseD thereforeD to use the desent proedure eyond this pointD s the reovery of disrete logrithms of ll these polynomils is etter hieved s preE omputtionF

• he set of polynomils ppering in the rightEhnd side of iqution (E m ) in etion IHFU is {P -λ}D euse in the ftoriztion of Y q -Y D we sustitute X with m • P for homogrphies mF sn ftD we my pply m to (P 0 : P 1 ) for two polynomils P 0,1 @P eing one of themAF his leds to ftors of the form λ 1 P 0λ 0 P 1 in the rightEhnd sidesF his vrint is expeted to led to prtil improvementD nd lso o'ers opportunities for otining etter smoothness estimtesF e note tht the nlysis of the lgorithm presented here is heuristiD s disussed in etion IHFVF ome of the heuristis we sttedD relted to the properties of mtriE es H(P ) extrted from the mtrix HD seem essile to more solid justi(tionF st seems plusile to hve the vlidity of lgorithm rely on the sole heuristi of the vlidity of the smoothness estimtesF he rossing point etween the L(1/4) lgorithm nd our qusiEpolynomil one is not determined yetF yne of the key ftors whih hinders the prtil e0ieny of this lgorithm is the O(q 2 D) rity of the desent treeD ompred to the O(q) rity hieved y tehniques sed on qröner ses touIQ t the expense of L(1/4 + ) omplexityF xeverthelessD edj et lF ewyrIQ proposed to mix the two lgorithms nd dedued tht the new desent tehnique must e used for ryptogrphi sizesF sndeedD y estimting the time required to ompute disrete logrithms in F 3 6•509 D they showed the wekness of some piringEsed ryptoEsystemsF

Conclusion and perspectives

sn the present work we studied t length the disrete logrithm prolem in (nite (eldsF his lssil topi in ryptogrphy is less known thn the losely relted prolem of ftoriztionF e hene tried to o'er ler imge of the fmily of disrete logrithm lgorithmsD with speil ttention to their intertionsF pirst we foused on the notion of smoothness nd on igwD the fstest known smoothness testF e presented n improvement to the lgorithm itself y nlyzing the qlois properties of the division polynomilsF e then used igw to speed up the individul logrithm stge of xpD reduing hene the symptoti omplexityF xext we presented xp nd pp nd disussed some improvementsF sn prtiE ulr we showed thtD with the ost of preEomputtion depending on the itEsize of rnge of primes pD one n redue the omplexity of disrete logrithms in ll the (elds F p of tht rngeF hen we nlyzed the polynomil seletion stge of ppF e showed how to mesure the e'et of nelltions nd the dvntge of inseprle polynomiE lsF st mkes possile to ompre ritrry polynomils with unique funtionF his ltter ws su0iently fst to llow us to selet polynomils for two reord omputtionsF pinllyD we presented new lgorithm for (elds of smll hrteristiF polE lowing the reent improvements on the topiD we otined qusiEpolynomil lgorithm for (nite (elds of smll hrteristiF he key ft ws to rete desent proedure whih hs qusiEpolynomil numer of nodesD eh requiring polynomil timeF

Perspectives

Galois group of torsion elds sn ghpter ?? we found new suEfmilies of igwEfriendly fmilies of urvesF gn one implement n lgorithm ple of listing ll the suEfmilies with speil properties when given fmily of ellipti urvesc he (rst step ws to hrterize these suEfmilies in terms of the qlois groupF he next di0ulty to overome is to determine the equtions whih hrE terize eh qlois groupF e strting point n e the esolvent wethod gohWQ of omputing the qlois groupF e seond di0ulty is to (nd prmetriztion for the lgeri set desried y the polynomil system hene otinedF por this we expet to hve n e'etive solution with qröner ses sine the exmples seen in ghpter Q mke use of smll systems of out 5 unknowns nd one less equtionF en pplition of suh n lgorithm would e to ertify tht given fmily of ISW ellipti urves hs no in(nite suEfmily of ellipti urvesF e good milestone is wontgomery9s onjeture tht we disussed in etion QFQF

The alpha function for NFS polynomial selection he omplexity of the xp lgorithm relies on series of onjeturesF he most importnt one sttes tht the norm of n lgeri numer hs the sme smoothness proility s rndom integer of the sme sizeF he prolem is tively reserhed in the ommunity of nlyti numer theory ffhIPF nfortuntelyD some of the ides whih stemmed when working with xp nd pp remined on(ned to our ommunityF por exmple wurphy9s αD whih proved its e0ieny in prtieD hs not een studied from theoretil point of viewF his is why we lunhed ommon work with vhnd iming t (rst to study the properties of lphF

The unit group conjecture in NFS e seond onjeture in the xp lgorithm onerns the unit group nd the hirokuer mpsF hese mps llow to void ny omputtions in the unit group ut they inrese the ost of the liner lger stge in xp y dding hevy olumns to the mtrixF e etter understnding of the lgorithms for the unit group ould llow us to reple the hirokuer mps with mps hving smller vluesF sndeedD the lgorithms re suEexponentil with respet to the disriminnt of the numer (eldD in prtiulr eing very fst in xpF xew ides were introdued for the topi in fpIPF Discrete logarithm with codes he new lgorithm proposed in ewIP hs omplexity of type L(1/2, •)D ut it seems to e muh fster thn the other lgorithms of the sme type of omplexityF sn the ftoriztion world the rossing point etween the L(1/2, •) nd L(1/3, •) lgorithms is t the numers of out 200 itsD so for the everydy omputtions in numer theory the est hoie re the L(1/2) lgorithmsF e expet similr sitution for disrete logrithm lgorithmsF rene it is interesting to improve eugot nd worin9s lgorithmF Implementation of the recent DL algorithms i'etively using the new disrete logrithm lgorithms n e soure of new idesF rene we pln to implement them (rst in highElevel lnguges @geD wgmD F F F AD then in low level onesD prtiulrly in gF he dvntges of new lgorithms re s followsF

• he reltion olletion stge seems to require less progrmming skills! pp uses memory of type L(1/3)F

• he new liner lger stge onsists in solving mny liner systems rther thn one of L(1/3) unknowns s in the se of ppF rene one n solve resonly lrge instnes of the hv using omputer lger progrmsF edditionllyD sine no virtul logrithms re involvedD one n hek the orretness of ny eqution independently on the othersF Improvements to the quasi-polynomial DL algorithm he new qusiE polynomil lgorithm n e the ojet of numerous improvementsF 10.10.

CONCLUSION ITI

• he lgorithm relies on series of ssumptionsF he most interesting sE sumption is tht mtrix with Θ(q 3 ) rndom rows nd Θ(q 2 ) olumns hs full rnkF

• he setting of the lgorithm requires to selet polynomils h 1 nd h 0 with oe0ients in F q 2 F sf one selets these polynomils with oe0ients in su(eld F of F q 2 then one n speed up the omputtionsF sndeedD s in the qlois improvements of pp nd xpD one n writeD for eh reltionD one more reltion for eh σ ∈ Gal(F q 2 /F )F

• he qröner ses re new in the disrete logrithm lforithmsF rene the orresponding step of toux9s lgorithm deserves speil ttentionF

Thinking on the long term efter long history of improvements over more thn 30 yersD the disrete logrithm remins reltively di0ult prolemD ut it ontinues to e fertile domin of reserhF e note (rst tht disrete logrithm is still suEexponentil in (elds of lrge hrteristiF his on(rms the preditions of goppersmith gopVR who wroteX sn some sense disrete logrithm modulo prime is to ftoring integers wht disrete logrithms in qp@2 n A is to ftoring polynomils over qp@2AF sndeedD the est known lgorithms for ftoriztion nd disrete logrithms in qp@pA re the two vrints of xpF imilrlyD while the ftoriztion in qp@2Ax is proE ilisti polynomilD disrete logrithms in qp@2 n A is qusiEpolynomilF woreoverD dpting the tehniques of smll hrteristi to the lrge one is not enough to rek the L(1/3) rrier for disrete logrithms in qp@pA for primes pF sndeedD prt from the min phse whih omputes logrithms of the ftor seD one lso hs to elerte the individul logrithm stgeF his ltter stge hs omplexity of L(1/3) ndD if one uses smoothing stepD then its omplexity is independent on the rdinlity of the ftor se nd of the lgorithm whih is used to omplete the min phseF st is insted determined y the omplexity of the smoothness testsD eFgF igwF e fster ftoriztion lgorithm n determine us to use ftoring lgorithm s smoothness testF rene the fundmentl prolem of disrete logrithm remins reltively di0ult oneD the most di0ult se eing the one of medium sized rteristiF xeverthelessD without reking the L(1/3) rrierD one might otin improveE ments in the omplexity of the vrious ses of the lgorithmF st helps us lern more out ojets like numer nd funtion (elds s well s out the distriution of smooth numersF hue to the fertility of the prolemD with mny improvements in short timeD disrete logrithm in (nite (elds is less reommended primitive for ryptogrphy thn other prolems whose presumly omplexity is exponentilX ellipti urves disrete logrithmD lttie sed ryptogrphy etF

Introduction

Étant donnée sa difficulté estimée, le logarithme discret constitue avec la factorisation les deux problèmes les plus étudiés en cryptographie. De manière générale, dans un groupe quelconque, le logarithme discret de s en base t est le plus petit entier positif x tel que t x = s. Sa difficulté dépend du groupe considéré, étant sous-exponentielle dans les groupes multiplicatifs des corps finis. Pour mesurer la complexité des problèmes sous-exponentiels, on introduit

L n (α, c) = exp c(log n) α (log log n) 1-α .
Notons que la complexité de la factorisation est L n (1/3, c), pour une constante positive c. Celle-ci était aussi la difficulté du logarithme discret dans les corps finis avant de récentes avancées. On énonce les différentes améliorations de la thèse en aboutissant sur un nouvel algorithme quasi-polynomial en petite caractéristique.

1 Probabilités de friabilité L'ubiquité des résultats de friabilité nous a incités à dédier un chapitre à cet aspect. Un nombre entier est y-friable si tous ses diviseurs premiers sont plus petits que y en valeur absolue. On note Ψ(x, y) = {n ∈ [1, x], n est y-friable} et on dénote par ψ(x, y) son cardinal.

Théorème 1 ([CEP83]

). Soit > 0 fixé. Pour tout couple (x, u) de réels tels que 3 ≤ u ≤ (1 -)(log x)/(log log x) on a :

ψ(x, x 1/u ) = x exp -u log u + log log u -1 + o(1) .
Dans le cas où x et x 1/u s'écrivent en fonction d'une autre quantité n à l'aide de la notation L n , alors le théorème mentionné ci-dessus prend une forme simplifiée. De même, les calculs avec des quantités sous-exponentielles sont facilités par cette même notation. i Les innombrables similarités entre les entiers et les polynômes commencent avec leurs résultats de friabilité. Un polynôme est m-friable si tous ses facteurs irréductibles ont un degré inférieur à m.

Théorème 2 ([PGF98]). Le nombre N q (n, m) des polynômes sur F q , m-friables et unitaires satisfait la relation suivante :

N q (n, m) = q n ρ n m 1 + O log n m ,
où O() est une fonction indépendante de q et ρ est la fonction de Dickman.

2 La méthode de factorisation par courbes elliptiques

Tester la friabilité d'un entier est un problème difficile pour lequel le meilleur algorithme est la méthode de factorisation par courbes elliptiques, abrégée ECM, et due à Lenstra [Len87]. Celle-ci repose sur la théorie des courbes elliptiques dont nous utilisons uniquement quelques résultats. Une courbe elliptique sous forme de Weierstrass sur un corps K est l'ensemble des solutions dans K 2 de l'équation E : y 2 = x 3 + Ax + B dont on rajoute un point dit point à l'infini. Si p est un nombre premier, on appelle réduction de E modulo p la courbe elliptique sur F p définie par E(F p ) : y 2 = x 3 + Ax + B, où la barre désigne la réduction modulaire. On admet qu'on peut définir une opération sur cet ensemble à l'aide de fonctions rationnelles et qu'on obtient ainsi un groupe commutatif. Si P est un point de la courbe et m un entier positif, on dénote par [m]P la somme de P avec lui-même m fois.

L'algorithme consiste à répéter une sous-routine sur des paramètres choisis aléatoirement jusqu'à trouver un facteur strict. Si on arrête l'algorithme après un nombre donné de tests, on a une probabilité de 99% que le nombre n'est pas friable. Notons N le nombre à factoriser et p un facteur premier de N , inconnu au moment de l'exécution de l'algorithme. La sous-routine mentionnée plus haut commence par le choix d'une courbe E sur Q et d'un point P = (x, y) ∈ E à coefficients dans Q. L'étape suivante est de calculer un entier m qui est le produit de tous les nombres premiers jusqu'à une borne donnée, chacun élevé à une puissance de l'ordre de log N . On calcule ensuite Q = [m]P . Si m est divisible par #E(F p ) on vérifie que la coordonnée x de Q est divisible par p. Dans ce cas, on retrouve p en calculant pgcd(x, N ). Pour calculer la probabilité de succès, Lenstra a montré que #E(F p ) prend chaque valeur entière de l'intervalle [p -√ p, p + √ p] avec une fréquence d'au moins 1/(2 log p). La nature heuristique de l'algorithme est due exclusivement au manque de résultats suffisants sur la probabilité de friabilité d'un entier de l'intervalle précédent.

La littérature propose plusieurs axes d'amélioration pour ECM. Nous nous concentrons sur le choix de courbes adéquates, comme par exemple des courbes où l'arithmétique est efficace ou encore des courbes offrant de bonnes propriétés de friabilité. Montgomery [Mon92] a proposé les courbes By 2 = x 3 + Ax + x qui permettent de calculer en utilisant uniquement la coordonnée x ; cela améliore l'arithmétique. Une nouvelle paramétrisation de courbes elliptiques a été proposée par Edwards [Edw07] et modifiée ii ensuite dans [BL07, BBJ + 08] pour obtenir les courbes d'Edwards tordues qui optimisent l'addition et le doublement. On note que toute courbe de Montgomery correspond à une courbe tordue d'Edwards et vice-versa. Quant à la probabilité de friabilité, Suyama et Montgomery ont proposé d'utiliser des courbes sur Q qui ont des points rationnels de torsion, ces derniers étant des points P qui ont un multiple [m]P égal à l'élément neutre. Le théorème de Mazur limite le nombre de possibilités pour le choix des points de torsion. La recherche des courbes correspondantes a été exhaustive. Nous proposons des familles de courbes qui ont une meilleure probabilité de succès sans avoir une meilleure torsion sur Q.

3 Familles de courbes pour ECM Afin de caractériser les courbes elliptiques qui accélèrent l'algorithme ECM, on commence par prouver un résultat théorique. Pour toute courbe elliptique E et tout entier positif m on note E[m] l'ensemble des points de m-torsion et par Q(E[m]) le plus petit corps de nombres qui contient les coordonnées des points de E[m]. Soit f le polynôme de définition de K = Q(E[m]), θ une racine de f dans Q et p un premier quelconque. Pour tout automorphisme σ ∈ Gal(K), déterminé par θ → A(θ) avec A ∈ Z[x], on définit sa réduction modulo p par θ → A(θ) où θ est une racine de f dans F p . On appelle Frobenius de Q(θ) modulo p le sous-ensemble de Gal(K) dont la réduction modulo p correspond à l'automorphisme x → x p . Le théorème de Chebotarev affirme que, pour tout corps galoisien, la densité naturelle de premiers p tels que le Frobenius de K modulo p correspond à une classe de conjugaison C de Gal(K) est égale à #C/# Gal(K).

Le corps Q(E[m]) peut être calculé effectivement à l'aide des polynômes dits de mdivision. Ses automorphismes se représentent de manière unique comme matrices de GL 2 (Z/mZ). Le point de départ de notre résultat est l'observation qu'une courbe E sur Q a des points de m-torsion modulo un premier p si et seulement si le Frobenius de F p fixe des points de E(F p )[m] autres que l'élément neutre. On remarque ensuite que tout automorphisme de K a la même matrice dans GL 2 (Z/mZ) que sa réduction modulo p. Quand m est une puissance de premier π k , on relie alors la proportion de premiers tels que m divise #E(F p ) à la proportion de matrices dans l'image de Gal(K) dans GL 2 (Z/mZ) qui fixent au moins un point non-nul. En particulier, pour m = π on a le résultat suivant.

Corollaire 3. Soit E une courbe elliptique et π un nombre premier. Alors on a :

Prob E(F p )[π] Z/πZ = #{g ∈ ρ π (Gal(Q(E[π])/Q)) | det(g -Id) = 0, g = Id} # Gal(Q(E[π])/Q) , Prob E(F p )[π] Z/πZ × Z/πZ = 1 # Gal(Q(E[π])/Q) .
Dans la suite on considère que E est sans multiplication complexe. Un théorème de Serre

[Ser71] caractérise les images de Gal(Q(E[π k ])) dans GL 2 (Z/π k Z) quand π est premier et k ≥ 1.
En effet, l'application est surjective à l'exception d'un nombre fini de premiers π. De plus, pour tout premier π et pour k suffisamment grand, chaque matrice de l'image de Gal(Q(E[π k ])) se relève en exactement π 4 matrices de Gal(Q(E[π k+1 ])).

iii D'après un troisième résultat de Serre [Ser81], pour montrer la surjectivité de l'injection pour toute paire (π, k), il suffit de tester la surjectivité pour les paires (π = 2, k = 3), (π = 3, k = 2) et (π, k = 1) quand π ≥ 5. Si on applique les théorèmes de Serre et on utilise notre caractérisation, on obtient un résultat bien connu en pratique. Celui-ci affirme que, si p est un premier aléatoire, la probabilité que #E(F p ) est divisible par une puissance de premier π k est égale à celle d'un entier quelconque, à un facteur constant près, indépendant de k. C'est ce facteur constant qui fait la différence entre les différentes courbes elliptiques.

Armés des outils théoriques, nous pouvons maintenant caractériser les sous-familles des paramétrisations utilisées en pratique. Ainsi, nous nous sommes intéressés dans [BBB + 12] au courbes d'Edwards d'équation -x 2 +y 2 = 1-e 4 x 2 y 2 , qui ont une torsion Z/2Z×Z/2Z sur Q. Afin de modifier leur groupe de Galois, on a choisit de diminuer le degré de Q(E[4]) en choisissant des valeurs de e qui factorisent un ou plusieurs facteurs du polynôme de 4-division. Ainsi on a trouvé les équations e = g 2 , e = (2g 2 + 2g + 1)/(2g + 1), e = g 2 /2 et e = (q -1/g)/2. On remarque que cela explique toutes les courbes qui avaient été remarquées par Bernstein et al. [BBLP13].

On englobe ensuite un résultat antérieur de l'auteur qui concerne les courbes de Suyama ayant de bonnes propriétés de friabilité. Ainsi les paramètres σ = 11 et σ = 9/4 ont des groupes de Galois différents des autres courbes de Suyama. Une analyse des points de 4-torsion et de 8-torsion nous suggère des équations à imposer. Les résultats théoriques nous permettent de calculer l'amélioration d'efficacité. Ces résultats confirment les observations de Bernstein et al. sur la traduction de la famille de Suyama en coordonnées d'Edwards. Leur étude avait révélée la même efficacité pour cette famille avec 6 points de torsion que pour la famille de 12 points de torsion sur Q. Cela se rajoute à une meilleure arithmétique pour la famille à 6 points de torsion.

Améliorations du problème de friabilisation

La première partie de l'étape de logarithme individuel des algorithmes de logarithme discret peut être modélisée comme un problème d'algorithmique, qu'on appelle friabilisation. Comme données d'entrée, on a une liste infinie d'entiers appartenant à [1, n], ou de manière équivalente un générateur de nombres aléatoires. On peut également utiliser une boîte noire qui teste la friabilité ayant la même complexité que ECM et qui renvoie la partie friable. Il est demandé de trouver dans le moindre temps un entier de la liste qui est L n (α, c)-friable pour les paramètres α ∈]0, 1[ et c > 0 de notre choix.

La méthode naïve consiste à considérer les entiers à la suite et à faire un test de friabilité. Nous proposons un algorithme en deux, puis en plusieurs, étapes. La première étape utilise le test de friabilité avec une petite borne de friabilité. Les candidats qui réussissent le premier test sont appelés admissibles et ils sont soumis à un deuxième test avec une borne de friabilité plus grande. La raison du test en deux étapes est que, pour toute constante θ de ]0, 1[, il existe c > 0 tel qu'une grande proportion des nombres B-friables n a une partie B θ -friable au moins égale à n c . iv Théorème 4. Soit a un réel positif. Pour tout entier n, on pose L(n) = L n (2/3, a), abrégé aussi L. Soient c et θ deux constantes positives dans l'intervalle ]0, 1[. Notons M 1 l'ensemble des entiers de [1, n] dont la partie L θ -friable est plus grande que n c . De même, notons M 2 le sous-ensemble des éléments L-friables de M 1 . On a alors :

(i) #M 1 ≤ nL n 1/3, c 3aθ -1+o(1) ; (ii) #M 2 ≥ nL n 1/3, c 3θa + 1-c 3a -1+o (1) 
.

Après l'optimisation des paramètres c et θ, on trouve un algorithme de complexité L p (1/3, 1.296), améliorant ainsi l'algorithme naïf dont la complexité est L p (1/3, 1.442). À l'aide de plusieurs tests d'admissibilité on obtient une complexité de L p (1/3, 1.232).

Algorithmes élémentaires de logarithme discret

Avant de présenter des algorithmes rapides qui font intervenir des outils mathématiques relativement avancés, on commence par des algorithmes généraux. Ceux-ci continuent d'être utilisés en conjonction avec les nouveaux algorithmes afin d'écarter une série de difficultés techniques. En effet, l'algorithme de Pohlig-Hellman réduit le problème au calcul du logarithme discret modulo un facteur premier du cardinal du groupe. L'algorithme ρ de Pollard rend possible le calcul des logarithmes modulo dans O( √ ) opérations, permettant ainsi de supposer que est très grand.

Passons maintenant aux algorithmes spécifiques aux corps finis. Premier algorithme de sa famille, Index calculus permet de calculer des logarithmes discrets dans les corps Z/pZ avec p premier. Soient t et s deux éléments du groupe et supposons que t est un générateur. On commence par calculer des relations (t h mod p) = p i où les nombres premiers p i qui apparaissent au membre droit sont inférieurs à un entier B dit borne de friabilité. Chaque relation permet d'écrire une équation entre les logarithmes discrets en base t : h = e i log t p i où e i est la valuation de p i dans (t h mod p). Une étape d'algèbre linéaire résout le système formé par ces équations et trouve log t p i pour tout premier p i apparaissant dans le système. Finalement, une étape appelée logarithme individuel relie log t s aux logarithmes des premiers p i . L'algorithme s'étend aux corps à 2 n éléments sans aucune difficulté. Toujours sans utiliser des outils sophistiqués, on présente un algorithme de complexité L(1/3). N'étant pas le premier algorithme de cette complexité, cet algorithme proposé par Joux et Lercier a l'avantage de la simplicité. où p i et q i sont des idéaux premiers des corps de nombres de f et g et où il reste à définir les logarithmes et les fonctions λ qui interviennent. Pour cela on définit les fonctions de Schirokauer, notées λ j et λ j , apparentées au logarithme p-adique. Les logarithmes des idéaux sont appelés logarithmes virtuels et ils sont définis comme suit. Soit h le nombre de classes du corps défini par f . Le logarithme de p, noté log p, est égal au logarithme discret de z, le générateur de p h qui a une valeur nulle sur toutes les fonctions de Schirokauer. Le crible des corps de fonctions est similaire à NFS. La principale différence vient du fait qu'un corps fini F p n peut être représenté par de multiples polynômes irréductibles ϕ ∈ F p [x] de degré n. Ainsi, on peut commencer par choisir un polynôme f de bonne qualité pour lequel on choisit un polynôme aléatoire g tel que Res(f, g) a un facteur irréductible de degré n. De façon heuristique, cela arrive avec probabilité 1/n et permet de choisir ϕ égal au facteur mentionné plus haut. Les autres avantages de FFS par rapport à NFS sont le test de friabilité qui est polynomial, à la place du test sous-exponentiel (ECM) pour NFS, et le remplacement des fonctions de Schirokauer par les valuations aux places à l'infini. vi Afin d'avoir une présentation complète du sujet, on consacre quelques pages à la complexité des principaux algorithmes. Cela nous permet en particulier d'étudier une version de NFS appelée l'usine de logarithmes discrets. Inspirés d'un algorithme de factorisation, on propose d'utiliser un polynôme g = xm commun pour tous les premiers p d'une taille donnée. Ainsi on collecte les paires (a, b) telles que abm est friable et on les stocke dans un fichier persistant. Pour chaque premier p, on parcourt le fichier précédemment constitué et on teste la friabilité de b deg f f (a/b) à l'aide d'ECM. Cela donne un précalcul de complexité L p (1/3, 2.007) pour constituer le fichier mais une complexité de L p (1/3, 1.638) pour tout calcul ultérieur. L'obstacle pratique est la taille prohibitive du fichier, qui vaut L p (1/3, 1.638).

8 Améliorations à NFS et FFS L'algorithme NFS n'est jamais implémenté sans deux améliorations qui ont été proposées ultérieurement et que nous avons préféré omettre dans la première description de l'algorithme. Il s'agit de la version par blocs de l'algèbre linéaire, qui permet de paralléliser les calculs, et de la version par spécial-Q pour l'étape de collecte de relations. À cela, on rajoute une amélioration personnelle et on explique l'efficacité d'une modification de [JLSV06]. Plus en détail, on propose une nouvelle sélection polynomiale de NFS pour les corps F p n quand n > 1 en généralisant une méthode de Joux et Lercier ; elle était utilisée précédemment uniquement pour les corps premiers.

Sélection polynomiale pour FFS

Les calculs effectifs de logarithmes discrets montrent qu'il existe des différences importantes d'efficacité pour FFS en fonction des polynômes f utilisés. Un bon choix permet de gagner un facteur 2 dans l'étape de collecte de relations. L'idée que nous avons utilisé dans [Bar13] est de définir des fonctions facilement calculables qui déterminent l'efficacité d'un polynôme, à l'instar des méthodes utilisées pour la factorisation [Mur99]. Ces fonctions sont ensuite calculées pour tous les polynômes qui minimisent ce qu'on appelle la propriété de taille, notée σ, ou de manière équivalente le degré moyen de la quantité N f vue plus haut.

La première propriété des polynômes adaptés à FFS est le fait d'avoir un grand nombre de racines modulo des petits polynômes irréductibles. Par racine de f (t, x) modulo (t) ∈ F q [t] on entend un polynôme r(t) de degré plus petit que (t) tel que f (t, r(t)) est divisible par (t). L'analyse détaillée dans la thèse montre que la probabilité que N f soit divisible par (t) est essentiellement proportionnelle au nombre de racines de f modulo (t). Ainsi, un polynôme adapté a une bonne probabilité que N f ait des petits facteurs et par conséquent une meilleure probabilité de friabilité. Pour quantifier cette propriété, dite propriété des racines modulaires, on définit la quantité α (f ). Celle-ci mesure la différence de degré entre la partie (t)-friable d'un polynôme quelconque et, respectivement, vii de la quantité N f . Finalement, on définit la série α(f ) = α (f ) dont la convergence est basée sur le théorème de Hasse-Weil.

La deuxième propriété étudiée est celle des annulations des termes. Cela concerne les paires (a, b) ∈ F q [t] 2 pour lesquelles le degré de N f n'est pas égal à sa valeur attendue : deg t f + deg x f max(deg a, deg b). On caractérise les paires avec cette propriété à l'aide des polynômes de Laurent r tels que f (r) a un degré inférieur à deg t f + deg x f deg r, où le degré d'une fraction rationnelle est la différence des degrés de son numérateur et son dénominateur. Pour mesurer cette propriété, on introduit la fonction α ∞ qui correspond au degré moyen gagné grâce aux annulations.

En combinant les fonctions précédentes, on souhaite comparer des polynômes aléatoires. On définit par σ + α + α ∞ , qui donne l'intuition d'un degré équivalent pour les polynômes aléatoires qui ont la même probabilité de friabilité que N f . La correction de n'est pas prouvée, mais on illustre sa fiabilité de manière expérimentale. Nos résultats indiquent qu'un polynôme qui a une meilleure valeur de peut être au plus 5% moins efficace. Ainsi est une alternative plus rapide pour la fonction E, qu'on peut définir par analogie avec les cas de la factorisation.

L'utilisation des polynômes inséparables ( ∂f ∂x = 0) et de l'algorithme de Coppersmith dans les records n'est pas un accident. En effet, les mauvaises valeurs de α sont compensées pour ces polynômes par un très grand nombre de relations dites gratuites, qui sont générées dans un temps négligeable. Cela permet de voir l'algorithme de Coppersmith comme une cas particulier de FFS et de ne pas distinguer entre les deux algorithmes lors des améliorations pratiques.

Ayant les outils théoriques dans notre possession, il a été possible de tester un nombre de 2 48 polynômes f , dont on a gardé les dix meilleurs pour un test direct. Les plus efficaces ont été utilisés dans les records de calcul de logarithme discret par l'équipe Caramel, correspondant à F 2 619 et F 2 809 . On revoit aussi d'autres records de logarithmes discrets et on cherche des alternatives aux polynômes utilisés.

10 Un algorithme quasi-polynomial Suite aux avancées récentes de Joux [Jou13], le cas des corps finis de très petite caractéristique s'est avéré avoir une complexité de type L(1/4). Dans [BGJT13], nous proposons une amélioration qui calcule le logarithme dans F Q en temps quasi-polynomial (log Q) O(log log Q) .

Un point important est le choix des polynômes ϕ qui représentent F Q pour Q = q 2k . On choisit de manière aléatoire des polynômes h 0 et h 1 de degré 2 dans F q 2 [x] jusqu'à trouver une paire telle que h 1 x qh 0 a un diviseur irréductible ϕ de degré k. Cela arrive de manière heuristique avec une probabilité de 1/k. On note que, si x est une racine de ϕ dans F Q , alors x q = h 0 (x) h 1 (x) . La brique de base se résume dans le résultat suivant.

Proposition 5. Soit K = F q 2k un corps fini pour lequel il existe des polynômes h 0 et h 1 comme ci-dessus. Sous des heuristiques bien spécifiées, il existe un algorithme de complexité polynomiale en q et k qui peut effectuer les deux tâches suivantes. viii 1. Étant donné un élément de K représenté par un polynôme P ∈ F q 2 [X] avec 2 ≤ deg P ≤ k -1, l'algorithme fournit une expression de log P (x) comme combinaison linéaire d'au plus O(kq 2 ) logarithmes log P i (x) avec deg P i ≤ 1 2 deg P et de log h 1 (x).

2. L'algorithme fournit le logarithme de h 1 (x) et ceux des éléments de K de la forme

x + a, pour tout a dans F q 2 . L'algorithme ci-dessus permet de construire un algorithme complet de logarithme discret. En effet, on exprime le logarithme du polynôme donné en fonction de polynômes de degré (deg P )/2, ensuite (deg P )/2 2 et ainsi de suite jusqu'au polynômes de degré 1. Comme chaque étape prend un temps polynomial en q et k, ayant tous les deux une taille de l'ordre de log Q, il suffit de compter le nombre de noeuds de l'arbre ainsi obtenu. La hauteur de l'arbre étant log 2 k et son arité O(kq 2 ), on trouve un nombre q O(log k) = (log Q) O(log log Q) .

Conclusion

Après avoir vu comment améliorer l'algorithme ECM de factorisation, on montre comment l'intégrer dans un algorithme de logarithme discret. La présentation générale des algorithmes phares de logarithme discret, le crible algébrique et le crible des corps des fonctions, nous a permis de proposer des améliorations. On a ainsi vu une nouvelle version de l'algorithme, basée sur le stockage d'un fichier persistant, et on a proposé une modification pour NFS dans le cas non-premier. On a vu ensuite comment accélérer FFS par le choix de polynômes adéquats. Enfin, on a proposé un algorithme qui est asymptotiquement meilleur que FFS. Parmi les problèmes qui restent ouverts, on remarque l'utilisation de notre caractérisation des courbes elliptiques adaptées à ECM afin de trouver des nouvelles familles par une méthode systématique. De même, le nouvel algorithme quasi-polynomial peut faire l'objet de 
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  2.2.Let (a, b) and (c, d) be two pairs of positive reals. Then we haveL {Lx(a,b)} (c, d) = L x ac, db c a (1-c) 1+o(1) and L x (a, b) • L x (c, d) = L x (a, b) 1+o(1) , if a > c; L x (a, b + d), if a = c.If in addition we assume that (a, b) is larger than (c, d) in lexicographical order, i.e., a > c or we have a = c and b > d, then we obtain L x (a, b) + L x (c, d) = L x (a, b) 1+o(1) .

  lw on urve in short eierstrss formF Denition 2.1.3. vet E W,A,B e n ellipti urve in short eierstrss form over (eld KD char K = 2, 3F por ny point P = (x : y : z) we de(ne its inverse y -P = (x : -y : z) nd then we de(ne the lw s followsF IF por ny distint points P nd Q we ll P + Q the inverse of the third point of intersetion of the line P Q with the urveF

  we ll ι m (σ) the pplition whih sends (x, y) ∈ E(F )[m] into (σ(x), σ(y))F hnks to the disussion oveD ι m (σ) sends the points of E(F )[m] in E(F )[m]F ine the ddition lw n e expressed y rtionl funtions over F D for eh σD ι m (σ) ∈ Aut(E(F )[m])F yne esily heks tht the kernel of ι m is the identityF Notation QFIFS. e hoose two points whih generte E(Q)[m] @see heorem PFQFWAD therey induing n isomorphism

  pigure RFIX lotting log(ρ(u)) for u ∈ [1, 10]F 4.1.2 Practical improvement sn disrete logrithm lgorithmsD n improvement fprwVR onsists in splitting eh ndidte into two using rtionl reonstrution vzqqHQF his tehnique writes ny residue z modulo nD oprime to nD s

  D then one otins log t s = in + jF reneD ll we hve to do is to (nd mth etween the two tlesD whih n e done in O( √ #G) opertionsF sn prtieD one n use hshEtles nd hve time proportionl to √ #GF

  he domin of hv lgorithms in F * Q with Q = p n F Lemma 6.1.7. Let K be a number eld and π an odd prime. If π does not divide Disc(K), then K has no πth root of unity.

  Algorithm 6.1 he xumer pield ieveX min phse Input: prime pD prime ftor π of p -1D n element t ∈ F * p F(B) of order multiple of π Output: virtul logrithms of idels l in F(B) nd of the fundmentl units ofK 1 nd K 2 1: elet two irreduile polynomils f 1 nd f 2 with ommon root m modulo p 2: gollet #F(B) oprime pirs (a, b) ∈ Z 2 with |a|, |b| ≤ E nd N(abα 1 ) nd N(abα 2 )re BEsmooth 3: gonstrut mtrix M from the dditive equtions 4: olve M u = 0 over F π 5: le u so tht log t t = 1 nd output u 6.3.1 Polynomial selection sn order to keep the lssil nottionsD from now onD we will ll f nd g the two polynomils f 1 nd f 2 used in xpF ell tht xp requires tht f nd g re irreduile in Z[x] nd tht the redutions f nd g modulo p hve ommon root mF fefore seeing more omplex methods in the next hpterD let us see the soElled seEm method in elgorithm TFPF Algorithm 6.2 olynomil seletionX the seEm method Input: prime p nd n integer prmeter d Output: two polynomils f nd gD with deg f = d nd deg g = 1D shring root

  tht the oe0ients of f nd g re ounded y m whih is smller thn p 1/d F xextD sine rndom polynomil in Z[x] is heuristilly lwys irreduileD the loop in elgorithm TFP hs smll numer of itertionsD so tht m > (p/2) 1/d F his proves tht f is moniF 6.3.2 Relation collection: the sieve ell thtD given prmeter ED xp ollets ll the oprime pirs (a, b) with |a|, |b| ≤ E suh tht the homogeniztions of the two polynomils evluted t (a, b)D F (a, b) nd G(a, b)D re BEsmooth for prmeter BF ine pirs (a, b) nd (-a, -b) give the sme dditive reltionD we restrit to the pirs (a, b) in the retngle [0, E] × [-E, E]F he nive pproh would e to enumerte ll the pirs (a, b) nd to test the BEsmoothness of F (a, b) • G(a, b) using igwF es we show in ghpter UD the omE plexity of reltion olletion stge is L p (1/3, •) 1+o(1) nd the smoothness ound B = L p (1/3, β) for some onstnt β > 0F eording to roposition IFPFP the time of eh igw test with smoothness ound B is L p (1/6, •)F rene the di'erene etween this nive tehnique nd ny other tehnique whih enumertes the sievE ing domin [0, E] × [-E, E] is hidden in the o(1) term in the expression of the omplexityF xeverthelessD it is importnt to gin ftor L p (1/6, •) on n lgoE rithm of omplexity L p (1/3, •)F por this we use sieving proedure inspired from irthostene9s sieveF he si ide is tht if F (x, y) is ivrite polynomil nd primeD then one n esily mrk ll the pirs (a, b) suh tht F (a, b) ≡ 0 mod F xow suppose tht eh pir (a, b) in the sieving retngle [0, E] × [-E, E] reeived mrk for eh prime whih divides F (a, b)F hen the vlues of F (a, b) whih re prime re extly these whih hve no mrkF sn the opposite seD if we put mrks only for primes less thn the smoothness ound BD then the pirs (a, b) whih hve mny mrks hve higher proility tht F (a, b) is BEsmoothF sn more detilD suppose tht we know ll the pirs ( k , r) suh tht f (r) ≡ 0 mod k F vet e prime nd k ≥ 1 n integerF ine f is moniD the pirs (a 0 , b 0 ) in [0, k ] 2 suh tht gcd(a, b, ) = 1 nd F (a 0 , b 0 ) ≡ 0 mod k re extly those suh tht a ≡ br mod k F reneD we n esily mrk ll the pirs (a, b) with a ≡ a 0 mod k nd b ≡ b 0 mod k F he sieving proedure goes s followsF e mke n rry whose entries re indexed y pirs (a, b) nd we initilize it to log 2 F (a, b)F henD for eh pir ( , k) we sutrt log 2 from rry entries indexed y pirs (a, b) suh tht F (a, b) ≡ 0 mod k F xote tht in totlD for eh pir (a, b) we sutrt val (F (a, b)) times log 2 from the entry of index (a, b)F he pirs suh tht log 2 F (a, b) = ∈F (a,b) log 2 val F (a, b

  log 2 from the entry of indies (a 0 + u k , b) pirs (a, b) in [0, E] × [-E, E] do 12: if gcd(a, b) = 1 nd the vlue in the entry of (a, b) is less thn τ then 13: if BEsmoothness test on F (a, b) with igw nswers true then 14igw test n e skippedF prom prtil point of view this test is tken y smll frtion of pirsD so tht the tul sieving in lines 3. -10. nd the oftoriztion in lines 11. -17. tke reltively equl mount of timeF xote tht the oftoriztion gives us the ftors of the normsD whih re needed for the next stge of the lgorithmF 6.3.3 Filtering ometimes seen s prt of the liner lger stge of xpD the (ltering trnsforms the set of pirs (a, b) into mtrix from whih it elimintes the nonEneessry rows nd olumnsF st is identil for xp 2 D pp nd xpErh nd hs strong similrities in the ftoriztion lgorithmsF hen writing n eqution for pir (a, b)D one strts y ftoring abα nd abm into degree 1 idels s in roposition TFIFRF xextD one omputes oe0ients orresponding to the units of O f using the hirokuer mpsD s explined in etion TFRF

6. 4 . 1

 41 Dening virtual logarithmsfefore showing how to use the virtul logrithms in the numer (eld sieveD we must de(ne them formllyF his requires to introdue nd ompute the soElled hirokuer mpsF Denition 6.4.1. vet π e primeD let K e numer (eld with gcd(Disc(K), π) = 1D O its ring of integers nd ll r the rnk of its group of units O * F ut K π = {γ ∈ K * | val π (N(γ)) = 0}F e ll hirokuer mp ny liner pplition Λ :

  IF oprime to f d Disc(f )F PF rmi(edD iFeFD divisors of Disc(K) ndD in this setionD oprime to f d Y QF dD iFeFD divisors of the ondutor of f ndD in this setionD oprime to f d Y RF divisors of f d Y sn this setion is prime or n irreduile polynomilY for onvenieneD ll the results of this setion re stted in the xp ontextF Generic . vet e prime @respF irreduile polynomilA of the (rst typeF e put θ = f d α nd note tht θ is n integer of KF vet (a, b) e oprime pirF et a nd b suh tht af d = a g nd b = b g with g = gcd(f d , b

  fy vemm 4.8.16 in gohWQD for ll idel I of O we hve val lO (IO ) = max{k ∈ N | π k l I ⊂ O }F reneD the element π l ssoited to l llows to ompute the vlution of l t ny idel of OD nd therefore t (abα) for ny pir (a, b) ourring in the omputtionsF xote tht the pssge from (aαb) to n idel of O n e trivilly otined when multiplying y f d F xeverthelessD one n prefer to multiply (abα) y the idel J = f d , f d α + f d-1 , . . . , d i=1 f i α i-1 F sndeedD one n show tht J is n idel of O of norm f d nd thtD for ll pirs (a, b)D J a,b := (abα)J is n idel of O wonWUF ine the norm of J a,b is smller thn the norm of f d (abα)OD one otins mtrix with slightly less entries per rowF

  6.6.1 Dierences with NFS he funtion (eld sieve is very similr to the numer (eld sieve if nlyzed t high levelD ut t loser look some stges re esierF sndeedD on the one VU Algorithm 6.5 gonstruting the mtrix Input: the smoothness ound B nd list of doulyEBEsmooth oprime pirs (a, b) Output: the vlutions vetor of (abα) nd (abm) 1: wke list L of d primes of f nd divisors of f d up to B 2: for in L do 3: gompute n Emximl order O Y 4: pind sis nd the rmi(tion degree of eh prime idel ove pir (a, b) do 10: ptor F (a, b) nd abm 11: gompute the vlution vetor of abm 12:for prime divisor of F (a, b) abα using the elements π l 17

  for onstnt β > 0 to e omputedF es we rgue in emrk WFPFPD it is optiml to hve the verge degrees of F (a, b) nd abm of omprle sizeF e hve deg t F (a, b) ≤ de + deg t f ≈ deD euse f n hve oe0ients in t s smll s desiredF e lso hve deg(abm) ≈ k/d + eF herefore we impose (d -1)e = onstnt • k/d whih implies tht d must e of type

F

  he reder n (nd review of mtrix liner genertor lgorithms in uHTF yne of the est results in prtie orresponds to homé9s lgorithm hoHQD with omplexity of O (m+n) 3 mn N (log N ) 2 opertionsF elgorithm VFQ presents the lok version of iedemnn9s lgorithmF Algorithm 8.3 flok iedemnn Input: e singulr mtrix B ∈ K N ×N Y two prmeters m nd n

  Y ) the homogeniztion of g(x) nd the seond norm is G(a, b)F es onsequeneD the polynomil seletion stge n e restted s the serh for polynomils f nd g suh tht F (a, b) nd G(a, b) re likely to e oth smooth for oprime pirs (a, b) in given rngeF es (rst pproximtionD we trnslte this ondition into the ft tht the degree of the produt F (a, b)G(a, b) is s smll s possileF st will e re(ned ll long this hpterF Fact 9.2.1. Assume that we have to compute discrete logarithms in F q n , with polynomials f, g ∈ F q [t][x], such that deg x g ≤ deg x f . If, for a and b in a set IPQ of polynomials given by an upper bound e on the degree, the polynomials f and g minimize max{deg F (a, b)G(a, b)}, then we have deg x g = 1. Argument. vet (a, b) e ny pir of degree eD nd ssume tht there is no nelE ltion of the monomils in F (a, b) nd G(a, b) respetivelyF hen one hs deg F (a, b)G(a, b) =

  suset of the domin of vF por ny pir (a, b) of polynomilsD we write deg(a, b) for max(deg(a), deg(b))F sf the limit elow exists we ll it verge of v over S nd denote it y

  orresponds to the ontriution of F (a, b) in the de(nition of α F he onE dition gcd(a, b) = 1 hs een repled y lol onditionF ine we re only interested in EvlutionsD this does not hnge the resultF he numer of E oprime pirs (a, b) of degree less thn k

  hndD let k 1 e lrge enough suh tht ll the 0ne nd proE jetive roots modulo k 1 re simple nd put N = k 1 deg F por this vlue of N D the proportion of pirs (a, b) of degree t most N suh tht (a : b) ≡ r mod k for root (r, k) equls the proility Prob((a : b) ≡ r mod k )F rene a hom (f ; N, N/ deg ) = k 1 k=1 k Prob(v (F (a, b)) = k)F xowD sine the roots modE ulo k 1 re simple there re t most deg f of themF elsoD for a nd b of degree ounded y N D the norm F (a, b) hs degree ounded y N deg x f + deg t f F rene we otin

  the number of terms of r other than the leading one. Then the proportion of pairs (a, b) on a domain of sieve parameter e ≥ N r + | deg r| and skewness parameter s such that the Laurent series a/b matches r

1q

  2i must e trunted t i = e-| deg r| nd to the ft tht for deg a, deg b < |s| there is no pir (a, b) suh tht deg adeg b = sF xextD only frtion 1 q-1 of these pirs hve leding oe0ients suh tht a/b = r(1 + O( 1 t ))F pinllyD when a/b mthes the leding term of rD the ondition tht it mthes the other terms of rD a/b = r + O( 1 t m+1 ) = r 1 + O( 1 t Nr +1 ) D n e expressed s system of N r liner equtions whih is tringulr on the vriles of aF hereforeD pir with deg adeg b = deg r nd a/b = r(1 + O(1/t)) hs proility q -Nr to stisfy a/b = r(1 + O( 1 t Nr +1 ))F his leds to the proportion nnouned in the sttementF xote tht the ondition e > N r + | deg r| gurntees tht the polynomils a nd b hve su0iently mny oe0ients so tht the liner onditions mke senseF e n now de(ne funtion whihD for lrge sieve dominsD mesures the verge degree gined due to the nelltionsF Denition 9.2.19. por ny vurent root r + O( 1 t m+1 ) we ll trunc(r) the vurent polynomil otined y deleting the term in 1 t m F sf trunc(r) = 0 we write γ(r, m) for the gp of r + O( 1 t m+1 ) minus the gp of trunc

  ll the other terms of f (r)D so f hs no vurent rootsF reneD for ny sD α ∞ (f, s) = 0F pigure WFIX e domin of pirs (a, b) in lexiogrphil order hving skewness sF e write the vlue of deg adeg bs for eh region where it is onstntF

  (a, b) onsidered were suh tht deg a + deg b = deg q + 24D so e = (deg a + deg b)/2 = 24.5F xote thtD if a nd b hve mximl degree on our setD the di'erene deg adeg b nnot e evenF le WFI shows tht the est skewness vlue is 3F

  of epsilon on smple of 20000 polynomils of F 2 [t][x] of degree 6 in x nd 12 in tF

  .3.3 Correlation between f and g e stndrd heuristi sttes tht the proilities of F (a, b) nd G(a, b) to e smooth re independentD eFgF wurphy9s E multiplies the two proilitiesF he inextness of this pproximtion ould e lled orreltion propertyF eording to ixperiment WFQFRD the orreltion property hs smll e'et on the sieveD so tht we ound ourselves to illustrte it y n exmple nd prtil experimentF Example 9.3.5

  gll H the set of vlues tken y the tuple (f d , . . . , f 2 ) nd T those tken y (f 1 , f 0 )F vet L e the set of irreduile polynomils up to given oundF vet k max e prmeter nd let us suppose thtD for ll ∈ LD ll the roots r mod k with deg( k ) ≥ k max extend inde(nitelyF por n irreduile polynomil D elgorithm WFI elow omputes α (f ) for ll f in the rnge nd n e steps to omputing α(f ) for the sme rngeF e denote y residues( k ) the set of polynomils in F q [t] of degree t most k deg -1F Algorithm 9.1 he lph sieve 1: snitilize α to vetor of vlue deg( )/(N( ) -1) 2: k 0 ← k max / deg 3: for (f d , f d-1 , . . . , f 2 ) in H do 4:

  elgorithm WFI follows from roposition WFPFVF por (xed vlue of k max D the omplexity per polynomil is O(1)D s the most timeEonsuming steps re those in lines 8 nd 10F por omprisonD in the nive lgorithmD for eh polynomilD one needs to (nd the roots modulo D whih tkes nonEonstnt polynomil time in d+deg( )F sn prtieD elgorithm WFI showed to e muh fsterD s ul immermnn used it to ompute α (f )D for ll the irreduile polynomils with deg ≤ 6D on the rnge of the 2 48 moni polynomils f ∈ F 2 [t][x] of degree 6 suh tht for i ∈ [0, 6]D deg t f i ≤ 12 -2iF IQW 9.4 Inseparable polynomials 9.4.1 Particularities of the inseparable polynomials

  (r) ≡ 0 mod D deg r < deg nd deg is less thn the smoothness ound is χN where χ is the verge numer of roots of f (xed y the utomorphisms of the splitting (eld of f F st n e heked tht eh root of f is (xed y frtion 1/ deg( f ) of the utomorphismsD so χ = 1F reneD symptotilly the ftor se hs 2N +o(N ) elementsF yne ould dpt the proof of heorem WFPFIS to otin the shrper pproximtion of 2N + O( √ N )F reuristillyD Gal f is the full symmetri group for ll ut negligile set of polynomils f D so most often we hve # Gal( f ) = deg( f )!F e list the results for deg f equl to 6 nd 8 in le WFQF he se in whih d = 3 nd deg f = 2 rought 4 3 Efold speedup in r + IHF

10. 1

 1 Recent DLP progress he new wve of improvements strted t the end of 2012 when toux touIQ proposed new tehnique for the reltion olletion stge of ppF sn the wo rtionl side vrint of ppD presented in etion SFRD fter setting γ 1 D γ 2 nd D in the polynomil seletion stgeD we ollet univrite polynomils A nd B suh tht A γ 2 (x) x + B γ 2 (x) D the xEsideD nd A(y)γ 1 (y) + B(y)D the yEsideD re oth DE smoothF he si ide now is to use the mps whih send the ftor se to itself nd whih send pir (A, B) with oth sides smooth to nother pir (A , B ) with t lest one of the x nd the yEsides smoothF xote tht this ide ws lredy used in the soElled qlois improvements in tvHTD eF 2.3 nd tvHTD eF 4.3F toux sets γ 1 (y) = y d 2 for some prmeter d 2 @nottion onforml to touIQA nd uses mp lled mpli(tionX A(y), B(y) → a -d 2 A(y/a), B(y/a) F xote tht if we ll T the yEside of the pir (A, B)D then the yEside of a -d 2 A(y/a), B(y/a) equls T (y/a)X [a -d 2 A(y/a)] • y d 2 + B(y/a) = [A(y)y d 2 + B(y)](y/a).

  for one descent step Proof of Proposition 10.5.1. o deompose the logrithm of P (X)D we re goE ing to deompose simultaneously ll the trnsltes of P (X) y onstnt in F q 2 F o eh element m = a b c d of P q D we ssoite the iqution (E m ) oE tined y sustituting m • P = aP +b cP +d in ple of Y in the systemti eqution @iqution @IHFRAAF glering denomintors with multiplition y (cP + d) q+1 D it eomesX

  (b : d) = (0 : 1) nd (a : c) = (1 : 0)D whene b = c = 0D nd oth a, d = 0F e my normlize to d = 1D nd notie tht multiplition of a y slr in F *

6Figure 1 :

 1 Figure 1: Le domaine d'application de FFS, NFS-HD et NFS selon F * Q avec Q = p n .

  ik rndom A nd B ∈ Z nd point P 0 on E W,A,B,/ Q of in(nite order un elgorithm PFP on N for prmeter B 1 D urve E W,A,B nd point P 0

	end while
	π ∈ [B 1 , B 2 ] y meetEinEtheEmiddle tehniqueF ine this developmentD lled tge 2D is independent of tge 1 we refer the reder to wonWPF
	2.2.1 Complexity analysis
	The cost of running one curve vet us (rst ompute the omplexity of

elgorithm PFPF he evlution of M in line 1. n e done in B 1 stges of (log B 1 ) O(1) (log N ) 2 opertions ehD wheres in prtie it is preEomputtionF he step in line 2. n e done y pst ixponentition tehniqueD orresponding to O(log M ) opertions on the urveD modulo N F es n upper ound for log M we hve log M ≤ q≤B 1

  .2. reneD if a/d is squreD E E,a,d hs four 2Etorsion pointsF sf a or d is squreD E E,a,d hs t lest one point of order 4F ine aD d nd a/d multiply to squreD they nnot e simultneously nonEsqures modulo primeF reneD ny twisted idwrds urveD redued modulo ny prime of good redution p hs t lest 4 points of 4EtorsionF sf one onsiders the ses when some of the expressions re squresD one otins stronger resultF Theorem 2.3.18. Let E = E E,a,d be a completed twisted Edwards curve (resp. aMontgomery curve E M,A,B ) over Q. Let p be a prime such that E has good reduction at p.

	1. If p ≡ 3 (mod 4) and a d (resp. A 2 -4) is a quadratic residue modulo p, then E(F p )[4] Z/2Z × Z/4Z;
	2. If p ≡ 1 (mod 4), a (resp. A+2 B ) is a quadratic residue modulo p (in particular a = ±1) and a d (resp. A 2 -4) is a quadratic residue modulo p, then Z/2Z × Z/4Z ⊂ E(F p )[4];
	3. If p ≡ 1 (mod 4), a d (resp. A 2 -4) is a quadratic non-residue modulo p and a -d (resp. B) is a quadratic residue modulo p, then E(F p )[8] Z/8Z.

  ≡ p mod nF ine Frobenius(K(ζ n ), p)D the proenius onjugy lss for K(ζ n )D is the preEimge of Frobenius(p)D we get with the rgument ove Prob(Frobenius(p) ∈ {C 1 , . . . , C N }, p ≡ a mod n) = Prob(Frobenius(K(ζ n ), p) ∈ { C1 , . . . , C Ñ }). e similr onsidertion for the denomintor Prob(p ≡ a mod n)

	PW
	otin b ompletes the proofF
	Remark QFIFW. ut K
	p e prime nd p prime idel s in the (rst prt of the proofD nd let P e prime idel of K(ζ n ) lying over pF purthermore let C1 , . . . , C Ñ e the
	onjugy lsses of Gal(K(ζ n )/Q) tht re in the preEimges of C 1 , . . . , C N nd
	whose elements σ stisfy σ(ζ n ) = ζ a n F ine Gal(K(ζ n )/Q) mps ζ n to primitive nth roots of unity we hve for σ ∈ (α (P) ) -1 (φ P ) tht σ(ζ n ) = ζ b n holds for n integer bF ogether with σ(x) ≡ x p mod P we get ζ b n ≡ ζ p n mod PF sf we exlude the (nitely mny primes dividing the norms of ζ c n -1 for c = 1, . . . , n -1 we

y repeting the R steps ove with P new π k insted of P π nd y onsidering s trivil roots ll the xEoordintes of the points

  {P + M 1 | P ∈ E[π k-1]}F sn prtieD we oserved tht in generl P π , f 2 , P

	where P	(F 2 ) π	(F 2 ) π is P π divided y the ftors orresponding to the trivil rootsF sf this is nd f 4 re irreduileD
	the seD s deg(

  nite nd n e omputed s k≥1 Prob(#E(F p ) ≡ 0 mod π k )F sf one omputes this sumD one otins the desired formulF QS Average valuation of 2 Average valuation of 3 Average valuation of 5

	n	hF	ixpF n	hF	ixpF n	hF	ixpF
	E 1 1 14 9 ≈ 1.556 1.555 1 87 128 ≈ 0.680 0.679 1 695 2304 ≈ 0.302 0.301 E 3 3 895 576 ≈ 1.554 1.554 1 39 32 ≈ 1.219 1.218 1 155 192 ≈ 0.807 0.807
	le QFPX ixperimentl vlues @ixpFA re otined with ll primes elow 2 25 F
	heoretil vlues @hFA ome from heorem QFIFIWF		
	Example 3.1.20. vet us ompre the theoretil nd experimentl verge vlE

  Theorem 3.2.1. Let E d be a twisted Edwards curve over Q with d = -e 4 , e =

	that tg(g -1)(g +1) is a quadratic residue modulo p then the points (x, y) ∈ E d (F p ), with w ∈ {1, -1}, and
	g-1 g
	2 and g ∈ Q \ {-1, 0, 1}. Let p > 3 be a prime of good reduction. If t ∈ {1, -1} such

  QWgorollry QFPFP explins the good ehvior of the urve with d = -(7736 ) 4 nd torsion group isomorphi to Z/2Z × Z/4Z found in ffvIHF his prmeter n e expressed s d = -(7736 ) 4 = -

	g g-1	4
	2	

E(F p ) hs eight VEtorsion points nd hene 16 | #E(F p )F

  the omplexity of the min phse is s follows

	time@min phseA = L p 1/2,	√	2	1+o(1)	.	@SFUA
	5.2.3 Individual logarithm stage					

he disrete logrithms otined y the min phse llow to ompute the disrete logrithm of ny BEsmooth element sF hen s is not smooth we use the tehnique in elgorithm SFPF Algorithm 5.2 sndex glulusX individul logrithm Input:

  Polynomial selection for F p n with small degree n he (nite (elds F p n with smll nD possily growing slowly with pD ould not e hnE dled with xp more thn one dede fter the prime (elds F p F hirokuer hHH proposed n lgorithm when n is onstntD with the sme omplexity s xp in the prime seF fut his method remined unimplemented due to the rithmeti di0ulties when working with polynomils over numer (eldsF e omplete nE swer ws given in tvHTD showing tht xp suits ny (nite (eld F p n when n is smller or equl to the optiml vlue of prmeter dD iFeFD δ

	8.3. POLYNOMIAL SELECTION FOR NON-PRIME FIELDS	IIS
	8.3	

  deg t g + e deg x g + deg t f + e deg x f. @WFIA he degree of the resultnt of f nd g n e ounded y deg Res(f, g) ≤ deg x f deg t g + deg x g deg t f F ine we need this resultnt to e of degree t lest nD we impose deg x f deg t g + deg x g deg t f ≥ n. @WFPA por (xed vlue of deg x f nd deg x g we vry deg t f nd deg t g without hnging the left hnd side in iqution WFPF ine deg x g ≤ deg x f D we minimize the exE pression in iqution WFI when we minimize deg t f F ine this is independent on deg x f nd deg x gD in prtiulr in the optiml on(gurtion of the degrees of f nd g we hve deg t f ≈ 0F herefore we set deg t f s smll s possileD let us ll this degree εF rene the optimiztion prolem eomes minimize (deg x

  nd verier tvHPD tvHU onsidered the (elds F 2 n with n = 521D 607 nd 613F por n = 607 they set f 2 = x 5 +x+t 2 +1 nd g 2 = (t 121 +t 8 +t 7 +t 5 +t 4 +1)x+1F sf one serhes for n lterntiveD the sensile hoie is to improve the root property without hnging the size propertyF ine deg t f 2 = 2 we tested ll the polynomils whose degree in t is 1 or 2F Experiment 9.5.1. here re 2 18 polynomils f suh tht deg t f ≤ 2D out of whih 2 12 hve deg t f ≤ 1F here were 1776 irreduile polynomils with deg t f ≤ 1 whose lph is elow 3F here were 650 irreduile polynomils f D with deg t f ≤ 2D whose lph is negtive nd suh tht the prtil sum of lph up to degree 6

	9.5. APPLICATIONS TO SOME EXAMPLES IN THE LITERATURE	IRQ
	f, g f 2 , g 2 f 3 , g 3 -0.24 α(f ) α ∞ (f, s) σ(f, s, e) (f, s, e) E(f, g, s, e, β) e0ieny 2.15 0 122.33 124.46 66.0 8.54 • 10 8 0 123.66 123.36 73.8 8.64 • 10 8 f 4 , g 4 -0.10 0 123.66 123.42 9.49 • 10 8 76.0	
	le WFSX glssil pp polynomils for F 2 607 F he prmeters re s = 1D
	e = 24.5D β = 28F he e0ienyD mesured in relsGsqD uses the prmeters in
	ixperiment WFQFRF	
	9.5.2 Joux-Lercier's implementation of the classical variant of the FFS

toux

  ine deg t (f i ) = 1 we n use ny of the 8 • 3 12 polynomils f in F 3 [t][x] suh tht deg t f ≤ 1Dwithout hnging the size propertyF he est lph with respet to F 3 orresponded to f s = tx 6tx 4 + (-t + 1)x 3 + (t -1)x + tF

	IRS
	f, g f i f s f s -3.67 α(f ) α ∞ (f, s) σ(f, s, e) (f, s, e) E(f, g, s, e, β) e0ieny 1.33 0 94.00 95.33 14.6 1.03 • 10 8 0.29 0 94.75 95.04 17.0 1.23 • 10 8 0 96.75 93.03 1.61 • 10 8 21.3
	le WFTX olynomils f for (elds of hrteristi 3F he lst olumn ws
	otined using sme softwre s in ixperiment WFQFR nd with prmeters
	fHafIaIRD lpHalpIaIUD aI nd q0 = t 15
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In this document NFS stands for the DLP algorithm; the corresponding factorization algorithm having a dierent ltering stage.

Storing the totality of the sequence M i x is usually unfeasible.

As an anecdote, the experiment made by Pollard to show the eectiveness of the lattice sieve was 30% slower than the line sieve [Pol93].

This estimate of the number of irreducible factors is a pessimistic upper bound. In practice, one expects to have only O(log D) factors on average. Since the crude estimate does not change the overall complexity, we keep it that way to avoid adding another heuristic.

Chapter 9

Selecting polynomials for FFS We continue our journey through discrete logarithms with an improvement to FFS. In Chapter 6 we have mentioned the method of Joux and Lercier [JL02] for selecting appropriate polynomials for FFS. Our goal here is to show that dierent polynomials can have dierent performances for the sieve. We discuss the relevance of some criteria which rapidly say if a polynomial is ecient in the FFS relation collection.

The Caramel team made recently a series of record computations using FFS in nite elds of characteristic 2. Our criteria have been used to select polynomials for the record computations in [BBD + 12,BBD + 13].

In this chapter we proceed as follows. We start by making a list of the properties which improve the sieve's yield. We then combine the previously dened functions in order to compare arbitrary polynomials and we show how to rapidly test a large number of candidate polynomials. Next we focus on the case of inseparable polynomials and, in particular, on the Coppersmith algorithm. We conclude with a series of applications of our theoretic results to some examples in the literature.

Introduction
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when written expliitlyD re nrrower for polynomils of degree deg( f ) thn for those of degree
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Proof. he nonEzero residues of form group of rdinlity N( ) -1D whih is oprime to q nd hene to dF herefore ny root r epts one nd only one d th root modulo F he seond reson for hving d vlues of lph is tht most of the roots modE ulo irreduile polynomils do not lift to roots modulo 2 F ell the following lssil resultF Lemma 9.4.5. Let ∈ F q [t] be an irreducible polynomial. Write (F q [t]/ 2 ) * for the group of residues modulo 2 which are not divisible by .

he group U hs order N( ) -1 whih is oprime to dD so d th roots lwys exist nd re unique in U F yn the other hndD in V D only the neutrl element is dEth powerF es onsequene only frtion 1/#V = 1/ N( ) of the residues r modulo 2 n hve d th roots modulo 2 F vet us mke the heuristi ssumption tht the roots of f modulo 2 re rndom elements of F q [t]/ 2 F hen only smll frtion of the roots of f lift modulo squres of irreduile polynomils ndD for non negligile frtion of polynomils f no root r modulo some irreduile polynomil lifts modulo 2 F emong the goppersmith polynomils f D iFeFD suh tht f is linerD mny f re suh tht no modulr root of f lifts modulo squresF vet us ompute the vlue of lph in this situtionF Résumé Dans cette thèse nous examinons en détail le problème du logarithme discret dans les corps finis. Dans la première partie, nous nous intéressons à la notion de friabilité et à l'algorithme ECM, le plus rapide test de friabilité connu. Nous présentons une amélioration de l'algorithme en analysant les propriétés galoisiennes des polynômes de division. Nous continuons la présentation par une application d'ECM dans la dernière étape du crible algébrique (NFS).

Dans la deuxième partie, nous présentons NFS et son algorithme correspondant utilisant les corps de fonctions (FFS). Parmi les améliorations examinées, nous montrons qu'on peut accélérer le calcul de logarithme discret au prix d'un pré-calcul commun pour une plage de premiers ayant le même nombre de bits. Nous nous concentrons ensuite sur la phase de sélection polynomiale de FFS et nous montrons comment comparer des polynômes quelconques à l'aide d'une unique fonction.

Nous concluons la deuxième partie avec un algorithme issu des récentes améliorations du calcul de logarithme discret. Le fait marquant est la création d'une procédure de descente qui a un nombre quasi-polynomial de noeuds, chacun exigeant un temps polynomial. Cela a conduit à un algorithme quasi-polynomial pour les corps finis de petite caractéristique.

Abstract

In this thesis we study at length the discrete logarithm problem in finite fields. In the first part, we focus on the notion of smoothness and on ECM, the fastest known smoothness test. We present an improvement to the algorithm by analyzing the Galois properties of the division polynomials. We continue by an application of ECM in the last stage of the number field sieve (NFS).

In the second part, we present NFS and its related algorithm on function fields (FFS). We show how to speed up the computation of discrete logarithms in all the prime finite fields of a given bit-size by using a pre-computation. We focus later on the polynomial selection stage of FFS and show how to compare arbitrary polynomials with a unique function.

We conclude the second part with an algorithm issued from the recent improvements for discrete logarithm. The key fact was to create a descent procedure which has a quasi-polynomial number of nodes, each requiring a polynomial time. This leads to a quasi-polynomial algorithm for finite fields of small characteristic.